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Preface

Preface

For details, see the following topics:

e About this documentation

* Notation conventions

* Aurea global support

About this documentation

This guide is part of the documentation set for Aurea CRM.

Notation conventions

This document uses the following notation conventions:

Convention

Meaning

Fixed-width

Fixed-width font indicates code, path names, file names, envi-
ronment variable names, parameter names, command names,
machine names, URLSs.

Bold Fixed-
width

Bold Fixed-width font is used to indicate user input or to
emphasize certain lines of code.

Italic Fixed-width

Italic Fixed-width font indicates a placeholder for which you
must supply a value.

Bold Sans serif

Bold sans serif typeface indicates the names of graphic user
interface elements such as dialog boxes, buttons, and fields.

Italic serif In text, italic serif typeface indicates the first use of an impor-
tant term. The term is defined in the glossary.

Underlined Underlined text in command lines and parameter descriptions
indicate that you only have to enter the underlined part of the
command or parameter name. For example, if you use
the-LogrILE parameter in a command, you only need to enter
-LOGF.

[] Brackets enclose optional arguments.

{a|b|c} Braces enclose two or more items. You can specify only one

of the enclosed items. Vertical bars represent OR separators.
For example, you can specify a or b or c.
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Preface

Convention Meaning

Three consecutive periods indicate that you can repeat the
immediately previous item. In code examples, they can be
horizontal or vertical to indicate omissions.

Menu > Choice An angle bracket between two menu items indicates that you
should choose an item from a menu. For example, the notation
File > > Exit means: "Open the File menu and choose Exit."

>> Links to related information in other chapters or documents are
indicated using the >> symbol.

Aurea global support

If you encounter a problem while using an Aurea product or require assistance with
downloading the software or upgrading a product release, please open a ticket on
Aurea Support Central. Preferably, search the articles on the Aurea Knowledge
Base for solutions to your issues before opening a ticket.

Information about the support organization is available on Support Central. The
product documentation is available athttps://help.aurea.com/crm/#.

For information about purchasing an upgrade or professional services, contact your
account executive. If you do not know who your account executive is, or for other
queries, contact us through our website.
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Chapter 1: Introduction

1

Introduction

CRM.webservices is a library of SOAP and RESTful web services allowing access
to update.CRM business logic and data.

The web services can be used to integrate any SOAP-capable or REST-capable
3rd-party application with ease.

From a technical point of view CRM.webservices are based on the Microsoft Win-
dows Communication Foundation (WCF) and on the Microsoft .NET Framework
4.5.

CRM.webservices are aimed at application-to-application (for example, displaying
CRM data on your corporate extranet portal) as well as application-to-platform inte-
gration projects, such as SOA initiatives.

It is perfectly suited to connecting your CRM system to the rest of the enterprise
using available ESB or other Middle-ware solutions.

It is important to note that the web services are only intended to provide services.
If you want to consume 3rd-party services "from within" the update.CRM application,
webservices is not (necessarily) a requirement.

This document gives an overview of the architecture of CRM.webservices and con-
tains tips and tricks on how to use CRM.webservices.

This document does not cover the description of technologies such as SOAP, REST,
WCF, etc. For further details refer to the documentation of these technologies.

Please contact the update support center for feedback on this document. This doc-
ument is also available in the download section of the support area of https://sup-
port.aurea.com.
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2

Product Overview

General Information and Product Overview

Product artifacts

Learn about the product artifacts.
Basically the product consists of the following web services libraries:

1. Common Services
2. XML Service
3. Custom Services

Additionally the following tools are shipped with the product

1. Examples

2. Under some circumstances it is unavoidable that CRM.webservices contain
breaking changes and therefore it might be necessary to recreate the services.
To make the process easier, it is possible to select multiple services and recreate
them all at once.

@update:-.i.ﬁfm
(1]

web services
(FRE 1]

Cusfom Services Dvervies
O Curilom Servidns

CRUD Sedvices - Query Forvices
Serviie Mane Query Name Tyge mecreate | |
MafompanyFeroig b ndd il Delete FEwahfCels Web  pegleasdl  Dheleks @
Maferssederass ditalecd  Eda Delere Crnatn (uary Servios

ot

Recreating services:
» Test Client

e Service Generator
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Chapter 2: Product Overview

Architecture Overview

CRM.webservices accesses AureaCRM business logic and data via CRM.interface.

web services base

interface

All services are integrated in the rights and roles framework of the CRM system.
Thus, any access limitations you may have defined in your system are automatically
and transparently respected by the webservices.

Major changes with CRM.webservices 8.0

This topic informs about the major changes in CRM.webservices 8.0.

Note: If you are not familiar with the predecessor of CRM.webservices you may
confidently skip this chapter.

From a technical point of view the main difference is that the CRM.webservices are
no longer ASP.NET web services but based on WCF. The change of the technology
stack causes some differences in creating client application for CRM.webservices

— these differences are outlined in chapter Examples below.
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New Features in Service Pack 2

Beyond that we introduced a much easier and sophisticated way of handling logins,
see Login and session cookie management for further information.

In addition to SOAP CRUD endpoints it's now also possible to create RESTful CRUD
services.

Additionally you might have noticed that the "Toolbar" Service is no longer part of
the web service library — the reason for that is, that the functionality of the is now
integrated into update.CRM web.

Migrating webservices from update.seven to Aurea.CRM

Services created with update.seven webservices can be recreated to be compatible
with update.CRM by copying the configFile.xml from version 7.0 to the \web direc-
tory of CRM.webservices and executing the recreate function in the service builder.

Note: Itis possible that the recreation fails, if your update.seven service references
fields which are no longer present in update.CRM or due to other data model
changes.

New Features in Service Pack 2

Learn about the new features in SP2.

Note: These features are available in the latest hotfix of CRM.webservices for
Service Pack 1 (version 8.1.7.6463) as well.

Restful CRUD services

It is now possible to not only to create SOAP endpoints, but also RESTful CRUD
services. See REST Support and REST Message format for further information.

New CRUD services options

With this version we introduced a couple of new options for generating CRUD ser-
vices. These options are intended to support client systems, which are not capable
to handle complex data types or session cookies.

Generate methods with credentials

Some client applications are not able to handle session cookies — with this option
it is possible to create CRUD methods, which implement the CRM-Login (user,
password and language id) as additional parameter.

Generate simple conditions

Some client applications are not able to handle recursions in WSDL — with this option
it is possible to create simple condition objects without recursions.

Generate service namespaces
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Chapter 2: Product Overview

You can now define if the service contract should be created with namespaces when
a webservice is created.

REST Support and REST Message format

This option allows for additionally creating a RESTful service endpoint. RESTful
services expose resources via URIs, and clients access these resources using the
four HTTP verbs.

Note: For CRM.webservices only GET and POST are used.

For example - using GET for QueryCompany would require mapping objects describ-
ing search conditions or sort criteria to parts of query string because GET doesn’t
accept complex parameters. And e.g. conditions can be quite complex the generation
and maintenance or such an URL and be a nightmare. An alternative would be en-
coding those objects into string for example and send this as query parameter. But
that would require client applications to call additional methods before sending their
request to the webservcie endpoint and require an additional decoding step at the
service enpoint.

CRUD Services for ES, R2 and R3

CRM.webservices can now also be created for the Central login configuration (ES),
Login role (R2) and Rep role (R3) info areas.

Note: The following tables are still treated as internal and therefore cannot be
exposed as CRUD services:

e TO (Stationconfiguration), T1 (Usertracking), T2 (Sessiontracking), T3 (Pro-
cesstracking), T5 (ProtocolRead), T6 (ProtocolWrite)

* US (LoginFile)
* FT (Format)

Recreation of Services

Under some circumstances itis unavoidable that CRM.webservices contain breaking
changes and therefore it might be necessary to recreate the services. To make the
process easier, it is possible to select multiple services and recreate them all at
once.

Note: We explicitly mention it in the Bug Fix list, if the installation of a version
requires the recreation of CRUD services.
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3

Installation and configuration

Learn to install and configure CRM.webservices.

Below are the steps for installation and configuration:

Installation

Aurea software AG provides an installation wizard that guides you through the in-
stallation of CRM.webservices.

Basically the setup does not require any manual input.

Note: If you are installing CRM.webservices on a machine with under Windows 7
64Bit and 1IS 7.0 a warning message is displayed and you have to ensure that you
enable anonymous access in IIS.

— in course of the setup procedure an application pool (crRMwebservices) and a vir-
tual directory in IIS is created.

If a matching update.CRM win installation is found, the data base connection settings
are copied from this installation to the CRM.interface installation. If such an instal-
lation is not found you have to manually define the connection string to your up-
date.CRM data base in the mmdb.ini

Note: By default the mmdb.ini is located in C: \Program Files\up-
date.CRM\CRM.webservices\web\system\sys

Configuration and Logging

Basically no manual configuration is required after running the installation wizard.
CRM.webservices lives in the update.CRM server framework as a plug-in and is
based on CRM.interface. Therefore it's configured via:

e the settings.xml of the framework (\web) and

e additionally via the settings.xml of the framework (\web\system)
CRM.webservices generates two log files:

1. webservices.log

2. u8 interface.log

AUREA CONFIDENTIAL 11



Chapter 4: Services

A

Services

Learn about the services of CRM.webservices.

Below topics describe the services:

Common Services

These services perform generic tasks such as authentication management, session
management, user messaging and metadata extraction / manipulation.

Many of the more complex services rely on these, and they are intended be re-used
when developing or integrating 3rd party applications.

One of the services provided as part of the Common Services is known as
Query2Service. It can be called from within the administration interface and allows
the generation and deployment of new, custom services on the basis of a query
definition, in effect making any CRM query available via its own, specific service
(e.g.a"Top 10 Opportunities" service). This is particularly useful in portal integration
projects.

AddService

public string[] AddService(string service)

Addservice creates a common CRUD service for a business object. The generated
service can then be used to access data of this business object and all of its related
business objects.

Note: Please note that services created directly using this method is not displayed
in the Custom CRUD interface.

AddWebQueryAsService

public string[] AddWebQueryAsService (string name)

AddWebQueryAsservice allows for executing a web query.

AddWinQueryAsService

public string[] AddWinQueryAsService (string name)

AddWinQueryAsService allows for executing a win query.

AUREA CONFIDENTIAL 12



Common Services

CatalogValues
public string[] CatalogValues (string tableName, string fieldName)

CatalogValues returns the catalog values for field of an business object (table).

CatalogValuesByld
public string[] CatalogValuesById(long catalogId)

CatalogValuesById returns the available catalog values of a certain catalog with a
given ID.

CatalogValuesDetailed

public object[] CatalogValuesDetailed(string tableName, string fieldName,
string includeLocked)

CatalogValuesDetailed delivers the catalog details for the given business object,
field and a certain locked status.

IsLoggedIn
public bool IsLoggedIn ()
IsLoggedIn indicates if a user is currently logged in.

Login
public string[] Login(string username, string password, long languageId)

Login performs a login.

LOQOUt
public void Logout ()

Logout performs a log out.

Merge

public string[] Merge(string tablename, string mode, string verbose, string
sourceRecId, string sourceExtSystem, string sourceExtKey, string destina-
tionRecId, string destinationExtSystem, string destinationExtKey)

Merge allows for merging of two records. The records can be defined either by their
record Id or by an External System and Key combination. The tablename is the
name of the business objects being merged. The mode can be source or destination.

Metalnfo
public string[] MetaInfo(string tableName)

MetaInfo returns the meta information for a business object (table). The Metalnfo
contains full details of the contents of a business object, its fields (type, size, etc...),
indexes, parents, children, etc....
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SendMessage
public string[] SendMessage(string repId, string message)

sendMessage Sends a message to the Rep with the given Id.

Status
public string[] Status/()

status returns information about the CRM.interface settings, logged in users, active
processes on the server and other information related to the server.

TableNames
public string[] TableNames ()

TableNames returns a list of all business objects (tables).

XML Service
The XML Service acts as a SOAP wrapper for CRM.interface XML.

The service takes an XML structure in the CRM.interface "dialect" as input, and re-
turns the raw XML response for the given operation.

This service is fully compatible with CRM.interface and might be the right choice in
performance-intensive scenarios (i.e. when you need maximum control over query
syntax).

Please refer to the Technical Guide of CRM.interface for a detailed description about
the architecture and a full syntax reference for the interface XML dialect.
ProcessStringResponse ProcessString(ProcessStringRequest request)

ProcessNodeResponse ProcessNode (ProcessNodeRequest request)

You can either pass plain text (using Processstring) or an XML document to the
XML service (using processNode) as illustrated in the code fragment of our test client
tool.

XmlNode nodeResponse;

if ( _properties.TransferMode == TransferMode.String) nodeResponse =
xmlClient.ProcessString (request) ;
else
{ var requestDoc = new XmlDocument () ;
requestDoc.LoadXml (request) ;
nodeResponse = xmlClient.ProcessNode (requestDoc.DocumentElement) ;

AUREA CONFIDENTIAL 14



Custom Services (CRUD Services)

Custom Services (CRUD Services)

Learn about the custom services.

The CRUD (Create, Read, Update and Delete) services are basic functionality of
CRM.webservices. The purpose of the CRUD services is to expose update.CRM
business logic and data via SOAP or RESTful services. CRUD Services are not
delivered out-of-the-box. Instead, they can be generated as needed with just a few
mouse clicks, using the CRM.webservices administration interface (Service Gener-
ator). It ensures that any customization of the data model is reflected in the interfaces
you deploy.

Any entity in the update.CRM database can be exposed as a complex SOAP data
type, and accessed by third-party applications for both read and write operations
using specialized SOAP methods. As of Service Pack 2 of CRM.webservices it is
additionally possible to generate REST service endpoints.

In addition, you can create custom CRUD services which you can customize the
data types they contain. For further information see https://support.aurea.com.

Webservices configuration to activate HTTPS

Learn how to activate https for CRM webservices.
CRM.webservices is pre-configured for plain HTTP only.

Below is the configuration to activate HTTPS.
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https://support.aurea.com

Chapter 4: Services

web.config (server-side)
e HTTP (default)
<security mode="None"/>
<endpoint.... binding="mexHttpBinding">

<serviceMetadata httpGetEnabled="true">

e HTTPS example
<security mode="Transport"/>
<endpoint.... binding="mexHttpsBinding" (2 times)
<serviceMetadata httpGetEnabled="true" httpsGetEnabled="true">

update.web.services.test.exe.config (client-side test tool)
e HTTP (default)

<basicHttpBinding>

<binding name="Basic" allowCookies="false" />

<binding name="BasicHttpBinding_IXmI|" maxReceivedMessageSize="5000000"
/>

</basicHttpBinding>
« HTTPS example
<basicHttpBinding>
<binding name="Basic" allowCookies="false" />
<binding name="BasicHttpBinding_IXml|" maxReceivedMessageSize="5000000">
<security mode="Transport">
<transport clientCredentialType="None" proxyCredentialType="None" realm=""/>
<message clientCredentialType="Certificate" algorithmSuite="Default" />
</security>
</binding>
</basicHttpBinding>
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5

Tools

Learn about the tools used in CRM.webservices.

Below topics describe the tools:

Service Generator

Learn about the service generator tool.

The (CRUD) Services Generator is a web application which allows for generating
CRUD Services. The web-based administration interface gives a rapid overview of
all deployed services, the opportunity to test individual services as well as access
to service generation functionality.

@ update.CRM
u web services

Custom Services

Custom Services Overview

CRUD Zervices Query Services
Service Name Query Name Typse
MyCompanviervice wedl  Edit Delete rith4 Cgl web  wsdl  Delete
Create CRUD Service Create Query Service

Service generator

The Custom Service page lists the currently configured Custom Services. With this
page you can create, modify and delete services.

Creating a new CRUD service
To create a custom CRUD service, click on the "Create CRUD Service" button [1].

Custom Services Dverview
Custom Services

Create CRUD Service  Recreale selected Create Query Service | Recreate selected

™N [1]

Generating a CRUD service (1)
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Chapter 5: Tools

Jhcate (RN @ caun Generaor

u web services
BT AR

Creale a new service

Custom Services
General Settings

MyCompanyService Service Name

[l

Generate abstract types

Generate metheds with credentials

Generate simple conditions

[+ REST support
REST messages format
o Generate service namespace

cancel Continue A [2]

Generating a CRUD service (2)
Then enter the Service Name, e.g. MyCompanyService.

The CRUD generator provides a couple of options to determine how the service

should be created.

Option Remark

Generate abstract types This option indicates if abstract base class types are

used in the generated service code. Some program-
ming languages do not support the use of abstract
data types. See chapter Conditions for further infor-
mation on this topic.

dentials

Generate methods with cre-

This option indicates if additional CRUD methods
should be created, which implement the CRM Login
(user, password, language id) as additional parame-
ter.

Generate simple conditions

This option indicates if conditions without recursions
should be created.

REST support

This option indicates if an additional RESTful service
endpoint should be created.

AUREA CONFIDENTIAL

18



Service Generator

Option Remark

REST message format The option allows for choosing the message format
(automatic, XML, JSON). "Automatic" means, that
the response format is identical to the format of the

request.
Generate service names- Some Clients cannot handle an empty target
paces namespace attribute in the WSDL file.

With this option, a target namespace is generated.

CRUD service options

On the next page you can choose a business object (Info Area) [3]. If data type is
left blank the data type has the same name as the Info Area.

Afterwards click "generate type" [4], then define the fields you want access with
your service [5].

update.CRM - ey eamarions
u web services

B2 0

Create a new service
Custom Services
Define data types for service: MyCompanyService

|I:gmparry LY INfofires f— [3]

| DataType Name

I¥ the datacype name ks ket blank the Infodrea namse is used by defaulx

Create type €— [4]

Currently defined types

Type Name Base Info area Fields Links
Company Company Edit Edit Delete
Back Cancel Continue [5]

Generating a CRUD service (3)
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update.CRM - egieiipeamarsionn
u web services
B3 T S5R1

Creale a new service
Custom Services
Select attributes of the data type: Company

| ] Fielel Tdl MName Type Custom Name
[+ o CoGrp uIntls

M1 CoMa UInt3z

[+ 2 CompanyField String

[+ 3 S¥nonym String

14 Drivigion String

[+ 5 Counktry Catalag

Generating a CRUD service (4)

Clicking the check box in the header toggles on or off the selection for all fields.
Selected fields can be given a custom name.

If required for your business needs add additional business objects (Info Areas),
e.g. add the person info area as in our example below. Afterwards you can edit the
links between the info areas [6].

update (KM [T @ b canerater

u web services

8279581
Creale a new service
Custom Services

Define data types for service: MyCompanyService

|I:gmparry L InfofArea

| DataType Name

If the datatype name is ket blank the Infodrea name is used by defauls

Create type
Currently defined types
Type Name Base Info area Fields Links
Company Company Edit Edit Delete
Person Person Edit [d\}clntc
Back Cancel Continue E [?] [6]

Generating a CRUD service (5)

Data types may have many links to other data types, however if a data type is not
defined in a service no links to that data type are possible. Via the "Show/hide dis-
abled links" toggle button you can switch between displaying these disabled links
and hiding them.

If no custom name for a link is specified a default link name is generated.
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Service Generator

It is also possible to mark the link as optional; in this case the link record does not
have to exist for the record to be created.

update.CRM

u web services

B2 r a5

Create a new service
Wi o Company |I:un1|:~arn.r W (11 O |

Mt company [Company v]1:2 O |
e fﬁx"‘w-l f1:My T =r‘-"m. [—

Custom Services

Persan |F'|.~r5n:u: W Child (1:MN) []

Hide disabled links

Generating a CRUD service (6)
Afterwards you have to define the methods of your service [7].

The service generator supports for different method types: Insert, Query, Update
and Delete.

You can either generate the default methods [8] or generate custom methods. Each
method name must be unique in the service. At least one method must be defined
before moving on to the next step.

update.CRM m

u web services
B2 Ta5

Create a new Service
Custom Services
Define methods for service: MyCompanyService

Query wl Method Type

|C$-mDan'.-' Vl DataType

| | Method Mame
If tha mathad name is left blank, s default based
on the methed type and Datatype = used by default
Create Method | Create Default Methods €—[ 8 |
Currently defined methods

Method Name Type Data Type

QueryCompany Query Company Delete
InsertCompany Insert Company Delete
UpdateCompany Update Company Delete

DeleteCompany Delste Company Delete

Back Cancel — Continue g£— o0 [9]
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Generating a CRUD service (7)

After creating the methods an overview page is displayed [9], where you finally can

create your service [10].

update.CRM - eugineamsrionn

u web services
B 81

Creale a new service
Custom Services

Review definition for service: MyCompanyService

Use abstract types True

Generate methods with credentials False

Generate simple conditions Falze

REST suppoart True

REST messages format Auto

Generate service namespace True
Data Types

Type Name BaseInfoArea

Company Company

Person Person

Methods

Method Name Type DataType
QueryCompany Query Company
InsertCompany [nsert Company
UpdateCompany Update Company

DeleteCompany Delete Company

Back Cancel Generate Service 'E [10]

Generating a CRUD service (9)
update.CRM m

web services
1327550

: —— Custom ServiCes Derview
©  Custom Services

DR Servites Creaba Queery Servkia | Recreabs selectad
Sirvica Nami ecreate [
MyCpmeanyEenice ginglowsdl | Edit Duedete O
Create CRUD Service ,:-:::-""""-- [11] [12]

Generating a CRUD service (10)

After creation of the service you can view the service definition and the WSDL via

clicking the links in the overview page [11].

AUREA CONFIDENTIAL
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Service Generator

Creating a new query service
In order to create a Query Service click the "Create Query Service Button" [12].

The custom query service allows for execution of either a web query or a win query.
Queries with parameters are supported, too. If a non-existing query is referenced
the service is not created.

[* Query FIwithSCols -~

w" Save X Delete |+ Send to Reps.. 3% Run Query
Query name FIwithSCols ) Private query @ Public query

Inelude Affilistisns 2

w LIQL Syntax

w Formatted

o+ add Infa Area
= company

Cutput Fields: Company, Synonyrm, Street, Country, City ."
+ Conditions
Max. 100 % rows ¥ Run Query

Query definition in web

Creale a new query service

Custom Services )
Query name FlwithSCals

Query type ['Web vl
[+ REST support

REST messages format

IE Generabe service namespacs

Create [13]

Generating a query service

Note: Queries stored in web designer cannot be used by webservices.
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Chapter 5: Tools

Recreating Services

Under some circumstances itis unavoidable that CRM.webservices contain breaking
changes and therefore it might be necessary to recreate the services. To make the
process easier, it is possible to select multiple services and recreate them all at
once.

@ update.CRM
U web services
R

. Curilom Servicns

Custom Services Duerves
CRUD Sedvices Query Services

Query Mame Tyse Becreate | |

Bwahfcele  wWeb pogléwcdl  Delebs @

Srusty Qrumry Sarvivo | Aacreste salected )

Recreating services

Test Client

Learn about the test client tool.

The CRM.interface and CRM.webservices testclientallows for testing the rrocessxmi
Service (and CRM.interface). Additionally it is possible to test RESTful services.

In the property pane you can basically define to which service endpoint the request
should be sent and how to authentication mode you want to use.

5 CRMsterdsor Test Applucatan [
Efe Edt [Eequest  Kew  Hep
e 5 | ¥ foeose SWL Reguest
[T —— AL, iteapoma Emsl
st =L |dreiponse e =" -
1= jests 75 3.1 7570 550U ) B000-20 £ 4 Ganwcetion
<ReaAls e ol (w8 302, 170 :l &M inberaca IEL btz flocalhout fLRPL
< reqmest Fyics X - DTS QueryCemsiny
ey T Reztharaionin hetmiFkralbact AP L brarane s cpd) admin  Myd o mpany oo ove frest
<iperpoman] WiehSeraicelid it bealbasb MU bue rocowspd femLaver
a
AShentgulisnbipds Hane.
DeTEE
Paasagrd
Burfa—Rarblonectoabon Trur
Cstapld
Ragi s
LEgmase
4 Traider
itpwsh FOSET
Erfegtadishy 1024000
REGi=T T gL ks B e
Bes:lammaiTpe ¥ml
TrarafeMzde Strng
Wb et g Timanat 106
ReiSrrwion U
. | TheUEL of the web serviceiieg. hSpollecalba shiesl iadmin/ Camparies sveirst]
Brtutsan of SR Fequail Snsibed.

Figure 17, Test Client (1)

It is possible to insert Query/Import and Condition fragments, which might be helful
if you are not familiar with the CRM.interface query language.
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Test Client

i

@ CRMinterface Test Application
file T Request View Help
ﬁ ﬁ Unda Ctri+Z
XMLR Redeo Ctrl+¥ = .il | =
< Punl fris =" - =
. o [dent XML Ctr=l b 7.5470 (MSSQU): (c) 2000-2013 4 Connection
<te Find —_ b=d by mmint.dl (x84} 802. 27054 E| CRMinterface URL http:/ /localhost
<frequ in 2 fstem tme: 2014-06-06 09:49:09.¢ RestSarviceM ethod QueryCompany
Replace Ctrl+H pr time: 0.000 sec-—-> RestSarvicalrd http:/ /localhost
- WebSarvicelr http:/ flocalhost
4 Security
T —
Insert Impeort Domain
. Password
Insert Condition PerformResthuthentication True
Rasappld
RasUrd
Username
4 Tranaler

Figure 18, Test Client (2)

Note: When testing XML Services you have to specifiy the URL of the XML service
(e.g. http://localhost/CRM.interface.sp2/xml) and to set the request
target to "web service".

When testing REST Services you have to specify:

* RestServiceUrl(e.g.http://localhost/CRM.webserv.sp2/MyCompanySer—
vice.svc/rest)

 RestServiceMethod (e.g. QueryCompany)

* Http Verb (set it to POST, for create/update/delete and to GET otherwise)

* Request Target (set it to REST service)

* Request Content Type (set it to XML if you want to use the example infrastructure)
* Username, Password (username, password for update.CRM)

You can use the request templates -which are provided with the RESTSample- in
order to test your REST service. These templates are intended to work with a CRUD
service named "Companies”, which contains Company and Person objects.

Hint: By default the maximum message size which can be received by the test client
Is set to 50000000. If a test call fails with an error message "The maximum message
size quota for incoming messages (50000000) has been exceeded." you need to
change that limitation by modifying the value of maxReceivedMessagesize Iin the
configuration file (update.web.services.test.exe.config) Of the test client.
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Further Tools for testing and troubleshooting

Some other tools which can be used to test CRM.webservices.

Visual Studio

The most comfortable way to consume CRM.webservices is by using Visual Studio
and C#. We provide samples for all CRUD methods.

Soap Ul

SoapUl is a helpful tool for testing

e REST services
 SOAP webservices based on a WSDL file

* Pure Soap Requests

Fiddler

One of the most important tools for getting an overview what'’s really going on be-
tween a client and the webservice is Fiddler.
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6

Examples

Examples for webservices configuration.

In the "Samples" subdirectory you can find a Visual Studio 2012 solution containing
six sample projects covering how to use CRUD web services (Insert, Query, Update
and Delete), Custom Query service and an example illustrating the chunked read

feature.

Additionally the solution contains the cookieManagerLib project with classes allowing
for passing cookies between different instances of services (WCF equivalent of
passing cookieContainer between instances in previous version).
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Chapter 6: Examples

General settings
To use these projects you have to follow the instruction below:
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1. The service generator can be found at the following url:
http://<your server>/<your path to web services>

Open the service generator and create a Custom CRUD service, naming it
"Companies" and using "Abstract Types".

Create "Company" and "Person" data types.
Edit the fields for both data types and select all available fields.

Edit the links for the Person data type and create a link to Company (Link Id, O;
Type, Parent).

Create the default methods for the Person and Company data types.

2. You need to update/recreate service references of each project to point them to
Companies service you generated in previous step.

You can do it by one of the following ways:

» Deleting existing reference and using Visual Studio wizard via the "Add service
reference"” context menu where you have to enter URL to svc file of your newly
created service.

PR SerE AT ﬁ

To zee b hist of svailsble services on & specific server, enter & service URL and chick Go, To browse for svailsble
services, click Discover,

It/ localhostiwsB D/ admin/ Companies.sve - I Go I | [Eﬁcwer *I

Genvices Qperations:
a ()5 CompaniesWebSenvice £ Deletel ompany -
*2 ICompaniesWebSenice @ DeletePertan F |

@ InsetCompany

@ InsariPerson

@ Lloggedin

@ Login

@ Logout

@ QueryCompany

@ QuerPerson -

=

1 service(s) found at address “hitpy/Tocalhost/ws8 0/ sdmin/Companies.sve’,

Mamespace
ServiceReferencel

Adyanced.. | aK H Cancel

Adding a Service Reference

* Modification of service configuration in app.config file (changes are in green
font color)
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<client>
<endpoint address="http://localhost/ws8.0/admin/Companies.svc"
binding="basicHttpBinding"
bindingConfiguration="BasicHttpBinding ICompaniesWebService"
contract="CompaniesServiceReference.ICompaniesWebService"
name="BasicHttpBinding ICompaniesWebService"/>
</client>

» Setting the URL to the entry point of service in code

var client = new CompaniesServiceClient();
client.Endpoint.Address = new
EndpointAddress ("http://localhost/ws8.0/admin/Companies.svc") ;

You can get the URL of your generated service by clicking the one of the links in
the CRUD generator as depictured below.

@ update.CRM - ey esmertonn
u web services

.0, 22 SEII

_ . Custom Services Overview
Custom Services

CRUD Services Create Query Service

Service Name

Companies wadl Edit Delete

Create CRUD Sa:rce\

Retrieving the URL of a generated service

Login and session cookie management

Each CRUD service and commonServicesWcf has
®* Login

¢ Logout

® IsLoggedIn

methods. But since WCF services using basic http protocol are stateless the next
method called after Login returns error message "Session is null. Login
missing?".
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To have a possibility of sustaining session cookies between subsequent calls into
the services we can use two approaches:

1. Configure the service to use cookie transmission between server and client. In
app.config file we need to add the attribute allowCookies="true" attribute in
binding section.
<bindings>

<basicHttpBinding>
<binding name="BasicHttpBinding ICompaniesWebService"” allowCookies="true"/>

</basicHttpBinding>
</bindings>

2. Use WCF service’s behavior extension infrastructure to intercept cookies returned
by server and pass them between each service client configured to use that ex-
tension.

Note: This mechanism is equivalent of passing cookiecontainer instances be-
tween Common Services and other services in update.seven webservices.

An example of the implementation of such behavior extension is located in the
CookieManagerLib project and it's usage is illustrated in the Custom Query sample
project.

Note: You have to remove the al11owcookies attribute or set it to falise otherwise
behavior extension won’t be able to intercept cookies.

Insert

This example shows how to create a company record and a person record linked to
that company.

The program contains the following distinct parts.

1. We create an instance of the web service (companiesWebserviceClient) Which is
used to perform a login and create records.

2. We create a company Object and assign it Company Name, any other data you
require can also be added to the appropriate fields. The default Company name
IS "Test Company".

3. Using the Insertcompany method of companiesWebServiceClient, We insert the
Company into the database.

4. After the insert is completed we check that it was successful and if so we display
the Id of the new Company record and continue creating a Person record to link
to the Company. If the insert failed we display the error message.

5. We create a rerson Object and assign it a First and Last name, any other data
you require can also be added to the appropriate fields. The default name is "rest"
"Person”. Set the link object company 0 to our Test Company.

6. Using the InsertPerson method of companieswWebServiceClient, We insert the
Person into the database.

7. After the insert is completed we check that it was successful and if so we display
the Id of the new Person record. If the insert failed we display the error message.
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Query

This example returns all company records matching the defined condition; as a
search value we use "test company"”, the company we created in the insert example
above.

1. We create an instance of the web service (cCompaniesWebserviceClient) Which is
used to perform a login and to query for the records.

2. We create a sort object; the example’s default sort order is by the "Street" attribute
of the returned Companies.

3. We create a comparisoncondition Object; this defines the query conditions we
require. The sample’s default condition is to find any companies called "Test
company". YOU can customize the condition to suit your database contents.

4. We create a company Object, for our query and assign our sort and condition objects
to the Sort and customCondition attributes.

5. Using the Querycompany method of companieswWebserviceclient, We query the
database for Companies that match our condition.

6. After the query is completed we check that if it was executed successfully and if
any matching companies are returned we display their Name and Street. If the
query failed we display the error message.

Note: If only an object (Company, Person etc.) is specified without any conditions,
ALL available records of this Info Area (table) are returned.

This sample has a simple condition; more complex conditions can also be used.
See the Conditions section later in this chapter.

Update

In this example we update a company which satisfies the search condition. If more
than one record is found, none of the records are updated and an error message,
"Parent record not unique" is returned. If no record is found, a new record with the
specified fields is created.

1. We create an instance of the web service (cCompaniesWebserviceClient) Which is
used to perform a login and to update the record.

2. We create a comparisoncondition Object; this defines the query conditions we
require. The example's default condition is to find any companies with a Synonym
called "Test Synonym".

3. We create a company Object, for our update and assign our condition object to the
CustomCondition attribute and set the street field to "New Test Street" to update
the value.

4. Using the updateCompany method of companieswWebServiceClient, We update the
Company that matches our condition.

5. The response indicates if the record that was updated or contains an error mes-
sage if no record or more than one record was found.

To update multiple records it would be necessary to update every record individually.

AUREA CONFIDENTIAL 32



Delete
This example deletes all matching company records from database.

1. We create an instance of the web service (companiesWebserviceclient) Which is
used to perform a login and to delete the records.

2. We create two instances of comparisoncondition. We search for a company with
a company name equal to "Test company" and synonym equal to "Test Synonym".
Combine the comparison conditions using a L.ogicalCondition With an And oper-
ation.

3. We create a company object, for our delete and assign our logical condition object
to the customcondition attribute.

4. Using the peletecompany method of companieswWebServiceCclient, We delete
Companies that match our condition from the database.

5. After the deletion is completed we check if it was successful and if any companies
have been deleted we display their Record Ids. If the query failed we display an
error message.

Note: Note: Use the delete method with caution, since — as the method name
implicates — all matching data are deleted.

Custom Query

This example shows how to execute a (web) query via webservices. It is possible
to pass parameters to the query.

1. Please create a query called "CompanyTest". Add the Company Info Area to this
guery, including some output fields (Company, Synonym, Street and City are used
in the example). Add a (parameter) condition for companies by company name
and click "Use as Parameter (requires user input)".

2. In the example we create a query service "CompanyTest" with the service gener-
ator create.

3. We create an instance of commonserviceswcfclient and perform a login.

4. We create aninstance of the web service (companyTestQueryServiceclient) which
is used to execute the query. Due to usage of behavior extension intercepting
cookies (see app.config file) the session created by Login method of commonsSer-
vicesWcfClient IS maintained for the query service client.

5. We create an instance of companyTest Which represents the query and set the
value of our parameter to find the company called “Test Company”.

6. Using the Query method of companyTestQueryServiceClient, We execute the
CompanyTest query.

7. After the query is completed we check if it was executed successfully and if any
companies are returned we display their Company, Synonym, Street and City at-
tributes. If the query failed we display the error message.
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Chunked Query

A chunked query allows for splitting the results of a query into parts and process
them as such. The chunked query is initialized by setting the "Chunked" request
option property to true; you can either provide your own unique identifier or retrieve
the automatically assigned one from the response. To retrieve any subsequent
chunks of the query you need to provide the identifier in the query request options.

Note: If you use the same rRequestOptions Object that is used for creating the
chunked query, for aretrieving more chunks, you need to set the "Chunked" property
to false and update the unique identifier if one has been automatically assigned.
Otherwise you get an error saying that a Chunked operation with that identifier
already exists.

The Chunked Query example shows how to get all company records in chunks of
10 records.

1. We create an instance of the web service (cCompaniesWebserviceClient) Which is
used to perform a login an read the data.

2. We create a company Object, for our query.

3. We create requestoptions object with Chunked property setto true and chunksize
property set to 10.

4. Using the guerycompany method of companieswWebServiceClient We query the
database for first chunk of records (pass requestoptions Object as second param-
eter of Querycompany method).

5. After the query is completed we check if was executed successfully. If any
matching companies are found we display their Name and Street. If the query
failed we display the error message.

6. Before we can query for next chunk of records we need to set chunkgid property
of Requestoptions to the value of chunkoid from response object and set Chunked
property of Requestoptions object to false.

7. We continue to query for chunks of records and displaying Name and Street values
until query won’t return more data.
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Tenant Catalogs

To create business objects with tenant catalogs you may use the following example
code as a template:

// create tenant objects
Tenant oCountryTenant = new Tenant () ;
oCountryTenant.Field = "Country";
oCountryTenant.TenantNumber = 100;

Tenant oAreaTenant = new Tenant () ;
oAreaTenant.Field = "Area";
oAreaTenant.TenantNumber = 123;

// the tenant objects are put in an array
Tenant[] oTenants = new Tenant[] { oCountryTenant, oAreaTenant };

// create an object assigning the tenants array
// to the CustomTenants property
Company oCompany = new Company();
oCompany.CompanyField = "Test Company";
oCompany.Synonym = "Test Synonym";
oCompany.Country = "Austria";
oCompany.Area = "Test Area";
oCompany.CustomTenants = oTenants;

Conditions

CRM.webservices support two types of conditions
* Condition and

® ConcreteConditions.

Condition IS an abstract base class type for comparisonCondition and LogicalCon-
dition, Which implements the functionality to define complex conditions.

ConcreteConditions Offer the same functionality but without the use of abstract
classes.

Some program languages do not support the use of abstract types. You can therefore
use this option to omit abstract types in your custom CRUD services.

The following example illustrates to implement conditions using both condition types.
The example condition is to find Person objects with a First Name “test” and Last
Name “person”.

The main difference between the conditions iS comparisonCondition and Logical-
condition have an Operator property, whereas concreteConditions has comparsion-
Ooperator and LogicalOperator properties, only on these must be set to indicate
what kind of condition the concreteconditions represents.

Note: The description for services with simple conditions is provided in a future
revision of this document.
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Using Condition

ComparisonCondition oConditionl

oConditionl.TableName = "Person";
oConditionl.FieldName = "FirstName";
oConditionl.Value = "test";

oConditionl.Operator ComparisonOperator.Equal;

ComparisonCondition oCondition2

oCondition2.TableName = "Person";
oCondition2.FieldName = "LastName";
oCondition2.Value = "person";

oCondition2. ComparisonOperator.Equal;

Operator
LogicalCondition oConditions = new LogicalCondition();
oConditions.Operator LogicalOperator.And;
oConditions.Conditions new Condition[] {

oConditionl,

new Person () ;
oConditions;

Person oPerson
oPerson.CustomConditions

Response oResponse

Using ConcreteConditions

ConcreteConditions oConcreteConditionl new
oConcreteConditionl.TableName
oConcreteConditionl.FieldName
oConcreteConditionl.Value "test";
oConcreteConditionl.ComparisonOperator

ConcreteConditions oConcreteCondition2
oConcreteCondition2.TableName =
oConcreteCondition2.FieldName
oConcreteCondition2.Value "person";

oConcreteCondition2.ComparisonOperator

ConcreteConditions oConcreteConditions
oConcreteConditions.LogicalOperator =
oConcreteConditions.Conditions
oConcreteConditionl, oConcreteCondition2

Person oPerson new Person () ;

oPerson.ConcreteConditions

Response oResponse

Parent Catalog condition

companiesService.QueryPerson (oPerson,

"Person";
"LastName";

companiesService.QueryPerson (oPerson,

new ComparisonCondition();

new ComparisonCondition();

b

oCondition2

null) ;

ConcreteConditions () ;
"Person";
"FirstName";

ComparisonOperator.Equal;

new ConcreteConditions () ;

ComparisonOperator.Equal;

new ConcreteConditions () ;

LogicalOperator.And;
new ConcreteConditions[] {

b

oConcreteConditions;

null) ;

To create a condition to find a record by a catalog and its parent catalog use the
value2 attribute of the comparison condition to specify the parent catalog value.

The following example code can be used as a template:

// condition with a catalog and it's parent catalog
ComparisonCondition oComparisonCondition
oComparisonCondition.Operator
oComparisonCondition.TableName "Interests";
oComparisonCondition.FieldName "Interest";
oComparisonCondition.Value "catalog wvalue";
oComparisonCondition.Value?2 "parent catalog value";

External Key Catalogs

new ComparisonCondition();
ComparisonOperator.Equal;

Allows catalog values are specified by external key (as opposed to their textual
value). This can be set at request level and/or for individual conditions.
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The following example shows how to use external catalog keys at the request level.
All catalog values must be specified as external keys and all catalog values returned
are their external key values.

The 2nd condition (ocondition2) in the example illustrates how to override that be-
havior for a single condition.

// create request options

RequestOptions oRequestOptions = new RequestOptions{();
oRequestOptions.CatExKeys = true;
oRequestOptions.VisibleFields = "my catalog field";

// create conditions

ComparisonCondition oConditionl = new ComparisonCondition();
oConditionl.TableName = "Company";

oConditionl.FieldName = "my catalog field";
oConditionl.Value = "external key 1";

oConditionl.Operator = ComparisonOperator.Equal;
ComparisonCondition oCondition2 = new ComparisonCondition () ;
oCondition2.TableName = "Company";

oCondition2.FieldName = "my catalog field";
oCondition2.Value = "my catalog text value";
oCondition2.0Operator = ComparisonOperator.Equal;

oCondition2.ExtKey = false;

LogicalCondition oConditions = new LogicalCondition();
oConditions.Operator = LogicalOperator.Or;
oConditions.Conditions = new Condition[] { oConditionl, oCondition2 };

// create an object to query
Company oCompany = new Company () ;
oCompany.CustomConditions = oConditions;

// create an object to query
Response oResponse = companiesService.QueryCompany (oCompany, oRequestOptions);

The following sample shows how to use external catalog keys at the condition level.

// create condition

ComparisonCondition oCondition = new ComparisonCondition () ;
oCondition.TableName = "Company";

oCondition.FieldName = "my catalog field";

oCondition.Value = "external key 1";

oCondition.Operator = ComparisonOperator.Equal;
oCondition2.ExtKey = true;

Request Options
Chunked

AUREA CONFIDENTIAL 37



Chapter 6: Examples

Reading in chunks allows for more efficient retrieving of (possible) huge data sets
and navigating in these data sets. First only the record-IDs are read (up to
maxrecords). Subsequent queries return the next "page" (determined by chunksize)
of records by referencing the original query via a query-ID (chunkoid).

const long English = 1;

// Login
var companiesService = new CompaniesWebServiceClient ()
companiesService.Login ("TestUser", "TestPassword", English);

Company company = new Company();
RequestOptions oRequestOptions =
oRequestOptions.Chunked = true;
oRequestOptions.ChunkSize = 10;
// get the first chunk of results
Response oResponse = companiesService.QueryCompany (company, oRequestOptions);
Console.WritelLine ("Succeeded: " + !oResponse.Error);

// check the results, to see if the query has completed
if (!'oResponse.Error)

{

// output the first chunk

int nCount = 0;

const string outputFormat = "Company: {0}; Street: {1};";
foreach (var companyInResponse in oResponse.Objects.Cast<Company>())
{

Console.Writeline (outputFormat,
companyInResponse.CompanyField, companyInResponse.Street);
}

// **** important ****

// update the request options for getting the next chunks
// set returned gid and switch off Chunked attribute
oRequestOptions.ChunkQid = oResponse.ChunkQid;
oRequestOptions.Chunked = false;

bool bContinue = true;

// continue getting chunks while they are available

while (bContinue)

{

// get the next chunk of results

oResponse = companiesService.QueryCompany (company, oRequestOptions);
Console.WritelLine ("Succeeded: " + !oResponse.Error);

// check the results, to see if the query has completed
if (!oResponse.Error)

{

nCount = 0;

foreach (var companyInResponse in oResponse.Objects.Cast<Company>())
{

Console.WritelLine (outputFormat,
companylInResponse.CompanyField, companyInResponse.Street);
}

}

else

{

// 1f the query ends or there is an error output terminate the loop

new RequestOptions () ;

Console.WritelLine ("ErrorText: " + oResponse.ErrorText);
Console.WritelLine ("Description: " + oResponse.Description);
bContinue = false;

}

}

}

else

{

// 1f there is an error with the initial query output the reason
Console.WritelLine ("ErrorText: " + oResponse.ErrorText);
Console.Writeline ("Description: " + oResponse.Description);

}
Chunk size
Defines the maximum number of records to be read in one chunk.
For further details see chapter Chunked above.
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ChunkQid

A unique ID for a "chunked read" operation, The chunkoid (query id) can be used
to read subsequent chunks of data.

For further details see chapter Chunked above.
CreateNewCatalogValue

An indicator of whether unknown catalog values should be automatically created.
It is recommended that new catalog values is not created using this flag due to risk
of unwanted duplicates. It works only in the catalog base language.

Matchup

An indicator of whether the matchup is to be done for records during an insert.
MaxRecords

The maximum number of records to be read in a query. The default value is 9999.
Recordld

A 64-bitrecord id specified in hexadecimal notation and prefixed with an 'x' character.
SkipRecords

Sets the number of records to be skipped, before returning records from a query.
The following example shows how to skip 10 records.

// create request options

RequestOptions oRequestOptions = new RequestOptions{();
oRequestOptions.SkipRecords = 10;

// create an object to query

Company oCompany = new Company () ;

// create an object to query

Response oResponse = companiesService.QueryCompany (oCompany, oRequestOptions);

Note: A more performant way for paging through large result sets is using Chunked
Queries (see chapter Chunked above).

Visible Fields
An indicator, which fields should be retrieved by the layer beyond web services.

RESTSample

This sample illustrates how to implement a client for RESTful service endpoints.
Theexampleloadstherequesttemplates(e.g.queryrequest.xml,insertrequest.xml,
json queryrequest.txt etc.) and sends it to the service.

Note: The example is intended to work with a CRUD Service called "Companies"”,
which contains Company and Person objects.
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