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Preface

Preface

For details, see the following topics:

e About this documentation

* Notation conventions

* Aurea global support

About this documentation

This guide is part of the documentation set for Aurea CRM.

Notation conventions

This document uses the following notation conventions:

Convention

Meaning

Fixed-width

Fixed-width font indicates code, path names, file names, envi-
ronment variable names, parameter names, command names,
machine names, URLSs.

Bold Fixed-
width

Bold Fixed-width font is used to indicate user input or to
emphasize certain lines of code.

Italic Fixed-width

Italic Fixed-width font indicates a placeholder for which you
must supply a value.

Bold Sans serif

Bold sans serif typeface indicates the names of graphic user
interface elements such as dialog boxes, buttons, and fields.

Italic serif In text, italic serif typeface indicates the first use of an impor-
tant term. The term is defined in the glossary.

Underlined Underlined text in command lines and parameter descriptions
indicate that you only have to enter the underlined part of the
command or parameter name. For example, if you use
the-LogrILE parameter in a command, you only need to enter
-LOGF.

[] Brackets enclose optional arguments.

{a|b|c} Braces enclose two or more items. You can specify only one

of the enclosed items. Vertical bars represent OR separators.
For example, you can specify a or b or c.
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Preface

Convention Meaning

Three consecutive periods indicate that you can repeat the
immediately previous item. In code examples, they can be
horizontal or vertical to indicate omissions.

Menu > Choice An angle bracket between two menu items indicates that you
should choose an item from a menu. For example, the notation
File > > Exit means: "Open the File menu and choose Exit."

>> Links to related information in other chapters or documents are
indicated using the >> symbol.

Aurea global support

If you encounter a problem while using an Aurea product or require assistance with
downloading the software or upgrading a product release, please open a ticket on
Aurea Support Central. Preferably, search the articles on the Aurea Knowledge
Base for solutions to your issues before opening a ticket.

Information about the support organization is available on Support Central. The
product documentation is available athttps://help.aurea.com/crm/#.

For information about purchasing an upgrade or professional services, contact your
account executive. If you do not know who your account executive is, or for other
queries, contact us through our website.
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1

Introduction

Connector universal is a server-based solution that allows the synchronization of
e-mails between IMAP-aware messaging systems and Aurea.CRM.

Connector universal is referred to as "Connector" in this documentation.

The Connectoris aserver-based solution used to transfer e-mails from the messaging
system to Aurea.CRM. Connector synchronizes all "not yet synchronized e-mails"
from a defined synchronization folder and its sub-folders. The user just needs to
move or copy the e-mails to one of these folders.

The already synchronized email information is stored in alocal SQL Server database.
This may be an SQL Server Express Edition. The credentials of the impersonation
user and/or the users to be synchronized are stored in this database, too.

Architecture - Overview

connector uses a DB to store credentials of users .
and matchup-keys of synchronized e-mails in Messaging System
local DB.

connector is using IMAP to /

, synchronize e-mails.
generic
CEIIEEET Port 143 or 993

I_I ’
connector and

Windows Server
Any 05

Port 25, 465 or 587

SMTP is used to send status messages

CRM.interface \ /
are exchanging

SYNCML SUNEIE Supported Authentication Methods

Messages over - None

http(s). - :;f;{[sLS

Which method may be used depends on what
the target system supports and on how the
target system is configured. E.g. Gmail supports
solely port 993 + S5L/TLS for IMAP.

Windows Server
1S

The objects to be synchronized are transferred to CRM.interface as XML data
streams. CRM.interface then transfers the objects to and from Aurea.CRM.

For a detailed functional description, please see chapter Functional scope on page
8.
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Connector SE vs Connector for Domino

Connector SE vs Connector for Domino

This topic explains how universal connector designed to support multiple messaging
platform as compared to other connector.

CRM.connector universal is based on standard protocols and intended to support

as many messaging systems as possible. Therefore connector is built on a subset

of the functionality of connector SE and connector for Domino, which is implemented
by all the systems. This consideration is the major reason for technical and functional
differences.

Synchronization database

One of the main differences between connector universal and the other connectors
Is that connector universal requires a (local) SQL server database.

Note: Basically you can use any edition (e.g. Express Edition, Standard Edition
etc.) of the SQL Server generations 2008 R2, 2012 and 2014. Explicit tests are
performed with MS SQL Server 2012 Express Edition and SQL Server Native Client
11.0.

During the installation you have the option to install a local MS SQL Server 2012
Express Edition or to connect to an existing SQL Server instance.

Connector uses a SQL Server database to store:

* Information about which e-mails already have been synchronized. See section
below, Storage of synchronization information.

* Information aboutthe users whose mailboxes are synchronized. See section below,
Authentication - Access of mailboxes, User management.

Storage of synchronization information

Connector does not store the synchronization information (e.g. the key of correspond-
ing data records in Aurea.CRM and the status of the last synchronization) on the
message level but in a separate (synchronization) database, except in case of Mi-
crosoft Exchange Server and Domino Server.

Authentication - Access of mailboxes, User management

Connector SE and connector for Domino both use a privileged accountto impersonate
the user's mailbox.

In case a messaging system does not support 2-legged authentication, connector
requires the credentials of every user whose mailbox should be synchronized in
order to access their mailboxes.

The credentials (SMTP address and password) are stored in the connector database
(see Connection Settings). The user's passwords are encrypted with the key specified
in the users.xml.

AUREA CONFIDENTIAL 7



Chapter 1: Introduction

Most of the messaging systems do not support impersonation or other ways of 2-
legged authentication.

Support for 2-legged authentication

Messaging Systems 2-legged authentication supported
Gmail Yes
Open-Xchange No
Zarafa No
Zimbra No

Note: Impersonation is only available to Google Apps for Business and Education
accounts.

When Impersonation is used, ensure that the user account has a mailbox assigned
to it on the correspondent platform.

Supported Systems

Learn about the systems supported by connector.

Connector is intended to synchronize e-mails between all IMAP-aware messaging
systems and Aurea.CRM. As it is impracticable to test all systems we decided to
perform explicit tests on:

* Gmail
* Open-Xchange
e Zarafa

e Zimbra Collaboration Suite

Note: For the synchronization between Aurea.CRM and Microsoft Exchange Server
and Lotus Domino Server you have to use the specialized connector products
(connector SE or connector for Domino). The usage of connector universal in
combination with these two systems is neither supported nor tested.

Functional scope
Learn about the functional scope - — details, limitations and restrictions.
The following functionality is available:

E-mail synchronization — functional details

AUREA CONFIDENTIAL 8



Functional scope

Functionality

Gmail

Open-
Xchange

Zarafa

Zimbra

Automatic creation of synchro-
nization folder

Note: The synchronization fold-
er has to be a direct child of the
<inbox> and therefore only the
format /<inbox>/sync_fold-
er_name is accepted. In case of
Gmail there are no folders, but
labels.

YES

YES

YES

YES

Option: Synchronize e-mails re-
ceived in BCC

YES

YES

YES

YES

Option: Synchronize / do not
synchronize attachments

YES

YES

YES

YES

Option: do not synchronize at-
tachments larger than n KB

YES

YES

YES

YES

Option: Store whole message as
single document in Aurea.CRM.

Note: Generic connector can
save a representation of the
original e-mail as an EML docu-
ment in Aurea.CRM.

YES

YES

YES

YES

Option: Move successfully syn-
chronized e-mails to Sub-Folder
"Success".

Note: In case of Gmail there are
no folders, but labels.

YES

YES

YES

YES

Option: Move unsuccessfully
synchronized e-mails to Sub-
Folder "Failure".

Note: In case of Gmail there are
no folders, but labels.

YES

YES

YES

YES
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Chapter 1: Introduction

Functionality

Gmail

Open- Zarafa Zimbra

Xchange

Option: send synchronization YES

failure message to the user.

Note: Sending e-mails is done
via SMTP, therefore this feature
requires that SMTP is enabled
on the messaging system

YES YES YES

Two-legged authentication. YES

See Authentication - Access of
mailboxes, User management.

YES YES YES

General features

General features

Supported

Inform and stop on error

YES, see Error Handling.

Writing performance data to performance
counters

YES, see Writing performance data to
performance counters.

Server-side installation

YES, no client-side installation required

Filtering list of synchronization users.

It is possible to define additional criteria
on the ID table in order to filter the list
of users, which are synchronized by
connector, see the WIKI article How
connector(s) determine which users to
synchronize.

YES, see the WIKI article How connec-
tor(s) determine which users to synchro-
nize.

AUREA CONFIDENTIAL
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2

Getting started

Get started with the CRM.Connector universal to synchronize your emails on Aurea
CRM.

Learn to install the connector using the installation wizard provided to you and
perform initial configuration on it. You can also know the user access to various info
areas and catalog check table while installing CRM.interface.

Perform the below tasks to set up your connector:

Installation of connector

Look for installation wizard received from Aurea.

Aurea software AG provides an installation wizard that guides you through the in-
stallation of connector.

Installation of CRM.interface

Aurea software AG provides an installation wizard that guides you through the
installation of CRM.interface.

Aurea CRM rights settings

During synchronization the following tables in Aurea CRM are accessed, therefore
it is required that the users do have access to the info areas described below:

AUREA CONFIDENTIAL 11



Chapter 2: Getting started

Note: Currently synchro-
nization of absences is not
supported by connector.

chronized.

Info Area Comment Access Type
External Key (XK) Match-up table for IDs of [write
the messaging system and
Aurea.CRM IDs.
Tel. No./E-mail (TN) This table is used to read-only
search for the participants
by e-mail address.
Activity (MA), Activity Par- |E-mails and appointments [write
ticipant (MB) are stored in the MA table.
To-Do (TD), Message Required for synchroniza- |write
(MD), Reminder (ER) tion of the participation
status and reminder man-
agement.
Company (Fl), Person in |These tables contains per-|read-only
Company (KP), Person son and company data.
(PE)
Tasks (Al) In case task synchroniza- |write
tion is enabled.
Note: Currently synchro-
nization of tasks is not
supported by connector.
Absences (A3) In case absences are syn-|read-only

Aurea CRM catalogs

Ensure that the following catalogs and catalog values exist and that the values do

not have a tenant or a lock assigned.

AUREA CONFIDENTIAL
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Installation of CRM.interface

Catalog

Values

Ext. System (Rep)

Marketing.Manager

notes

outlook

universal

Content Type (External Key)

application/x-mmRecord

text/x-mmAbsences

text/x-mmPerson

text/x-mmTasks

text/x-vevent

Aurea CRM module rights

The users must have the module right groupware connector assigned.

Aurea CRM user settings

See topic Creating User Settings in Aurea CRM.

Aurea CRM master user

See topic Creating a Master User in Aurea CRM.

AUREA CONFIDENTIAL
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3

Using Connector

Learn to configure the connector, and to add and manage users on it.

After installation you need configuration the connector application using a configu-
ration console (SynchroConnectorConfigurator.exe). After this you can define the
basic settings regarding connecting to the messaging system and configuration of
CRM.interface.

create users and master user and configure credentials for them. Such users need
to have certain settings enabled on them for mail synchronization to happen suc-
cessfully for them.

Below are required configuration and settings:

Connection Settings

In this dialog you can define the basic settings regarding connecting to the messaging
system and configuration of CRM.interface.

Connection Settings Dialog

AUREA CONFIDENTIAL 14



IB- Configurator for CRM.connector universal 8.2.7.6837

— =1
Connection | E-Mailz | Ermor Handling|
Messaging server
Server type Server Name (2.9. mailserver xyz local)
Universal = | myserver.mycompany.com
IMAP/SMTP settings
IMAP port: | 143 - Encryption: |STARTTLS -
SMTP port: Encryption:: |STARTTLS =
Mail address spaces to be synchronized (e.g. company.com, company intemal, compary test)
MyCOMmpanTy.com Add
URL of CEM interface
HTTP./Aocalhost/CRMirnterface BB Aanl Port 20
Automatically update list of mailboxes to synchronize time a day at 23:00 -=
Synchronization Database
Connection string (Note: do not specify user credentials here)
Lerver=mydbserver; Trusted_Connection=no;database=TEST_CONNECTOR_UNIVERSAL connection t
S zervice | Service name:  Unknown [ oK ] [ Cancel ] [ Apply ]
m Running state:  Unknown
Direct link Mo link

Set the Configuration for the CRM.Connector universal as per the table below:
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Fields

Description

Server type

The Server type can be either "Gmail" or "Universal".

See chapter Authentication - Access of mailboxes, User
management for further details.

Hosting Domain or
Server name

Depending on the value you have selected for "Server type",
you either have to specify the Hosting Domain (in case of
Gmail) or the Server name (in case of all other systems).
See Example Configuration below.

IMAP/SMTP settings

Supported Authentication Methods are:
* None

e STARTTLS

e SSL/TLS

What method to choose depends on what the target system
supports and on how the target system is configured. E.g.
Gmail supports solely port 993 and SSL/TLS for IMAP. See
Example Configuration below.

Note:

* IMAP is used for retrieving e-mails from the messaging
server.

* SMTP is used to send messages to users or administra-
tors (see "Sending Warning Message" Settings and Inform
admin users about the following events).

Setting "Mail address
spaces to be synchro-
nized"

Add all mail address spaces you want to synchronize. If
connector comes across e-mail addresses of a mail space
which is not defined to be synchronized, you can find infor-
mation concerning this matter in the log file.

[..] does not belong to any of the defined mail spaces: [..]
and is NOT to be synchronized

URL of CRM.interface

CRM.interface can be either installed on the same or a dif-
ferent machine as connector.

Port Number

This setting specifies the port number of CRM.interface;
since CRM.interface is running in 1IS, the port number is
either 80 (or 443 when using HTTPS) by default.

AUREA CONFIDENTIAL
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Fields Description

Automatically update
list of mailboxes to
synchronize n time(s)
a day

Updating the list of mailboxes requires re-initialization of
connector -which may take a while in a scenario with many
users- and therefore can have a huge impact on the duration
of synchronization cycles. Therefore it might make sense
to consider doing this update only once a day or even switch
it off in a scenario in which the user list (users whose
mailboxes are supposedto be synchronized) doesn’t change
often.

If this setting is set to "1" you can additionally schedule
when the list should be updated.

gfnncnhergtr:?znaaghng;fa The connection string must be built in the following form:

base server=MYSERVER; Trusted Connection=no;
database=MYDATABASE; connection timeout=5

Note: The attributes server, database, Trusted Connec-
tion are mandatory; the connection timeout parameter is
optional. Trusted connection must always be set to no.
The credentials of the user are read from users.xml and
therefore must not be provided in the connection string.

Examples

server=PC1711\\SQLEXPRESS; Trusted Connection=no;database=¢onnector
timeout=5
server=dbserver0l; Trusted Connection=no;database=connectof universa
timeout=5

Example configurations
Connection Settings for Zimbra Collaboration Suite

Messaging server

Server Name (g.g: mailserverxyz local)

IMAP port: | 143 STARTTLS

SMTP port: Encryption:: [STAH'H'LS -

Connection Settings Open-Xchange

AUREA CONFIDENTIAL 17



Chapter 3: Using Connector

Messaging server

Senver type Server Name (2.g. mailserverxyz local)
| Universal =

 IMAP/SMTP settings

| IMAF port: | 143 - Encryption: |5THH'I_I'LS -
SMTP port: Encryption:: [STARTTLS  ~

Connection Settings for Zarafa

Messaging server

Server Name (2.0. mailserverxyz local)

1 Universal -

IMAP paort: Encryption: | Mone -

Connection Settings for Gmail

Messaging server

Server type Hosting Domain (e.g. user@xyz com work-googles<.com =3 wor-googlex.com)

)
_IMAR/SMTF
IMAP port: Encryption: [SSL/TLS |
SMTP port: Encryption:: [STARTTLS _ ~

Starting/Stopping Service and applying changed settingstotherunning service

Starting and Stopping of the Service: Connector service cannot only be restarted
using Microsoft Tools but also via the administrative console ("configurator") of the
application as well.

At the bottom of the administrative console the "state" of the service is displayed.
Possible values are "unknown" or any of the regular states of Windows services
(starting, started, stopping, stopped, etc.).

Connection Settings Dialog - Status information

Start service | Service name:  update CRMConnectorlUniversal [ oK ][ Cancel ]

r Running state: Stopped
Direct link Mo link:

AUREA CONFIDENTIAL 18



Applying changed settings to running service: It is possible to apply changed
settings to the running service, which means that the service doesn’t need to be
restarted to use the new settings. Depending on which configuration has changed,
the injection of the new settings causes a full, a partly or even no re-initialization
of the service. For example changing the messaging server endpoint causes a full
re-initialization.

After the injection the configuration changes are added to the command queue of
connector and processed after the connector has finished its current tasks. Typically
itwon't take more than a few seconds until the new settings are applied by connector.
Information on the (re-)initialization progress and result are displayed at the bottom
of the dialogue box along with a progress bar.

Managing Users

With this functionality you can either manually add users or import users from a
*.csv file.

Adding/Importing user

@ User Management | Cl 2 |

D E-mail Address Password Synchronize
SYNC.ONE@TEST.LOCAL —

1003 SYNC.TWO@TEST.LOCAL —
1004 SYNC. THREE@TEST.LOCAL _

o= =G

Import summary

Import file path:
C:M\Program Files'wy = D ’3 {semicalon) '] [ Import ]

AUREA CONFIDENTIAL 19



Chapter 3: Using Connector

The following attributes are required for each user, independent if users are created
manually or imported:

* E-mail Address (SMTP Address)
» Password

Note: When synchronizing with Gmail only the SMTP addresses of the users are
required. See Authentication - Access of mailboxes, User management for further
information.

* Synchronize (boolean flag: either TrRUE Or FALSE, case-insensitive). If this field is
set to TrUE (respectively checked in the user interface) then the user's mailbox
Is synchronized. Instead of TrUE | FALSE YOu also can use 1|0.

Note: The mailbox of a user is only synchronized if the user is activated in Au-
rea.CRM via his ID table settings and activated in the synchronization database
as well.

At first glance, this logic might look like overkill, but for several considerations, we
do not want to hold the users’ passwords for the messaging system in Aurea.CRM.

Additionally, it might be quite helpful for testing purposes, because it allows for
limiting the number of synchronization users without any need to change the settings
in Aurea.CRM.

If you are importing the users via a file import, you have to provide the same columns
separated by either semicolons, commas or tabs. You cannot mix different separators
in a single import file.

Note: The row “ID” is filled automatically.

Example of a user import file

sync.one@test.local;mypasswordl; FALSE
sync.twol@test.local;mypassword?2; TRUE
sync.three@test.local;mypassword3; TRUE

Note: The deletion of a user may cause duplication of synchronized items as the
information in which items have been synchronized is deleted as well. However, to
delete a line mark the very first column and press <delete>.

Configuration of users

The credentials (username or e-mail address and password) of the technical users
are stored in an encrypted XML file - users.xml. Use the file update.Users.exe —
which is installed in the installation directory of connector- to create or modify the
users.xml file.

Sections users.xml

AUREA CONFIDENTIAL 20



Section in users.xml Description | Necessary Required?

input
Universal Connector Mas- |[Impersonation user for Au-|Mandatory for all systems
ter rea.CRM. Username,
password.

Connector Technical User [used by connector to send|{Mandatory for all systems.
warning and error e-mails.
SMTP address, password.

2-legged Authentication Impersonation user for Mandatory for Gmail.
User Gmail. SMTP address and
password.

Synchronization Database |Usedtoaccessthesynchro-|Mandatory for all systems.
Admin nization database. User-
name, password.

User Password Encryption [Secret phrase used for the [Optional
encryption of user pass-
words in the synchroniza-
tion database.

Creating a Master User

Create an Aurea CRM user matching the credentials of the master user specified
in the step Configuration of users, creation of users.xml above.

Note: In forms.xml by default the master user 0OCsSU is pre-configured. If you want
to use a different user (name), you have to change the master user in forms.xml
accordingly (section <masterUser client='universal' login='Princi-
pal,ClientID'>0CSU</masterUser>);

Creating User Settings

On start-up, connector requests a user list from Aurea.CRM. This list is based on
the "Enable Connector settings” flag in the rep table.

In other words, in order to add a user to the synchronization process, you have to
enable the "Enable Connector settings” check box for the rep and further enable at
least one of the options "Synchronize e-mails" or "Synchronize appointments" for
this user.

Note: The value in the Rep’s "E-mail” field must match the rep's e-mail address in
messaging system.

Note: as of Service Pack 2 it is possible to define additional conditions on the ID
table, see the WIKI article How connector(s) determine which users to synchronize
for further information.
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"4 8165350 BTBI {MSSQL) [100] Martin Putz - update.CRM win - [Rep]
i.p‘ File Edit View Data Info Extras Window Help

@®pdate oea

CRM Process Configuration

<]

O0O0OCCORENE »EL =

m Login role |I1e||.me|||)]D |RiﬂﬁsGmuplD |lame ‘|I.$tlame First Name o
» 100000015 0010000003 (§y Martin Putz Putz Martin (]

Language

[=] station

[2] Rep

Rep hierarchy
Hierarchy Change
[R] mights

[@] 1riggers

Tenant

,ﬂ Tenant Rights

uj

Signature

Enable connector settings
Synchronize e-mails
Synchronize address book
Synchronize appointments
Company

Person

Synchronize tasks

Offiine user

Initialize offine station
Offline Station No.

Offiine station

update software AG
Mr. Martin Putz

S N[N

Note: If you want to synchronize the mailbox of a user, said user needs to be
created in Aurea.CRM as a rep with a person assigned. In addition, the user must
have the module right "groupware connector".

In other words, if you want to synchronize the mailbox of "Simon Seller" the following
must exist:

e A KP record for Simon Seller,
e An ID record for Simon Seller,

* A Login for Simon Seller with the "groupware connector” module right and the
"Enable Connector settings” option for the rep Simon Seller activated.

Note: If you have set the CRM.interface option "use FI/KP from rep" to true,
CRM.interface always takes the KP record linked to the relevant ID record of the
user. If set to false, it is mandatory that the e-mail addresses of the Reps have to
be unique within the KP table.

Tip: If this person "Simon Seller" has meetings with other employees of your
enterprise (whose mailboxes are not synchronized) and you want to synchronize
the full information, you have to create an entry in the rep table for these persons,
but there is no need to create a login for them as well.

E-mail Synchronization Settings

Learn how to configure the E-mail Synchronization Settings.

This topic explains the various settings you can perform on the e-mails to be syn-
chronized. Such as the synchronization timing, attachment rules and action that can
be performed in case of synchronization failure.

E-mail Synchronization Settings Dialog
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E-mail Synchronization Settings

IB- Configurator for CRM.connector universal 8.2.7.6088 El;lg
E-Mails | Emor Handling

Synchronize E-Mails every |1 = minutes. {Note: 0 = as often as possible).

Mame of the synchronization folder {this format anly: A<nbooc:folder_name)

J<inbexc=/emm_inbox]

Automatically create folder

Synchronize E-Mails even if the mailbox owner cannot be found in the recipient list {e.0. was added as BCC)

Attachments

(7 Do not synchronize attachments
@ Synchronize attachmerts

Do not synchronize attachments largerthan (200 S kilobytes
() Save whole message as EML file (attachmernts are included)
Do not synchronize EML files larger than (2000 - kilobytes

Synchronization Success
Maove successfully synchronized messages to 'sync_success folder or its subfolders

Synchronization Failure
Send emor messages to the users by E-Mail
Maove unsuccessfully synchronized messages to "sync_failure” folder

Sending Waming Message
Message body was truncated
At least one attachment was not synchronized

Start service | Service name:  update CRMConnectorlUniversal [ QK ][ Cancel ][ Apply ]

r Running state: Stopped
Direct link Mo link:

Set the E-mail Synchronization Settings as per the below instructions:

Synchronize E-Mails / Synchronization Interval

Synchronize e-mails: If this check box is activated, e-mails are synchronized. De-
activate the checkbox to prevent connector from synchronizing any e-mails at all.

Synchronize e-mails every n minutes: You can additionally define the interval (in
minutes) in which the connector checks users' mailboxes for new mails to synchro-
nize.
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Name of the synchronization Folder and additional options

Name of the synchronization folder: connector synchronizes e-mails in a specific
folder (and its sub-folders) with the Aurea.CRM system. This means that the user
has to move or copy the mails which should be synchronized to this folder.

Note: In case of Gmail there are no folders, but labels.

Note: The synchronization folder has to be a direct child of the <inbox> and
therefore only the format /<inbox>/sync_folder_name is accepted.

Automatically create folder: If this option is enabled, connector adds this folder
to the user mailboxes if it does not already exist. If this option is unchecked, the
user needs to create the synchronization folder manually.

/<inbox> IS a language independent placeholder for the inbox. If you set the param-
eter to /<inbox>/crm, the connector creates the CRM sub-folder below the Inbox in
an English or posteingang in @ German mailbox. As administrator, you do not need
to care about the different languages of your users' mailboxes.

Note: Typically it is required to add the folder to the IMAP subscription list in your
e-mail client in order to see newly created folders. Neither Thunderbird nor Outlook
update the folder list automatically.

E-mail Synchronization Settings Dialog

e

|:. ‘ !
ya Inbox |

& GetMail ~ # Write B Chat & AddressBook | ™ Tag~ | @ Quick|

4~ sync.one...3docal 4  Cuick Filter o Unread +# Starred & Contact ®

| Inbox (2) |
i 4 8 | ocal Folder Open in New Tab
1% Trash Open in New Window
1 + arafe 2
(¥ Outbox Search Messages... .
_ in warning(s)
Subscribe... arafa truncated
Mew Folder... n warning(s)
T n failure
Mark Folder Read

Favorite Folder

Properties...
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Synchronize e-mails if the owner of the mailbox cannot be found in the recipients’
list (e.g. was added as BCCQC): If this option is enabled the owner of a mailbox is
added to the recipient list exchanged between connector and CRM.interface to allow
for synchronization of such e-mails.

"Attachments" Settings

Do not synchronize attachments: Enable this option to prevent attachments from
being synchronized.

Synchronize attachments: If you enable this option, every attachment is synchro-
nized as a single document and linked to the appointment (MA) record in the CRM
system. You can also limit the size of the attachments via the "Do not synchronize
attachments larger then <n> kilobytes setting".

Save whole message as EML file (attachments included): If enabled, the message
itself including all attachments is linked to the appointment (MA) record in the CRM
system as a document. You can also limit the size of the EML file via the "Do not
synchronize EML files larger then <n>kilobytes setting".

"Synchronization Success" Setting

Move successfully synchronized e-mailstothefollowing sub-folder:Ifthis option
Is enabled, e-mails which have been successfully synchronized with Aurea.CRM
are moved to the sync_success folder or the matching sub-folder.

Note: In case of Gmail there are no folders, but labels.

Note: The sync success folder is always a direct sub-folder of the synchronization
folder.

E.g. if an e-mail from a </inbox>/crm/companyl Sub-folder is synchronized with Au-
rea.CRM it is moved to the </inbox>/sync success/crm/companyl Sub-folder.

The particular sub-folders (in our example the company1 folder below </in-
box>/sync_success/crm/) are generated automatically.

"Synchronization Failure" Settings

Send error messages to the users by e-mail: If this option is enabled, the user is
notified of synchronization failures via e-mail.

Note: Itis not recommended to use this option without enabling "Move unsuccess-
fully synchronized e-mails to the following sub-folder" as well. connector stores the
last reason for a failure in the synchronization database (mmsyncStatus property)
and does not send another error message unless the error reason changes, but in
a scenario where connector is not able to access the mmSyncStatus property (e.qg.
if decoding of e-mail fails), it keeps sending error messages over and over.

Move unsuccessfully synchronized e-mails to the following sub-folder: If this option
is enabled, e-mails which are not synchronized are moved to the sync Failure Sub-
folder of the synchronization folder.
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Note: In case of Gmail there are no folders, but labels.

Note:

* The sync Failure folder is always a direct sub-folder of the synchronization
folder.

 Incontrast to successfully synchronized e-mails connector doesn’t create subfold-
ers in the sync railure folder.

If you have defined /<inbox>/crm as the synchronization folder connector, creates
a folder /<inbox>/crm/sync Failure and moves unsuccessfully synchronized e-
mails into this folder. connector then no longer tries to synchronize these e-mails.

"Sending Warning Message" Settings

Message body was truncated: If this option is enabled, the user receives a warning
e-Mail from the connector in case the message text (body field) of a synchronized
message exceeds the size of the text field in Aurea.CRM.

Note: With the option Save whole message as EML file (attachments included)
enabled, you can ensure that the complete message is synchronized to Aurea.CRM.

At least one attachment was not synchronized: If this option is enabled, the user
receives a warning message from connector in case an attachment is not synchro-
nized because its size exceeded the defined limit.

Email and Appointment Synchronization with G-Suite

Configuration to add/update the service account needed for email and appointment
sync for G-Suite domain/accounts.

Below are the required configuration:

Connector side
Learn about the connector side configuration in this topic.

On the Configuration for CRM.connector universal screen, make the following entry:

Note: In the below settings, the configuration parameter value may differ as per
your environment / setup.

AUREA CONFIDENTIAL 26



E-mail Synchronization Settings

Connection

Fields

Value

Server type

Select cmail.

Hosting Domain

Enter imap.gmail.com.

IMAP port, Encryption

Enter 993, ssrL/TLS.

SMTP port, Encryption

Enter 25, STARTTLS.

Mail address spaces to be synchronized
(e.g. company.com, company.internal,
company.test)

Enter aureatest.com.

URL of CRM.interface

Enter http://localhost/release-ent-
mss-ISI-12.0.0.interface/xml.

Port

Enter so.

Automatically update list of mailboxes to
synchronize

Enable checkbox and set to 1, set time
a day at 00:00.

Connection string

Enterserver=1pP-0A4266BA; Trusted Con-
nection=nodatabase=UNIVERSAL CONNEC-
TOR;connection timeout=5

U Configurator for CRM.connector universal 12.0.1.8 = O X
Connection E-Mails Appoint. () Appoint. (la) Appoint. (Il) Emor Handiing
Messaging server
Server type Hosting Domain (e.g. user@xyz .com work-google-x.com => work-google-x.com)
Gmail v 'mao.gmail com \
IMAP/SMTP/iCal settings
IMAP port 993 v Encryption: | SSL/TLS v
SMTPpott: |25 ~| Encryption: |STARTTLS
Path to iCal files
Mail address spaces to be synchronized (e.g. company.com, company intemal, company test)
aureatest.com Add
URL of CRM.interface
http:/Aocalhost/release-ent-mss-1S1-12.0.0.inteface anl l Port IBO ‘

Automatically update list of mailboxes to synchronize 1 v | time a day at (00-00 -3

Synchronization Database
Connection string (Note: do not specify user credentials here)

'sewer=IP-OAAZSGBA.Trusled_Connednon =no: database=UNIVERSAL_CONNECTOR:connection llmeout?\

Manage Users

Click Manage Users. Here you can either manually add user or import users from

a *.csv file.
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» IR con =

TESTUSERT@AUR coM

D Emai Address Password  Synetvonze | CaDAV  Case Senstive Name
%]
%]
[u]

4 TESTUSER2@AUREATEST COM |—

TESTUSER2@AUREATEST.COM

e fo e

59KB
80KB

Ce 3
[server=iP-0442668A Trsted_Connection=no; database =UNIVERSAL_CONNECTOR.connection timeouts]

Emails

¥

Fields

Value

Synchronize E-Mails every

Enable the checkbox and select o from
minutes dropdown.

Name of the synchronization folder

/<inbox>/crm_supportl

Automatically create folder

Enable checkbox.

Do not synchronize attachments

Enable radio button.

Maximum content size

Select o characters.

Move successfully synchronized mes-
sages to 'sync_success' folder or its
subfolders

Enable the checkbox.

Move unsuccessfully synchronized mes-
sage to 'sync_failure' folder

Enable the checkbox.
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) Configurator for CRM.connector universal 12.0.1.8 = O X

|
Connection E-Mails Appoint. (I) Appoint. (la) Appoint. () Emor Handling

[ Synchronize E-Mails every [0 %1 minutes. (Note: 0 = as often as possible).
Name of the synchronization folder gthis format only: /<inbox>/folder_name)
/<inbox>/cm_support 1 ‘

] Automatically create folder
[ Synchronize E-Mails even f the mailbox owner cannot be found in the recipient list (e.g. was added as BCC)

Attachments Maximum cortent size 0 4 characters
(® Do not synchronize attachments
() Synchronize attachments
2000 > kilobytes
(O Save whole message as EML file (attachments are included)
2000 < kilobytes

Synchronization Success
[ Move successfully synchronized messages to ‘sync_success' folder or its subfolders

Synchronization Failure
[[] Send emor messages to the users by E-Mail
4 Move unsuccessfully synchronized messages to ‘sync_failure’ folder

Sending Waming Message
[J Message body was truncated
] At least one attachment was not synchronized

Appoint. (1)
Fields Value

Synchronize appointments every Enable the checkbox and set o from
dropdown.

Synchronize appointments up to Set 6 days in the past and set 10 days
in the future.

Appointment states to synchronize Enable checkboxes Available and Not
Available.

Synchronize appointments as Select Visit (#1).
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* () Configurator for CRM.connector universal 12.0.1.8 - m] b4
Connection E-Mails Appoint. (I} Appoint. (la) Appoint. (Il) Emor Handling
(4 Synchronize appointments every |0 + minutes. (Note: 0 = as often as possible)
Time Frame
Synchronize appointments upto |6 5 daysinthepastand |10 % days in the future

Synchronizing Google calendar with update CRM

Appointment States to Synchronize Synchronize appointments as:
[ ~MAvailable ] Vist (#1) v
[AINot Available

[] Synchronize private appointments from Google calendar to update CRM
[] Synchronize only changes of appointments already existing in update CRM

Publish accepted appointments from a different owner
[0 &temal [ Intemal

Appoint. (la)

Disable both the checkboxes - Send error messages to the users by E-Mail and

Appointment body was truncated.

0 Configurator for CRM.connector universal 12.0.1.8 =

Connection E-Mails Appoint. () Appoirt. (l8) Appoint. () Emor Handling

Synchronizing Google calendar with update CRM

Synchronization Failure Sending Waming Message
[] Send emor messages to the users by E-Mail [J Appointment body was truncated

Appoint. (1)

Fields

Value

Appointment Types to Synchronize

Enable checkboxes Telephone (#0) and

Visit (#1).

Enable deletion

Enable checkbox.

Default time frame

Enable radio button.
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) Configurator for CRM.connector universal 12.0.1.8 - O X
Connection E-Mails Appoint. ) Appoint. (la) Appoint. (I} Emor Handing

Synchronizing update CRM with Google calendar
Appointment Types to Synchronize

[A Telephone (#0) PN
Mvist 1)

[CLetter (#2)

[JEvent (#3)

[JFax (24) v

Get types from update.CRM database

Deleting Appointments
4] Enable deletion
Time Frame
(® Default time frame (Note: same as for appointment synchronization)

O Individual synchronization time frame for deleting appointments
Delete appointments up to |0 - daysinthepastand 7 % | days in the future

Open appointments in update CRM
[[] Insert web link to message body

[] Send invitations to reps only

Error Handling

Field Value
Connection Timeout Set 60 seconds from dropdown.
Http:
CRM.interface errors Enter 511;.
Error codes
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Connection E-Mails Appoint. (I) Appoint. (la) Appoint. (If) Emor Handing
Connection Timeout
Hitp: 60 1£{ seconds
Note: as long as there are no problems with timeouts do not change the default value (60 seconds)

CRM.nteface emors
Eror codes (e g. 500:511: )[511; |
[ Stop connector on CRM.interface emors

Max number of erors before stopping connector: [E

[J Exclude mailboxes from synchronization in case of E] consecutive access falures
When all mailboxes are exduded from synchronization

Stop connector immediately

Wait minutes and then try to reinttialize messaging server access module

Stop connector if reinitialization occurs B times within last 24 hours

Inform admin users about the following events (NOTE: may not work ff the messaging system is down)
Connector stops on CRM interface emors, excluding all mailboxes or too many reinttializations
Mailbox gets excluded from synchronization
Connector's messaging server access module reinttializes

One of the above defined CRM.interface emors occurs

Smtp addresses of administrative users to be informed about erors

[ Wite pef data to perf it

[] Wirite synchronization statistics to log file [] Generate separate statistics files
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G-Suite Service Account Configuration
Learn about the G-Suite service account configuration in this topic.

Assuming you have valid Domain already created for customer and have admin ac-
count credentials, you may follow below steps to configure Project and Service Ac-
count for the same.
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1. Navigate to https://console.developers.google.com/https://console.develop-
ers.google.com/ and login to Admin account. Select your Domain from the drop
down and create New Project.

Select from  aureaTEsTCOM ¥ NEW PROJECT

Q Search projects and folders.

RECENT AL
MName o

B sueatesicom @

3+ CRM-UniversalConnector @

CANCEL  OPEN

New Project

Project name *

[ universal-connector-1 2] ]

Project ID: universal-connector-1. It cannot be changed later. EDIT

Organization
aureatest.com [~]

This project will be attached to aureatest.com.

Location *
M aureatest.com BROWSE

Parent organization or folder

CREATE CANCEL

2. Go to DashBoard as shown below and add Calendar and Gmail APl and enable
the same as shown below.

= Google APls 8 universalconnector-1 v Q  Search for APIs and Services
API APIs & Services APIs & Services =+ ENABLE APIS AND SERVICES
«»  Dashboard
@  Youdon'thave any APIs available to use yet. To get started, click “Enable APIs and services” or go to the AP library
W Ubrary D
i

o= Credentials

¥ OAuth consent screen

Domain verification

Page usage agreements

&

3. Enable Google Calendar API.
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= Google APIs $e universal-connector-1 w @ Search for APIs and Services -

Q, Calenda] X

Navigation menu
2results
31
31

= Google APIs 8o un

Google Calendar API
Google

Integrate with Google Calendar using the Calendar API

CalDAV API
Google

The CalDAY AP lets you manage your Google calendars and events

iversal-connector-1 + Q  Searchf

,.

3

4. Similarly enabl

& APl Library

™M

5. After you have

Google APIs  # universalconnector-1 w

Google Calendar API
Google

Integrate with Google Calendar using the Calendar API.

ENABLE TRY THIS API (7

e Google Gmail API.

= Go g|e APls % universal-connector-1 Q Search for APIs and Services

Gmail API
Google

Flexible, RESTful access to the user's inbox

ENABLE TRY THIS API [

added both the API, the Dashboard shows them added.

@, Search for APls and Services -

API APIs & Services APIs & Services + ENABLE APIS AND SERVICES

&  Dashboard

W Libran

" ’ Traffic

ov  Credentials

©  Domain verification

S Page usage agreements
O Hide unus
= Fi
Name
Gemail API
Gaogle Cal

Thour 6hours 12 hours

= Errors = Median

sed APls @

& Requests Errors (%) Latency, median (ms) Latency, 95% (ms)

lendar API
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6. Now,
tials.

Y
-
-

APIs & Services

& Dasboard
W Ubrary

o Credentils

¥ ORuth consent screen

Domain verification

Page usage agreements

= Google APls 3 uriversalconnectord = a

Credentials -+ CREATE CREDENTIALS

Create credentials 1o access your enabled APs. Learn more

A Remember|

W DELETE

go to Credentials > Create Credentials to

Search for APIs and Services -~

APl Keys
0O eme

No APIkeys to display

Creation date

OAuth 2.0 Client IDs
O teme

No OAuth elients to display
Service Accounts

[

No service accounts to display

= Google APIs s universal-connector-1 v

API APIs & Services

«»  Dashboard

W Library

o+ Credentials

% OAuth consent screen
Domain verification

o Page usage agreements

Credentials

APl key
Create credentials to act

Restrictions. Key

Creation date

<+ CREATE CREDENTIALS

application.

Usage wih ol senvces (it 30 daye) @

Type Client D

Usage with all services (1ast 30 days) @

Q,  Search for APls and Services

W DELETE

Identifies your project using a simple API key to check quota and access

OAuth client ID

A Remembert

Requests user consent so your app can access the user's data

Service account
Enables server-to-server, app-level authentication using robot accounts

APl Keys

O Name

Help me choose

Key

Asks a few questions to help you decide which type of credential to use

No API keys to displa

IAM & Admin

+& 1AM
e Identity & Organization
9, Policy Troubleshooter
a

Organization Policies

& Quotas

o3  Service Accounts
@ Labels

k] Settings

@ Cryptographic Keys
@ Identity-Aware Proxy

Bnlac

Google APls 3o

Create service account

@ service account details

Service account details

Service account name

© Grant this service account access 1o project (optional)

SupportServiceAccount]

Display name for this service account

Service account ID
supportserviceaccount1

Service account description

@universal-connector-1.iam.gserviceace

X C

Describe what this service account will do

CREATE CANCEL

universal-connector-1 w

@ 1AM & Admin

+& 1AM

©  Identity & Organization
%, Policy Troubleshooter

B  Organization Policies

[s) Quotas

o3  Service Accounts

@ Labels

8  Settings

®  Cryptographic Keys

Create service account

Q,  Search for APls and Services

9 Service account details — o Grant this service account access to project (optional)

Service account permissions (optional)

Grant this service account access to universal-connector-1 so that it has permission to
complete specific actions on the resources in your project. Learn more

Selectarole g

4+ ADD ANOTHER ROLE

CONTINUE CANCEL

Condition
Add condition

create service

account creden-
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Create key (optional)

Forbacword compatly wih code using e P12 format

create [ESTSE

You may either create & download the key now or can proceed and download it
later, in last step.

= GoogleAPls 3 unversabcomectort v Q@ Search for APIs and Services - oo & i{
[ ore o, SN Crodentials  + ceemmecasonmas g oeuere
% Ousrbours oot credents 0scces yourenahe Pt. Leam more
B ey

a [———
o Crdenis R
SR — AP Keys
@ Doman eraton E oo == . . e ————
> o No AP kaystodisiay

OAuth 2.0 Client IDs

O teee Cestondate & L) =
Mo O chens to dispay

Service Accounts. Manage service acoounts
[= Name A1 Usagewetn sl servces (st 30 days) @
a o s

d Platform

AP APIs & Services Credentials + CREATECREDENTIALS I DELETE
¢ G Greate credentls o access your enabed APl Laam mre
B ey
APl Keys
o Credentos
O e Cresson e 4 Restcrons ey Usope ol service st 0 oy) @

J b Lo Ho AP keys to display

©  Domain veribcation

OAuth 2.0 Client IDs

% Pageusage agreements

O wm cresnsste § T caenio
Mo Ohutn chents todsplay

Service Accounts

O o Name 4+ Usagewe ol seice fost 30dos) @

O I ek O ‘o
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7. Click on Manage Service Account in the above screenshot and add columns
and then you can Edit.

= Google Cloud Platform | crmeupponuniversaicomector | X

O 1aM&Admin 4 CREATESERVICEACCOUNT [ DELETE SHOW INFO PANEL

- Service accounts for project “crmsupport-universal-connector”

= : o m
O o s Hame 4 Oescrtin Rl Ky [ 6017 seectes
o L) a

B osscroton

O oseeey

Key creation date

Dormain wide delagation

18 ricue D

cancer o

e
a G
-]
=]
a4 Sevceis
*
]
°
®
=
]

Google Cloud Platform 8 crmsupportuniversshcomector | X —

Service accounts + CREATE SERVICE ACCOUNT 1 DELETE SHOW INFO PANEL

o:] &
E
=
=
z
E]

Service aceounts for project ‘ermsupport-universak-connector”

= @ Ll
emad Seatos Name 4 Descrigon. KeylD  Keycreation dute .
2 [ ConnectorSenvceAdmindcoount.  ConnectorSenviceAdminAcoount  No

Disable

#e o 8 ¢ mA Lo

8. Enable G-Suit Domain-wide Delegation as shown.

= Google Cloud Platform = $* crmsupport-universal-connector | X Q@ Search resources and products

Bh aureatestcom > $¢ crmsupport-universal-connector

e IAM & Admin & ConnectorServiceAdminAccount W DELETE
DEVILE avLuulil usans
2 1AM Name
ConnectorServiceAdminAccount
Identity & Organization

Description
Policy Troubleshooter ConnectorServiceAdminAccount

Email

Quotas

e
-\
B  Organization Policies
&
@

@ Labels

Service account status
° Settings Disabling your account allows you to preserve your policies
Q@  Privacy & Security @ Account currently active
(0] Cryptographic Keys DISABLE SERVICE ACCOUNT

Enable G Suite Domain-wide Delegation
B Identity-Aware Proxy

A

= Roles without manual au

A _HIDE DOMAIN-WIDE DELEGATION

9. Next is to enable Manage Client API Access, Click View Client ID.

|

O 1AM &Admin Service accounts + CREATE SERVICEACCOUNT I DELETE SHOW INFO PANEL

= Service accounts for project ‘crmsupport-universal-connector”

5 i s reesets o GopleChosd e ey, auch s o e

a

L hd

| Status Description Key 1D Key creation date Domain wide delegation @ Actions.

g ' st H
I View Chent 1D

o Senvice Accounts _—
I

@ Label ‘

e s

L

@ «
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10Note down the client ID in notepad for future reference.

Client ID for service account W veLETE

11Click on the Domain-wide delegation link above and you should land on below
page to navigate to Admin Console.
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12You may also Login with your Google Apps administrator account to https://con-

sole.developers.google.com/ Admin console and go to Security > Advanced >

Manage API client access screen.
Paste the Client ID and the text

https://mail.google.com/%2Chttps:/www.googleapis.com/auth/calendar
https://mail.google.com/,https://www.googleapis.com/auth/calendar in "One or
More APl Scopes” textbox then click Authorize button.

= Google Admin Q. Manage api client accesg

Security Manage AP client access

ecurity
e APl access
Security
"]
Manage access 10 apps
= Apps > Marketplace apps gs for Marketplace apps
@ Chat Clients
Apps > G Suite
= Google Admin Q Manage api client access X
Security

Context-Aware Access

ion control (Beta)

Google Cloud Platform console and Google Cloud SDK

~ Advanced settings

Authentication Manage AP client access
Allows admins to control access to user data by applications that use OAUth protocol.

= GOOQ'E Admin Q  search for users, groups, and settings (e.g. contact support)

Security

Manage API client access

Developers can register their web applications and other API clients with Google to enable access to data in Google services like Calendar. You can authorize

consent or their passwords. Learn more

Authorized API clients

Client Name

Example: www example.com

The following AP client domains are registered with Google and authorized to access data for your users

‘One or More AP| Scopes
Autherize
Example: http://www.google.com/calendar/feeds/ (comma-delimited)
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Error Handling

130nce the above steps are done, you can now generate the KEY through Create
Key menu and download the file, rename it to connector.pl2 and place it unde
Connector Root Directory.

B e e 8 e B o r QP

Create private key for "ConnectorServiceAdminAccount”

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
O JsoN

Recommended

® P12

For backward compatibility with code using the P12 format

CANCEL CREATE

Error Handling
Learn to configure the Error Handling Settings.

Error Handling Dialog

r
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IBI Configurator for CRM.connector universal 8.2.7.6088 = —

| Connection | E-Mails | Eror Handing

Connection Timeout

Hittp: &0 2| seconds
Mote: as long as there are no problems with timeouts do not change the default value (60 seconds)

CRM.irterface emors
Emor codes (e.g. 500:511;.) 511;

Stop connector on CRM.inteface emors
Max number of emors before stopping connector: |25 =

Bxclude mailboxes from synchronization in case of |5
When all mailboxes are exduded from synchronization

consecutive access failures

Ak

i) Stop connector immediately
@ Wat 30 | minutes and then try to reinttialize messaging server access module

Stop connector if reinitialization occurs |2 +| times within last 24 hours

Inform admin users about the following events (MO TE: may not wark if the messaging system is down)

Connector stops on CRM interface emors, excluding all maiboxes or too many reintializations
[] Mailbox gets excluded from synchronization

[7] Connector's messaging server access module reinitializes
One of the above defined CRM.intefface emors occurs

Smitp addresses of administrative users to be informed about emaors

Remove

Write pefformance data to pefomance counters

Start service | Service name:  update CRMConnectorUniversal [ QK ][ Cancel ][ Apply ]

’ Running state: Stopped
Direct link Mo link

Set the Error Handling as per the below instructions:

http Connection Timeout

Timeout n seconds: normally there is no need to change the default value (60
seconds) unless you experience timeouts in the log file. Such timeouts typically are
caused by "thin" connections between connector and Aurea.CRM http server or
when synchronizing huge attachments. This setting solely concerns the timeout of
requests from connector to http server, but not requests to the messaging system.
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CRM.interface errors

You can define on which errors returned by CRM.interface connector should react
and which actions to take.

Error codes (e.g. 500;511;...): Error codes to be monitored. Monitor the SYNCML
error code 511. Error 511 is returned if something unexpected happened on the
CRM.interface side — a system returning a lot of 511 errors is considered to be un-
healthy and you should investigate further. Typically error 500 is related to configu-
ration errors, e.g. if CRM.interface is not able to save a record because of a rights-
constraint. A typical message for such an error is "Permission denied (required field
missing)". These errors indicate that you have to change your configuration to ensure
proper synchronization.

Stop connector on CRM.interface errors | Max number of errors before stopping
connector: With this setting you can configure that connector should stop after
exceeding the error count threshold.

Note: Exceeding this threshold does not necessarily stop connector immediately.
Typically connector is sending packages of 10 items to CRM.interface server and
needs to process the whole response and send all failure messages before quitting.
If for example MaxErrorcount="5" and the actual error count was already set to 2
and all of the 10 items fail with st tpErrorcodes="511", connector stops after 12 errors
in total.

Exclude mailboxes from synchronization in case of "n" consecutive access
failures:

In combination with the settings below you can force connector to reinitialize its
messaging server interface (simplified: closing existing connection to the messaging
system and establishing a new connection). The idea behind this feature is to exclude
certain mailboxes which are not accessible due to lack of access rights and thus
save processing time (typically such situations are not "self-healing").

When all mailboxes are excluded from synchronization

With this setting you can either stop connector or enforce a reinitialization of con-
nector's messaging server interface.

Stop connector immediately: If this option is activated connector stops once all
mailboxes are removed from the synchronization list due to access failures. This
can happen if the messaging system is not reachable.

Waitn minutes andthentrythereinitializeconnector's messaging server access
module: You can define the interval after which connector should reinitialize the
connection to the messaging system. Normally removing all mailboxes from the
synchronization list does not happen unless there are connection problems or the
messaging system is down. Therefore expecting a certain delay between the occur-
rence of this problem and the reinitialization is reasonable.
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Stop connector if reinitialization occurs n times within last 24 hours: With this
setting you can force connector to stop, which might be reasonable in situations
where there is a substantial and permanent problem in the infrastructure preventing
connector from accessing the messaging system. Please note, that 24 hours in this
case are meant literally - the error count is monitored 24 hours after the first occur-
rence (e.g. if it happens at 8 p.m., the observation time frame is until 8 p.m. of the
next day).

Inform admin users about the following events

Note: In case the messaging system is down, connector does not send e-mails and
therefore this notification feature fails.

Connector stops on groupware server errors, exclusion of all mailboxes or too
many reinitializations: If this option is enabled, the defined administrative user(s)
is/are informed if connector stops because of one of the above mentioned events.

Mailbox gets excluded from synchronization: If this option is enabled, the defined
administrative user(s) is/are informed if a mailbox is removed from the list of syn-
chronization users. There is only one e-mail per mailbox until connector is either
restarted or reinitialized. (And — of course — the problem accessing this mailbox is
persistent).

Connector's messaging server access module reinitializes: If this option is en-
abled, the defined administrative user(s) is/are informed if connector reinitialized
the connection to the messaging system.

One of the above defined CRM.interface occurs: If this option is enabled, the
defined administrative user(s) is/are informed if CRM.interface errors occur.

Smtp addresses of administrative users to be informed about errors: You can
specify a list of SMTP addresses which should receive such information messages
as defined above.

Note: Only one e-mail is sent if an error occurs, e-mails are not sent if the same
error occurs when subsequently synchronizing the same appointment again.

Writing performance data to performance counters

Write performance data to performance counters: If this option is enabled, con-
nector is writing its state and some performance data to performance counters.
These performance data can be viewed and monitored with the Windows Performance
Monitor software; the counters are available in the category "CRM.connector univer-
sal".

Note: The counters for connector are only visible for instances of connector for
which the configuration option "Write performance data to performance counters”
has been enabled.

Note: See the WIKI article Writing performance data to performance counters for
further details on the performance counters.
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