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AlertFind Administrator Guide

Chapter 1: About AlertFind

AlertFind® Enterprise Notification Service is a cloud based, multi-tenant
emergency and mass notification service (EMNS) provided as a Software-as-a-
Service offering on a subscription basis.

It is intended to automate and facilitate notifications to recipients by broadcasting
alerts or other messages via multiple communication channels defined in each
recipient's notification profile. These channels of communication include voice
calls to land lines or mobile phones using TTS (text-to-speech) or recorded voice
capabilities, SMS, email and fax.

AlertFind can also integrate seamlessly with enterprise systems of record. Also,
valuable contact information and group definitions can be imported into the
AlertFind database and data exported out of AlertFind to capture updates made by
employees.

This section provides a brief overview of how to log into AlertFind and how to send
and receive notifications.

AlertFind is delivered through an application service provider (ASP) at an off-site
hosting center. There is nothing to install in your environment. All interaction with
AlertFind is through the web-based user interface.
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Supported Browsers

To access AlertFind, use one of the following supported web browser, with cookies
and JavaScript enabled. Other browsers may not work correctly with AlertFind:

Microsoft® Internet Explorer™ version 11 or above

o Latest Mozilla® Firefox® release version
o Latest Google Chrome “Stable” version
« Apple® Safari™ version 5.0 and higher on the Macintosh™ only
« Edge Chromium
NOTE

AlertFind will work with earlier versions of the major browsers but the only actively
tested and supported browsers are the versions listed above.

To use the web interface to listen to notifications with attached voice recordings,
install a compatible media player that supports the .wav audio format (for
example: QuickTime or Windows Media Player). Quit AlertFind, install the media
player, and then restart AlertFind.

To view the online help, you must also have JavaScript enabled in your browser.

AlertFind Mobile App

Welcome to the AlertFind Mobile Administrator & Team Leader Guide. This guide
provides step-by-step instructions for administrators and team leaders on using the
AlertFind Mobile web application to open incident templates, and send and track
notifications from their tablet or smartphone.

Getting Started
Supported Operating Systems and Devices

AlertFind Mobile has been designed to work on tablets and smartphones that use
the following mobile device operating systems:

o Apple iOS (4+)
o Android OS (2+)

Due to the wide variety of mobile devices that run the Android operating system,
we cannot certify that the AlertFind Mobile application can run optimally on every
device.

You can download the AlertFind app from App store or Google Play store.

AUREA CONFIDENTIAL 8
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Logging in and Registering the device

You should have the log in credentials assigned to you by your organization. Use
this to login to the AlertFind mobile app, iOS or Android. The credentials are same
as that for web.

Username is in the form of user@company.com.
Pre-requisites to login:

For Android users

For security purposes, you have to set up a pin/password/pattern before you are
taken to the log in screen, as the android OS does not make it mandatory to set
these to operate the phone.

Attention

You need to set a lock screen PIN or password before

you can use credential storage.

Lock Screen, PIN or Password alert

AUREA CONFIDENTIAL 9
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Unlock selection

Pattern
PIN

Password

Select pattern, PIN or password

For iOS users

You are directly taken to the log in screen where you can enter your credentials,
as you cannot operate your iphone without setting a pin/password/pattern.

To login and register your device:

1. Enter USERNAME, PASSWORD and select REGION. Click on NEXT.

Aurea

af | | AlertFind

Enter your login credentials

2. On the device registration screen, select the device type.
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Q—aa

‘ AlertFind

This device is your:

© Work Smart Phone
Work Tablet
Personal Smart Phone

Personal Tablet

Choose from the list of devices
3. Click Register.

4. Device registration page is displayed. Click Continue to start using the app.

|Aurel

El | AlertFind

This device i now registersd as 3 Work Smar Phone

Continue

Device registration confirmation

Recover Forgotten Password

If you forget your password, do the following to recover it:

1. Click ? in the password field on log in screen. You are redirected to a page
with fields Username and Region.
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Aurea

Af | | AlertFind

USERNAME

PASSWORD

REGION p

Login Screen

E | AlertFind

USERNAME

REGION 4

Email me my credential

You can reset your passwor from here

2. Enter the USERNAME and select the region then click on Email me my cre-
dential. Your credentials are e-mailed to you.

Location Check-in

You can manually provide a real-time update of your current location so that your
organization's incident response or security teams can send you alerts relevant to
your location.

The AlertFind app does not track your location automatically. When you check in
your current location in recorded. Your captured location data is only available to
your account administrator.

To ensure accurate location capture, enable both Wi-Fi and GPS location service
on your mobile.

If you update your location while travelling, remember to update your location once
you are back home. This is to ensure that you do not receive irrelevant
notifications.
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For location check in, do the following:

1. Click E on the top left corner and select Location Check In.

2. Click Check In on the Google map. A confirmation message is displayed with
the coordinates for your current location.

9:52 AM | 0.0KB/s &

ura

e Static ti N

Birla Mandir Tiljala Police Station

Check In your location on map

3. Click Close.

Using AlertFind App

Login to use the AlertFind Mobile app. The home screen of AlertFind Mobile is the
Notification screen. Swipe down to refresh the screen.

You can use the top left Navigation menu = to access the available features of the
AlertFind Mobile app.

The top panel has a search icon which can be used to find notifications.
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Unregister Device

You need to unregister your device if you want to change the device type, for
example personal phone to work phone.

To unregister your device, do the following:

1. Click 2 on the top left corner and select Unregister Device.

4:40 PM | 0.0KB/e Tz

Notifications

Send Notification
Location Check In
Unregister device

MEED]

Help

Send Problem Report

Select Device Unregister

2. Click Ok on Alert pop up.
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Alert!

All previously received notifications and
notification history will be permanently removed
from the device.

You will also not receive any new notifications in
the AlertFind app.

To unregister, please select OK, otherwise select
Cancel.

Cancel 0K

Device Unregister alert message

Notification

Notification page shows the list of notifications received.

To access notification page, click = from the top left corner.

AUREA CONFIDENTIAL
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Motifications

Send Motification

Location Check In

Unregister device

Trash

Help

Send Problem Report

Menu items

From the menu click Notifications. The menu item shows the number of
Notifications received in an orange box.

Notifications

Notifications Count

AUREA CONFIDENTIAL 16
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10:43 AM | 107KB/= (&

Notifications Screen

Using Alert Console

The Alert console is the landing page for the Send Notification screen. To access

-

alert console from other section of Send Notification screen, click "= .

AUREA CONFIDENTIAL 17



AlertFind Administrator Guide

17 notification templates

Alert Console view

There are two ways to send notification from Alert Console:
Using Compose

1. Click on Compose tile. New Notification editor is displayed.

AUREA CONFIDENTIAL 18



AlertFind Administrator Guide

3:43 PM | 4.0K8/e T

B I A- T~

Responses

| confirm that | have received this
message.

Send Selected Notification

Compose notification

2. Enter the teams in To field. Alternatively, you can click 9 then on the google

map click ¥ and draw a polygon on the map to select all the teams inside
the polygon.

3. Enter the Subject for the notification.

4. Compose customized notification in the Message editor. Click Send Selected
Notification.

Using Template

1. Click on the required template tile. <template name> editor is displayed. The
Teams are pre-defined in To field. The subject is pre-populated too.
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C Deploy AF with x release

C Deploy AF with x release

C Deploy AF with x release

Responses

| confirm that | have received this
message.

Send Selected Notification

Template notification

Edit the message using the editor, if required.

3. Click Send Selected Notification to send or Cancel to abort.

Sending a Notification

Send Notification is a screen which is used to send and track notification. Itis
available for administrator only. It has three sections:

o Alert Console
« Responses

e« Teams

To send a notification from the AlertFind Mobile application do the following:

Click = from the top left corner of any screen to view the Send Notification screen.

The Send Notification screen opens with Alert Console as default view. Here you
can choose from the available notification templates to send notification. You can
also choose to Compose your own notification message.
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3 - o qQ

17 notification templates

Send Notification - Alert Console view

A notification template must first be created in the AlertFind web application. This
incident template should contain the desired notification task.

You cannot create notification templates on mobile app. It must be created on web
and then used on Mobile app.

After the incident template is created, it can be opened in the AlertFind Mobile
application and the incorporated notification is sent.

Responding to notifications

When new AlertFind notifications are received your device notifications shows
them (if you have not disabled notifications). You can directly click on these
notifications to view them or you can see the notification by Logging into the
AlertFind Mobile app and visiting the Notifications screen.

The unread notifications appear with a bold text and color icon.
To respond to a notification, do the following:

1. Select the notification. The notification detail screen is displayed.

2. Select the response option and click Submit. A confirmation message is dis-
played.

If you navigate back to the notification inbox, you can see that the text of the
responded notification and notification icon appears in gray.
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Responses

From Responses you can check whether the notification sent was successful or
not. You can also check the number of people who received the notification and
the ones who responded to it.

To view Responses, go to Send Notification page and click -

9:47 AM | 0.1KB/& [=

= - 4 Q

Last Updated: Mon Feb 03 2020 at 2:47:49 am )

Message:
Synthetic MSDC notification monitoring
Synthetic Monitor, Sent - Feb 3 2020 3:44 AM

Total Reciplents 1
Responded 0
Status Notifications Completed

View Response Details

Message:
Synthetic email notification monitoring
Synthetic Monitor, Sent - Feb 3 2020 944 AM

Total Recipients 1
Responded ]
Status Notifications Completed

View Response Details

Message:
Synthetic email notification monitoring
Synthetic Monitor, Sent - Feb 3 2020 3:41 AM

Total Recipients 1
Responded li]

Notification Responses

On the Reponses section, you can view the list of responses for a notification. You

View Response Details

can click to view the details of any response.

AUREA CONFIDENTIAL
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Send Notification

Ll - e

Response Details
Synthetic Notification Test - CHI

1 Recipient

Team Global

Sent Date Feb 3 2020 10:18 AM
Sender Synthetic Monitor
Responses

Last Updated: Mon Feb 03 2020 at 10:21:21am )
Response Details View.

Delete Notifications
To delete notifications, do any of the following:
r=y
o From the notification details screen, click the ."'"J to send it to Trash.

« In the notification inbox, swipe right on a notification from the list. This sends
the notification to Trash.

Deleted notifications from the AlertFind mobile app goes to Trash.
To permanently delete notifications, do the following:

1. Click & and select Trash.

2. Select the check boxes next to the notification you want to delete per-
manently.

E‘
3. Click "'"J

4. Click Ok on confirmation message.
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Settings

To access Settings screens:

1. Click = from the top left corner of any screen.

& Notification sound

& Notification alert tone

2. You can perform the following settings:
« Switch ON/OFF Notification sound
o« Set your own Notification alert tone

Teams

Teams form the group of users to whom notification(s) are sent.

You can create teams on Web and use it on mobile app. Teams cannot be created
directly from mobile app.

To view teams screen, do the following:

1. Click E and select Send Notification from the menu items.

2. Click 2t to view the teams screen. You can select the required team from the
Team Name column.

AUREA CONFIDENTIAL 24
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=2 -
Team Name Description
1. Team One Team One

2. Globa Global
3. Leader Test

4. Leader Test QL

5. Leader Test Child

6.QLC

7.QLC2

8. Stacy's Team

9. SNS Team Production Verification Testing

10. The Test team
11. Team Erboe
12. Wahida's Team C.J Roster Team

13. a new team

14. Matt Team 1 Brazil CMA Training test

Select your team from the list

AlertFind Administrator Guide

If you encounter any problem while working with the AlertFind Mobile app, you can

always report it to support from within the app.

To report a problem:

1
2
3.
4

Click E from the top left corner.

Select Send Problem Report from the list displayed,

Explain your problem and add a relevant screen shot, if required.

Click Send.

AUREA CONFIDENTIAL
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Supported Mobile Operating Systems and
Devices

Mobile Operating Systems

AlertFind is engineered to work on tablets and smart phones and can be accessed
by the standard (XHTML compliant) browsers on those devices. For a list of
browsers tested with AlertFind, refer to Supported Browsers. However, versions of
Chrome older than 15 are not supported on mobile devices.

AlertFind is tested and verified to function on devices that use the following
operating systems:

« Apple iOS (6+) - Tested on iPhone 5 and above, and iPad 2 and above

o Android OS (4+) - Due to the wide variety of mobile devices that run the
Android operating system, we cannot certify that AlertFind will run optimally
on every device. Tested on Samsung Galaxy Slll, Nexus 7, Nexus 5.

Supported Standard Devices

AlertFind supports the following standard devices:

o Cell phone

« Fax

« Home phone

« Pager

« Personal email
« Smart phone

o Tablet

« SMS phone

« Work email

« Work phone

« Work smart phone
« Work tablet
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Prerequisite Data Center Configuration

Your AlertFind instance is provisioned on a specific data center by the Support
team. You must ensure that all location-specific settings provided by Support have
been configured, such as white-listing the MTA host names and IP addresses.

For your location specific settings, refer to:

« Chicago Data Center
« London Data Center
« Plano Data Center

Contact Support for more assistance.
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Chicago Data Center (CAF)

This section provides the current networking settings for AlertFind Chicago Data
Center. Provided IPs should be white-listed for seamless notification service.

Service Notification Mail Transfer Agents (MTAS)

The following table indicates the MTA host names and IP addresses that must be
safe-listed to ensure that you receive notifications of service interruptions or
degradation issues. If you do not safe-list these MTAs, you may miss important
service notifications.

Type Hostname IP Address
AlertFind MTA o« chicma-mtal.mes- e 34.193.241.1-
sageone.com 96
o chicma-mta2.mes- e 54.165.113.1-
sageone.com 74

e chicmamta.mes-
sageone.com

Load-Balanced MTA chicma.messageone.com 52.20.182.22

SOAP APIs

The following table provides a list of SOAP APIs and their details for AlertFind
Chicago Data Center.

APl Details

Notification APl SOAP « https://chicma.messageone.com/soap-
Address api/notification/v2

« https://chicma.messageone.com/soap-
api/notification

Notification APl WSDL « https://chicma.messageone.com/soap-
api/notification/v2?wsdl

« https://chicma.messageone.com/soap-
api/notification?wsdl

Data Management API https://chicma.messageone.com/soap-

SOAP Address api/datamanagement

Data Management API https://chicma.messageone.com/soap-

WSDL api/datamanagement?wsdl

Incident API SOAP Address https://chicma.messageone.com/soap-api/in-
cident/v2

Incident API WSDL https://chicma.messageone.com/soap-api/in-

cident/v2?wsdl
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Plano Data Center (PAF)

This section provides the current networking settings for AlertFind Plano Data
Center. Provided IPs should be white-listed for seamless notification service.

Service Notification Mail Transfer Agents (MTAS)

The following table indicates the MTA host names and IP addresses that must be
safe-listed to ensure that you receive notifications of service interruptions or
degradation issues. If you do not safe-list these MTAs, you may miss important
service notifications.

Type Hostname IP Address
AlertFind MTA e Uslaf-mtal.mes- e« 52.71.36.24
e Uslaf-mta2.mes- 2

sageone.com

. dalafmta.messageone.com

Load-Balanced MTA dalcma.messageone.com 52.0.209.99

SOAP APIs

The following table provides a list of SOAP APIs and their details for AlertFind
Plano Data Center.

API Details

Notification APl SOAP o https://dalcma.messageone.com/soap-
Address api/notification

o https://dalcma.messageone.com/soap-
api/notification/v2

Notification APl WSDL « https://dalcma.messageone.com/soap-
api/notification?wsdl

« https://dalcma.messageone.com/soap-
api/notification/v2?wsdl

Data Management API https://dalcma.messageone.com/soap-

SOAP Address api/datamanagement

Data Management API https://dalcma.messageone.com/soap-

WSDL api/datamanagement?wsdl

Incident API SOAP Address https://dalcma.messageone.com/soap-api/in-
cident/v2

Incident API WSDL https://dalcma.messageone.com/soap-api/in-

cident/v2?wsdl
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London Data Center (LAF)

This section provides the current networking settings for AlertFind London Data
Center. Provided IPs should be white-listed for seamless notification service.

Service Notification Mail Transfer Agents (MTAS)

The following table indicates the MTA host names and IP addresses that must be
safe-listed to ensure that you receive notifications of service interruptions or
degradation issues. If you do not safe-list these MTAs, you may miss important
service notifications.

Type Hostname IP Address

AlertFind MTA « loncmamta-1.mes- 52.211.94.182
sageone.com

« loncmamta-2.mes-
sageone.com

° Ioncmamta.messageone.com

Load-Balanced MTA loncma.messageone.com 34.252.174.89

SOAP APIs

The following table provides a list of SOAP APIs and their details for AlertFind
London Data Center.

API Details

Notification APl SOAP o https://loncma.messageone.com/soap-
Address api/notification

o https://loncma.messageone.com/soap-
api/notification/v2

Notification APl WSDL « https://loncma.messageone.com/soap-
api/notification?wsdl

« https://loncma.messageone.com/soap-
api/notification/v2?wsdl

Data Management API https://loncma.messageone.com/soap-

SOAP Address api/datamanagement

Data Management API https://loncma.messageone.com/soap-

WSDL api/datamanagement?wsdl

Incident API SOAP Address https://loncma.messageone.com/soap-api/in-
cident/v2

Incident API WSDL https://loncma.messageone.com/soap-api/in-

cident/v2?wsdl
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Logging In

We recommend to use the supported browsers to connect to AlertFind interface.
Supported Browsers

| AlertFind

username

¥ Remember me Forgot Password

AlertFind login screen
To log into AlertFind:

1. From a supported web browser, enter the web address provided by Support.
The Sign In page appears.

2. Type the user name (usually primary work email address). If you do not know
what your AlertFind user name is, contact the AlertFind administrator.

3. Type the password.

If you have forgotten your password, click Forgot your password?. AlertFind
sends a new password to the primary email address for the AlertFind
account.

4. Click Sign In.

NOTE

When the first administrator from a company to log into AlertFind and an
Acceptable Use policy applies to the company, the administrator must agree to this
policy to continue using AlertFind.

NOTE

AlertFind automatically logs you out after 10 minutes of inactivity.
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Adjusting the Text Size

The size of text displayed in the AlertFind desktop Web interface can be adjusted
using most web browsers’ text size or zoom tools under the View menu.
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View the Help

To view online help, click Help at the top of the page. Administrators see the
Administrator Guide Help; team leaders see the Team Leader Guide Help; users
see the User Guide Help. The help launches in a new web browser tab or window.

AUREA CONFIDENTIAL 33



AlertFind Administrator Guide

Using the Web Desktop Interface

To navigate through AlertFind, use the navigation button at the top of the page and
the menu on the left side of the page.

Team Security Context is the team you are currently accessing within AlertFind.
The Global Team is the root team. For more information on this feature, see Team

Security Context.

The menu includes the following options and sub-choices:

Option Choices

Launch Center

Notifications

Incidents

Notification
Templates

Hotlines

Groups

Assets

Reporting

Administration

Alert Console

Compose a Notification (Advanced)
Sent Notifications

Scheduled Notifications

Archived Notifications

Incidents

Archived Incidents

Manage Library

Hotlines

Archive Hotlines
Broadcast Groups
Escalation Groups

Smart Groups

Sites

AUREA CONFIDENTIAL

Report Lists

Devices Report

Teams

Users

My Account: Settings for your personal account
Application Settings (see Application Settings)
Application Status

Web Services

34
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Multiple Language Support

AlertFind’s optional language packs allows notifications to be sent in the
languages purchased. Each Hotline and Hotline Pro phone number is associated
with a voice, which determines the language that Hotline uses. For example, one
Hotline phone number may be assigned to Serena, who speaks English for the

United Kingdom, and another number assigned to Mary, who speaks English for
the United States.

For more information about language packs, contact an AlertFind account
representative.
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Company Information

The following default settings can be changed:

« General company information

o« User password options

o Default voice call settings

o Default Hotline settings

« Default conference call settings

To change default company settings:

1. From the left navigation menu, Administration section, click Application Set-

tings.

2. Click the Edit button directly under the “Settings” heading. The Settings page

appears.

3. Locate the element to change and type the new text in the data entry field.
Elements that can be edited are listed below.

Field Description

Company Information Section

Name

From Email
Address

Partner Brand

Needs usage
policy review

Admin Alerting
Console

Team Leader
Alerting
Console

Map Based

Mobile Alerts

Confirmation
Options

The name of your organization.

The email address that appears in the From field when users
receive AlertFindemail notifications.

Select from the drop-down menu the brand of your organ-
ization.

Check this option to requires the administrator logged into the
system to click through the accepted Usage Policy.

Check this option to have the Alert Console be the default
home screen for administrators.

Check this option to have the Alert Console be the default
home screen for team leaders.

Check this option to allow administrators and team leaders to
use map-based notifications.

Check this option to allow map based notification.

Check this option to allow administrators and team leaders to
respond on-behalf-of a notification’s recipients.

Domains to Include

Domains

Click Add and key in domain names to add new domains.
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Field Description

Select the domain and click Remove to delete existing
domains.

Password Options Section

« Password Option setting changes will not retroactively affect passwords
set before the password requirements are saved.

o« These restrictions do not affect passwords obtained from user imports,
SOAP requests or users integrated from EMS

Minimum
Password
Length

Password
Complexity

Passwords
Allow Character
Sequencing

Password Retry
Limit

Password
Expiry

Multi Factor
Authentication

Enter a numeric value to define the minimum password
length. Allowed values are 8 to 50. Default value is 8
characters.

Password complexity requirements can be chosen from the
drop-down list:

e No restrictions

« Mix Alpha & Numeric: At least one digit and at least one
letter. (Default)

« Mix Numeric, Upper and Lower case characters: At
least one digit, one uppercase letter and one lowercase
letter.

« Mix Numeric, Upper and Lower case characters, and
Special characters: At least one digit, one uppercase let-
ter, one lowercase letter and one special character.
Upper and lower case letters include non-English char-
acters such as German umlauts and accent marks

Check the checkbox to allow character sequencing.
Sequencing includes three or more characters or digits of the
same case and includes reverse sequences. Examples: "abc",
"CBA", "123" or "!@#". Default value is for the box to be
unchecked, to not allow character sequencing.

Set the number of time a user can reply the password before
locking the account.

Check this option to block users with expired password to be
able to login into AlertFind.

Check this option to send a SMS to user with a code to com-
plete the authentication process.

Notification Parameters Section

Customer
System Name

The name of your organization to display by text devices
(email, fax, and SMS device notifications). If blank, AlertFind
uses the default notification system name, such as
<Customer Name> Notification System.
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Field Description

Voice Customer The name of your organization to be spoken in inbound and

System Name outbound voice notifications. This can differ from the
Customer System Name. For example, type a phonetic
pronunciation in this field so that AlertFind can pronounce it
correctly. If blank, AlertFind uses the default notification
system name, such as <Customer Name> Notification

System.
Default Voice Select the default voice from the drop-down menu.
Authorized Select the group of authorized voices from the drop-down
Voice(s) menu.
Call Retry The number of times that AlertFind tries to contact a voice
Count device after a failure to connect (including dropped calls and
hang-ups prior to confirmation). The default (blank) is 5
retries.
Call Retry The length of time (in minutes) AlertFind waits before it tries
Delay to call a failed voice number. The default (blank) is 5 minutes.
Priority-One The number of priority-one voice ports that should be
Voice Port reserved for this customer.
Count
Notify Support Send Aurea support an email when notification is sent.
Caller ID Check this box to display a specific phone number as the

caller ID for AlertFind. For example, use the corporate
emergency phone number so users know they should always
answer these calls.

Support recommends this field contain a valid phone number,
because voice carriers may reject calls with a missing or
invalid caller ID.

Once the check-box is checked, a formatted field to enter the
phone number appears. To type an international phone
number, click International to display a free-form field that
will accept an international number.

Note: Calling line IDs are not regulated by any standards
body. Because of this, international numbers may not display
correctly on the receiving device.

Hotline Access Hotline is enabled by Support when AlertFind is provisioned.
This field cannot be edited. To add Hotline Pro access,
contact Support.

Incident Col- Check to enable Incident Collaboration Center
laboration
Center
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Field Description

Conference Call If your organization has a default conference call phone
Line number, type the default phone number in this field. Leave
blank if the organization does not have a default.

To type an international phone number, click International to
display a free-form field that will accept an international
number.

Meeting ID If the organization uses a default conference call meeting ID,
type the default meeting ID in this field. Leave blank if the
organization does not have a default.

Conference Call If AlertFind needs to dial a prefix before the conference call

Prefix meeting ID, enter that prefix here. For example, AlertFind may
need to dial # or *3 to go to the menu option for entering the
meeting ID.

Conference Call If AlertFind needs to dial a suffix after the conference call

Suffix meeting ID, enter that suffix here. For example, AlertFind may
need to dial * after entering the conference call humber to
join the call.

Conference Call Check this option to enable for conference call providers that
AnswerOnMedia don't properly signal that a call was answered.

SMS Allow customer to use SMS devices.
Voice Allow customer to used Voice devices.
Costumer Check to Enable Customer.
Account

CAUTION

Disabling Customer will prevent login of all Users configured
for this Customer. Also all Notifications, Hotlines, API calls
will be disabled.

Customer PIN Check to Enable Customer.
Authentication
CAUTION

Disabling Customer will prevent login of all Users configured
for this Customer. Also all Notifications, Hotlines, API calls
will be disabled.

Web Reporting Check this option to allow customer to use Web base report-

ing.
Email Reply Domain name used at Email's Notification reply (confirm) link,
Domain. e.g. domainl.com, domain2.com/webapp, 192.168.0.100,

domain3.com:8080
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Field Description

Skype for Business Parameters

Skype for Busi-
ness Domain

Skype for Busi-
ness Domain
Password

Confirm Pass-
word

Skype For Busi-
ness Registrar
Pools

Add/Remove

Check this option to allow customer to use Skype for
Business devices. This setting can be changed by AlertFind
support users.

Check this option to allow the use Skype for Business
devices. This setting can be changed by AlertFind support
users and administrators.

AlertFind's registration domain in Customer's Skype for Busi-
ness Active Directory. Domain, login and password should be
provided by customer.

AlertFind's user password in customer's Skype for Business
Active Directory.

Retype the password entered above.

Enter Registrar Pools in customer's Skype for Business. The
list of Registrar Pools should be provided by customer.

Click Add to add a new domain with the information entered
above. Click Remove to delete a Skype Domain.

Notification Retention Policy

Delete Noti-
fication after

Set the time limit for notifications to be kept by AlertFind.

4. Click Save to save your changes.
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Logging Out

To log out of AlertFind, click Logout at the top of the page.

Impersonating: Bytestacker Logged in as , John Doe

£ Configuration

= Log Out

Logout option in the Ul
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Chapter 2: Managing Users

Before you send alerts to the users of AlertFind, you must first create users,
optionally teams, groups and sites.

Users can be either imported or created manually, and typically belong to a team,
group or a site.

Topics in this section:

Groups VS. Teams VS. SiteS ... .. 43
US OIS L 46
Teams and Permissions ... 96
G OUP S oo 125
S S 142
SmartContact ... 152
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Groups vs. Teams vs. Sites

Groups, Teams, and Sites are different, yet interrelated.

A Group is a collection of users, or a combination of users and groups, to whom
notifications can be sent.

Groups are the lowest level gathering of users.
Groups can be created:

« Manually:

- Broadcast Groups are groups of individuals or groups to which a noti-
fication is broadcast simultaneously.

- Escalation Groups differ in that notifications are sent to members of the
group in a specified order.

« Smart Groups are dynamic groups of users, based on criteria selected
when the group is defined.

o Or automatically:

o« Ad Hoc Groups can be automatically created when composing a noti-
fication. Ilts membership is composed of users who meet the selected cri-
teria.

Example uses of Groups include:

o Regional or branch office personnel

« Information technology staff

o Executives

o« Business continuity or disaster recovery unit
« Virus response group

o All employees in Building 4

Groups are interrelated with Teams and Sites in that:

o« Groups cannot contain either Teams or Sites, but Groups can be associated
with both Teams and Sites.

o Groups themselves do not have an inherent geographic component. However,
a Site can contain Groups of users who have been selected because they
share the same geographic location.

o« Groups have no inherent hierarchy. However, within a team security context,
the membership of a Group is restricted by the team’s membership scope.

For more information about Groups, see Groups.

Teams are hierarchical structures with extensive permission settings, which allow
administrators to tightly control the actions team leaders can perform and the
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information they can view. For example, one team leader might be granted
permission to send notifications and another team leader permission to manage
public data for team members.

Teams are created only manually.

Example uses of Teams include:

Global Team

Northeast Region Team

Albany NY Branch Sub-Team

Hartford CT Branch Sub-Team
Kennebunkport ME Branch Sub-Team
Mid-Atlantic Region Team

Blacksburg VA Branch Sub-Team
Harper’s Ferry WV Branch Sub-Team
Statesville NC Branch Sub-Team

South Atlantic Region Team

Alpharetta GA Branch Sub-Team
Dothan AL Branch Sub-Team
Kendal FL Branch Sub-Team
Disaster Recovery/Business

Continuity Team

Teams are interrelated with Groups and Sites in that:

e A Team contains users and Groups who are within membership scope of the
parent Team.

« Teams can create Groups, and those groups are available only to that Team
and its sub-teams.

« Teams can create Sites, and those Sites are available only to that Team and
its sub-teams, unless the Site is explicitly shared with all teams.

« Teams cannot be selected as recipients of notifications, whereas Groups and
Sites can be selected. However, within a team context, if a Group or Site is
selected as the recipient of a notification, only members of the Team will be
included in the recipient list, all other users will be ignored.

For more information, see Teams and Permissions.

Sites are geographic-based assets, such as Main Campus, Building 7,0r0il
Rig 1. Groups of users can then be associated with each of these Sites. When a
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geographic area is selected for a Notification in the Map Selector tab, all the Sites
located within the geographic area selected will be included in the Notification’s
recipients.

Sites are only created manually.
Example uses of Sites include:

e Building 1, which contains the Sales and Marketing Groups.

e Main Campus, which contains all the Groups in the Building 1 site, plus
all the other Groups in that location.

e Oi1l Rig 1, which contains all the users of 0i1l Rig 1 Group, which is a
Smart Group based on the Location custom field.

Sites are interrelated with Groups and Teams in that:

o Sites can contain Groups, but not Teams.

« A Site can contain Groups of users who share the same geographic location,
such as the Sales and Marketing Groups who both reside in the same build-
ing, but individual Groups do not have a geographic component.

o Within a team security context, the membership of a Site is restricted by the
team’s membership scope.

o Sites created by a Team have the option to be shared by all teams.

For more information, see Sites.
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Users

An administrator can manage user information on behalf of the organization. They
can also add new users and change user roles if these options are enabled for the
AlertFind instance. (This setting is controlled by Support.)

Team leaders can manage information about users on their teams. The information
that they can manage depends how AlertFind is provisioned, their team leader
permissions, and their team context.

This section contains the following information:
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Viewing User Lists

User lists can be viewed in several different ways, each described below.

« Viewing All Users

« Viewing All Users in the Current Team Context
« Viewing a List of Team Leaders by Team

« Viewing a List of Users by Team

o Viewing a List of Users by Group

See Filtering Lists for information on filtering tools available to all roster lists.

AUREA CONFIDENTIAL

47



AlertFind Administrator Guide

Viewing All Users

Administrators, and Global team’s Team Leaders, can view all AlertFind users by
selecting the Global team context and selecting the Users menu.

To view a list of users:

1. Verify the team context is set for the G1obal team. For more information, see
Team Security Context.

2. From the left navigation menu, Administration section, click Users. The
Users page appears containing the list all the users on the system.

The users displayed in this list can be filtered by following the instructions under
Filtering Lists.
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Viewing All Users in the Current Team Context

Administrators and Team Leaders of the current team context can view members of
the current team from the Users menu item.

To view a list of users in the current team context:

1. Verify the correct team context. For more information, see Team Security Con-
text.

2. From the left navigation menu Administration section, click Users. The Users
page appears containing all the users for the current team.

The users displayed in this list can be filtered by following the instructions under
Filtering Lists.

AUREA CONFIDENTIAL 49



AlertFind Administrator Guide

Viewing a List of Team Leaders by Team

Team Leaders with appropriate team permissions and Administrators can view the
list of each team’s leaders from the My Teams page.

To view a list of team leaders by team:

1. Verify the correct team context. For more information, see Team Security Con-
text.

2. From the left navigation menu Administration section, click Teams. The list
of teams appears.

3. Click the plus sign @ next to a team to expand its team leader list with each
team leader’s permissions. Alternatively, click the name of a team to view the
full Team Information page. Team leaders are listed in the Leaders section.

4. Click the team leader’s name to view the User Overview page.
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Viewing a List of Users by Team

Team Leaders with appropriate team permissions and Administrators can view a
list of each team’s users from the My Teams page.

NOTE

Since the Global team contains all members, a list of members is not available on
the Global Team details page. The Members section states: The global team
contains all users and global groups. See section Viewing All Users for a list of all
users of the Global team.

Show Disabled

| Changes to groups that are team members may not be propagated to the team's User List for up to 15 minutes.Update Now

Name
©  Test Member

Pages 1 of1l Tatal - 1 Page Search Text... [J Match Case

List of Member of a team
To view a list of users by team:

1. From the left navigation menu, Administration section, click Teams. The list
of teams appears.

2. Click on the name of the desired team.

3. This list defaults to showing the first ten team members. To view more, select
another page using the arrows besides the page number.

4. Click View Details to see the page overview. Alternatively, you can click the

plus sign © next to a team member’s name to view that member’s current
escalation devices. Scroll to the Members section to see the list of team mem-
bers.
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Viewing a List of Users by Group
To view a list of users for a specific group:
1. Verify the correct team context. For more information, see Team Security Con-
text.

2. From the Groups list in the left-navigation menu, click Broadcast Groups,
Escalation Groups, or Smart Groups. A list of groups appears.

3. View the group details by either double-clicking the name of the group or
selecting the group and clicking View Details.

Broadcast Groups

» View Detail
Group Detail

Group Name . All
Description . desc
Quick Launch 1D ;12345
Status : Open
Source ;U
Owner Team . Global

4. To view the list of group members, click the Group Membership tab.

5. Double-click a user or select the user and click View Details to view a the
user’s details. This list cannot be filtered.
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Filtering Lists

Many user and group lists allow filtering to aid in finding a specific user or group,
or sets of users or groups.

To access a filtering list navigate to Groups > Broadcast Groups.
Select a group and click View Details.

On the Group Membership tab click Manage Membership.

> Manage Membership

S

Name = Description Role Default Email +

Adam Customer Admin adam@maill.com +

adm Customer User ASDdasd@dsf.com +

A Leader - Mot Member of Team Customer User usernoteam(@1000teamgroup.ga +
Pages 1 of1 Total ;12 tems per page 50

Save * Cancel

To filter controls for lists

- Alphabet Control: Click the first letter of the user’s or group’s name to jump
to a list of users or groups that begin with that letter.

« Page Controls: Use the First and Previous, Next and Last buttons as neces-
sary to locate the page containing the user or group.

« View Details: Brings up the pane showing details of the user or group selec-
ted.

« Edit: Brings up the pane to edit the user or group selected.

« Delete: Deletes the currently selected user or group. A confirmation box will
appear to verify the deletion.

- Download: Downloads a user or group report(s) based on the context.

« Compose To: Brings up the Notification Editor pane, to compose a noti-
fication to the user(s) or group(s) selected.
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« Show sub-team: Toggle the Show sub-team button to show or hide sub-team
like a branch or a particular region.

o Filter. Click Filter to create a new filter criteria or to delete an existing filter.
Running a simple search

Enter the first few letters of the name into the Search box, and then click Search

The list of items that fit the search criteria will be displayed.

Users
» User List

Using the Criteria Editor
The Criteria Editor can be accessed through several mechanisms:

« From most user or group pages, click the Search button, then select Criteria
Search from the list.

Broadcast Groups

> > Groups List

S T =

Y Criteria Search
o
Name Description  Clear Search

« On the reports pages, the button label will depend on the context, for
instance: Edit Criteria, Group Filter Options, Incident Filter Options, or Noti-
fication Criteria.

The Criteria Editor appears. The left pane displays any filters being applied, and
the matching items are displayed in the right pane. By default, no criteria filters are
applied when you first view the Criteria Editor; therefore, all users, groups,
incidents, etc. are displayed in the right-hand pane.
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Users
> Filter Criteria

Criteria Filters Users (Filtered by Criteria)
=
Name Description Role Default Email

Click "New" button to add a criteria

General Admin Admin admin@tast.com

Head of Marketing Admin marketing@test.com

Head of Sales Admin sales@test.com

sales officer User sales]@test.com

sales officer User sales2(@test.com
Pages 1 of1 Total : 5 Page Search Text O Match Case

To create a new criteria filter:

1. Click New. The Select a Custom Field dialog box appears, with a list of all
default fields and any custom fields defined for your organization.

Select a Custom Field x

Field Name

| Combobox
Date
Locationcode
Description
Time

Nurmber

2. Click on a field name to select it for the desired filter, and click Create.

3. In the Edit Criteria dialog box, click Operator drop-down to select the search
criteria.
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Edit Criteria X

Field Name

Operator

Value

before -

Select date

The operators that can be used depend on the type of field selected. These

include:

equals, starts with, contains, does not contain,
ends with, does not equal orin list

Field type
Text fields

Numeric fields

Operator description

For most of these operators, only one text value may be
entered.

The equals and does not equal operators are strictly
matched and are case sensitive. For example, for equals, a
criteria value of John will not match users named john or
John Smith.

The starts with, contains, does not contain, and
ends with are not case sensitive or strictly matched.

The in 1ist operator has special considerations:

in list items are delimited by commas. Trailing and
leading spaces are ignored.

There is no limit to the number of items in a list for
Search Criteria.

Maximum limit of 1024 characters is applicable for Smart
Groups. The limit includes pre and post single quotes
appended for each list item.

All search items are strictly matched and case sensitive.
For example: Name with an in 1ist value of: Ann
Marie, Amy, Ang Will not match users Ann, Annie,
amy, Or Angela Jane.

equals, greater than, less than, or does not equal.

Only the characters 0-9 are allowed to be entered into the
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Field type Operator description

Value field.

Date fields on, after,orbefore

For date fields, the Value entry box will change to Date and
Time selection fields.

4. After the Operator is selected, enter the criteria value into the Value field.

Click the Save button to return to the Criteria Editor, which lists the search

criteria in the left section, and everything that meets the criteria in the right
section.

Users

» Criteria Editor

Criteria Filters Users (Filtered by Criteria)

Cven | o [ xon | oo SN over | 7 | s | oomims -
@, Show Disabled
I Name equals test

Name = Description Role

No Data found

6. Click Save to save these criteria and return to the previous screen.

7. If the Criteria Editor was accessed from the search drop-down, the search
text box contains the number of criteria applied.

[ v [ s - | 2comoets | @ o
1 criteria m

8. To remove the search criteria, click the red X.
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Viewing Individual User Details

From any list of users, double-click a user name to bring up the User Overview
page. See Viewing User Lists for instructions on viewing user lists.

Select the user name and click View Details, or double-click the user’s name, to
display the User Editor window.

Viewing User: Sys Admin 1

Overview

I I I e e e

Personal Information

Eull Name Sys Admin 1

Description Administration section

Primary Email Address sysadmin@example.com

External Key

Usernames sysadmin1@1000teamgroup.qa

Status

User Local Time 08:35 PM

Asia/Calcutta (Default)

Timezone

Active Notification Profile After Hours
Status Enabled

Role Customer User
Source ul
Preferences

Hotline Phone Number Use All Hotline Numbers

Preferred Voice Mary / English

=3

The User Editor window contains the following sections:

« User Overview — Lists basic user information, such as user names, email
addresses, and basic personal information. Some of these information is set
by default by an administrator using the Settings page. Other information can
be set per user by an administrator or team leader by editing the user
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account. See Editing User Details.

- Notification Devices — Lists the devices available for this user. The standard
device list is provisioned by Support, but custom devices can be configured,
disabled, enabled, or deleted for an individual user by an administrator, team
leader, or user with the necessary permissions. Users can usually edit this
information for their own user accounts. See Managing User Devices.

- Notification Profiles — Includes definitions of what devices are used to
deliver notifications to a user according to the time of the day, day of the
week, or holiday period when a notification is sent. See Customizing a Noti-
fication Profile.

o Notification Rules — Includes definitions of special time-periods (such as
Business Hours, Weekends, After Hours, or Holidays) and the notification pro-
files to be used when delivering notifications during those time-periods. See
Customizing Notification Profiles and Rules.

o« Group Membership — Lists groups of which the user is a member.
« Team Membership — Lists teams of which the user is a member.

. Time and Date Preferences — Lists the user’s time zone, business hours, and
weekend days. See Changing a User’s Time Zone, Business Days, and Work
Hours.

« Custom Fields — If any custom fields were imported for this user, they are lis-
ted in this section. Contact AlertFind Support to enable custom fields.

- Location Preference — This field is displayed only if Allow map based noti-
fications has been selected in the Default Company Settings table. It dis-
plays a map that allows the administrator or teamleader to view, enter, or edit
a user's location. See Enter or Change a User’s Location Preference.
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Managing Users

Administrators can manage users for their organization. AlertFind enables them to
create and delete users, edit used details, and customize notification and rules.

See also:
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Creating Users
Users can be added to AlertFind in two ways:

e« Support can import users. See Importing Users .

« New users can be manually added to AlertFind if this function is enabled.
See Creating Users Manually.

Importing Users

The most common and efficient way to import users into AlertFind is to have
Support import them. This method imports user accounts (including user roles and
permissions) and groups. Support can import a list of users from several sources:

« Most common database applications

« Human resource management systems

« Excel spreadsheets

« Aurea Messaging Solution (AMS) databases

« Business continuity or disaster recovery planning tools

Contact Support to determine if a data source is supported, and what preparations,
if any, must be made prior to the import.

Integrating AlertFind with Aurea Messaging Solution (AMS)

Users of Aurea Messaging Solution (AMS) can take advantage of its regular
synchronization with Active Directory to extend the data collection into AlertFind.
There are two steps in this method:

1. Directory synchronizations between Active Directory and the Aurea data cen-
ter take place according to the schedule established in the Aurea Messaging
Solution (AMS) SyncManager component.

2. In a separate process run each day in the data center, Aurea migrates selec-
ted Active Directory data to AlertFind.

Integrating Aurea Messaging Solution (AMS) and AlertFind this way allows you to
update your directory data as often as once per day, instead of the once per week
update schedule provided with non-integrated AlertFind. For more information on
AlertFind integration, refer to the Aurea Messaging Solution (AMS) Administrator
Guide or contact Support.

Creating Users Manually

If this function is enabled for your organization and you have the necessary user
management permissions, you can create a new user by using this procedure.

To create a user manually:

1. Verify that the team security context is correct. When a user is created manu-
ally, the user is automatically added to the current team. For more
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information, see Team Security Context.

From the left navigation menu, Administration section, click Users.

In the Users page, click New. A blank Create New User page appears.

4. Complete the Personal Information section.

1.

NOTE

Full Name — Enter the user’s full name as it should appear in the system.
This field is required.

Enter the user’s name in the same naming convention as all the other users in your
system, such as FirstName LastName Or LastName, FirstName. If you
switch conventions between imported and manually entered users, it will be
difficult for you to effectively sort user lists. This name is the name AlertFind
speaks in notifications. Therefore, fora LastName, FirstName convention,
AlertFind speaks the user’s name as “Smith, Joe.”

2.
3.

Description — Enter a description of this user. This field is optional.

Email — Enter the primary email address for this user. This address is
used for all password resets or reminders, even if other email addresses
are added to the user’s profile later. This field is required.

Map Default Email To — Choose an email address to be considered the
default email address for this user. Usually this is the work email address,
but each organization may choose another option.

. Assign this user one or more User Names. At least one user name is

required. Typically, a user’s user name is the same as the primary email
address.

1. Click the Usernames field to bring up the Username Editor. Use the
Add, Edit, or Delete buttons to perform user name actions.

2. For adding or editing a user name, first type in the portion of the user’s
email address that appears before the @ symbol, such as johnsmith
or john smith. AlertFind user names cannot include spaces, but they
can include most special characters, such as underscores (_) or exclam-
ation marks (!). Then select the domain for this email address using the
drop-down list. The domain is the part of the email address that
appears after the @ symbol, such as companyname.com.

3. Click OK to submit the user name changes.

. Complete the Status section.

1. Choose whether this new user will begin the Enabled or Disabled state.
Administrators, team leaders, or users with necessary permissions can
change this state at any time.

2. Choose a Role for this new user. For more information about user roles,
see Assigning User Roles.
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3. The Source field cannot be edited. It shows whether this user account

was created by an import function or manually through the user inter-
face (Ul).

7. Complete the Preferences section. These settings determine the voice
and language for notifications this user receives. The voice and language
users hear when they call into the Hotline is determined by the Hotline
phone number.

1.

Hotline Phone Number — From the drop-down list, choose use all hot-
line phone numbers available to your organization, or assign a specific
number for this user.

. Check Display hotlines in preferred language only to limit the hotlines

displayed in this section to those in the user’s preferred language.
Uncheck this box to display all available hotlines for the organization.

. Preferred Voice — From the drop-down, select the default voice and lan-

guage for the organization, or assign another for this user.

8. Complete the Authorization section.

1.

To set the user’s initial password, either check Generate Random Pass-
word or enter the initial password in the New Password and Confirm
Password fields. Any password must be at least 6 characters long and
contain letters or numbers.

. To set the user’s initial PIN, either check Use Default PIN (to use the

default PIN for the organization as configured by an administrator on
the Settings page), or enter the initial PIN in the New PIN and Confirm
PIN fields. PINs are a numeric value between 4 and 20 digits.

9. Click Save to create the new user.

Assigning User Roles

Each user account must be assigned a role: Administrator or User.

« Administrators can manage users and perform most functions granted to Aler-
tFind during provisioning. The exact set of information that administrators
can access is defined by the User Management settings in the company pro-
file, which is set up by Support during provisioning. Common administrator
functions include:

Creating new users

Editing user accounts

Defining and editing default contact information

Defining and editing groups and teams

Sending and monitoring the progress of notifications

Creating and editing incidents
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« Creating notification templates
o Editing customizable text in the AlertFind interface

« Users generally use AlertFind to receive notifications, and may also use the
Hotline and Hotline Pro. In some cases, users can log in to the AlertFind
interface to maintain their personal contact information.

« Team leaders are users who have been granted team permissions, that
enable them to perform additional functions within a specific team context.
There is no separate team leader role. See Permissions for more information.

Change a user’s role:

1. From any list of users, select a user name and click Edit. Alternatively,
double-click a user name to bring up the User Overview page, and click Edit
at the top of the User Overview page.

2. Under the Status section, choose the Role User or Administrator.

Status
User Local Time : 08:54 PM
Timezone : Asia/Calcutta (Default)
Active Notification Profile After Hours
Status * . ® Enabled (O Disabled
Role * : ® User (O Administrator
Source : Ui
NOTE

To make this user a team leader, assign team permissions under a specific team
context. See Granting Team Leader Permissions.

3. Click Save to save the changes.
Adding Users Using the API

The AlertFind Data Management APl can be used to create and modify user
information. See Data Management API.
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Editing User Details

Administrators can edit information in a user’s account, create team leaders and
assign permissions to control what types of information users can view and edit.

NOTE

Depending on company settings, administrators and team leaders may not be able
to change all fields discussed in this section. If you cannot access a field but need
to edit it, contact Support.

Editing Imported Data

Even if you import user data into AlertFind, you can change it using the AlertFind
web interface. However, changes may be overwritten by the next import if the
source data is not also updated. Also, imported user data cannot be changed using
AlertFind Web Services / APl interface.

IMPORTANT

Changes made manually in the AlertFind interface to imported fields, groups, and
teams are always overwritten with the next import unless that specific field is
excluded in the next import.

. If changes are made to user information through the AlertFind interface, the
best practice is to ensure that these changes are propagated back to the data
source.

« Passwords are the only exception to this rule. When a password is edited or
reset in the AlertFind interface, the link with the imported data source is
broken. To reset this password in the future, use the Change Password but-
ton on the User page.

Changing User Permissions

When a user is granted any specific permission, that user becomes a team leader
of the team in which the permissions are granted. See Permissions for information
on permissions, teams, and team leaders.

Changing Basic User Information
Information in basic user fields can be set in a number of ways. It can be:

« Imported into the user account.

« Propagated into the user account from the company defaults set in your organ-
ization’s company settings.

« Manually created or edited by an administrator with the necessary per-
missions.

« Manually edited by the user.

Administrators and Team Leaders with the necessary permissions can edit a user’s
basic information. See Permissions for additional information. Remember that if
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you manually edit this information and then these fields are reimported, any
manual changes you make will be lost. See Editing Imported Data.

To manually edit a user’s basic information:

1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. At the top of the User Overview page, click Edit. The Personal Information,
Status, and Preferences sections appear.

3. Depending on your permissions, you may be able to edit the following fields:

1. Full Name — Enter the user’s full name as it should appear in the system.
This field is required.

NOTE

Enter the user’s name in the same naming convention as all the other users in your
system, either FirstName LastName Or LastName, FirstName. If you switch
conventions between imported and manually entered users, it will be difficult for
you to effectively sort user lists.

The name you enter here is the name AlertFind speaks in notifications. Therefore,
if you use a LastName, FirstName convention, AlertFind speaks the user’s
name as “Smith, Joe.”

2. Description — Enter a description of this user. This field is optional.

3. Primary Email Address — Enter the primary email address for this user.
This address is used for all password resets or reminders, even if other
email addresses are added to the user’s profile later. This field is
required.

4. Map Default Email To — For the Primary Email Address entered, choose
the type of address. Usually, itis the Work Email address.

5. Assign a User Name to the user. One user name is required, more user
names can be assigned if needed. Typically, a user’s user name is the
same as the primary email address.

1.

Click the Usernames field name to bring up the Username Editor. Use
the Add, Edit, or Delete buttons to perform user name actions.

. To add or edit a user name, first type in the portion of the user’s email

address that appears before the @ symbol, such as johnsmith or

john smith. AlertFind user names cannot include spaces, but they
can include most special characters, such as underscores (_) or exclam-
ation marks (!).

Then select the domain for this email address using the drop-down list.
The domain is the part of the email address that appears after the @
symbol, such as companyname . com.

. Click OK to submit the user name changes.

AUREA CONFIDENTIAL 66



AlertFind Administrator Guide

6. Status — Use the Enabled or Disabled options to change the user status.

7. Role — Use the field to set a new role for this new user. For more inform-
ation about user roles, see Assigning User Roles.

8. The User Local Time, Active Notification Profile, and Source fields are
set by the system and cannot be changed.

9. Hotline Phone Number — Choose the user to use all hotline phone num-
bers available to your organization, or assign a specific number for this
user by choosing from the drop-down list.

NOTE

The language used when a user calls into a Hotline is determined by the language
associated with that Hotline phone number. To set another voice/language for a
Hotline, assign a different Hotline phone number to the user.

10. Check Display hotlines in preferred language only to limit the hotlines dis-
played in this section to those in the user’s preferred language. Uncheck
this box to display all available hotlines for your organization.

11. Preferred Voice — Accept the default voice and language for your organ-
ization, or assign another for this user by choosing one of the options
available in the list. The user’s preferred voice determines which lan-
guage is used for spoken and text-based notifications. By default, the
user’s preferred language and Hotline settings are propagated from the
default values set in your organization’s company settings. If you have the
necessary permissions, you can change users’ preferred language set-
tings.

12. Click Save to save the changes.
NOTE:

Like other user account details, these settings can be overwritten by a future
import process. See Editing Imported Data for additional details.

Changing a User’s Time Zone, Business Days, and Work Hours

Business days and work hours determine which notification profile is used for a
notification. By default, a user’s business days and work hours are propagated
from the default values set in your organization’s company settings. Administrators
and Team Leaders with the necessary permissions can edit a user’s settings for
these fields.

Like other user account details, these settings can be overwritten by a future
import process. See Editing Imported Data for additional details.

To change business days or work hours for a user:

1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. Click Time and Date Preferences from the list of User Editor options. The
Time and Date Preferences page appears.
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3. Click Edit.

4. You can accept the default time zone for your organization or choose another
time zone for the user’s location from the Time Zone drop-down list. To reset
the time zone to the organization default, click the Use Default button next to
the Time Zone field.

5. You can accept the default business hours for your organization or configure
custom hours for the user. To configure custom hours, use the Business
Hours Start and Business Hours End drop-down lists. To reset the user’s
business hours to the organization default, click the Use Default button next
to the Business Hours Start and Business Hours End drop-down lists.

6. You can accept the default weekend days for your organization or configure
custom weekend days for the user. To configure weekend days, check each
day that is a weekend day for the user. Unchecked days are considered busi-
ness days, and checked days are considered weekend days. To reset the
user’'s weekend days to the organization default, click the Use Default button
next to the Weekend Days check boxes.

7. Click Save to save your changes and return to the User Overview page.

Changing a User’s Password

Users use their passwords to log into AlertFind to access notifications, incidents,
or their user accounts. If you have the necessary permissions, you can change a
user’'s password.

To reset a user’s password:

1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. Click Change Password at the top of the User Overview page.

. Enter the new password into the New Password and Confirm Password
fields.

4. Click Save to save your changes and return to the User Overview page.

Changing a User’s PIN

Users use their PINs to access information in notifications or on the Hotline that
requires a PIN. If you have the necessary permissions, you can change a user’s
PIN.

To reset a user’s PIN:

1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. Click Change PIN at the top of the User Overview page.
Enter the new password into the New PIN and Confirm PIN fields.

4. Click Save to save your changes and return to the User Overview page.
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Enter or Change a User’s Location Preference

If Allow map based notifications has been selected in the Default Company
Settings table, you can map that user’s location in AlertFind.

To enter or change a user’s location in AlertFind:

In the left-hand menu bar Administration section, select Users.

2. On the Users page, double click the user whose location you want to enter or
edit.

3. In the User Overview window left-hand menu, select Location Preference. A
map is displayed. If the browser requests you to share your location, answer-
ing Yes centers the map at your current location.

4. In the Search Address text box, enter the user’s address. The location is
indicated by an icon on the map. You can grab the location marker icon (click
and hold) and move the icon to another location. For instance, if the user’s
location is unsearchable in Google maps, enter an address that is close to
their location and then grab the icon and move it to the desired location. If
you are changing locations, both the new icon and the old icon will be shown
until you click Save, which will cause the old icon to disappear. Only one loc-
ation can be active at a time.
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ation markers.

5. Click Save to save the location or click Remove all points to clear all loc-

6. Click OK to return to the Users page.
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Managing User Devices

Users can receive notifications on any device configured under the user’s account.
Devices include email accounts, telephones, fax machines, pagers, and SMS
devices. Each device in a user’s account must be configured with the necessary
contact information (such as the phone number for a telephone device) before the
device can receive notifications.

Standard devices are defined by Support when AlertFind is provisioned. Typically
this standard list contains one or more email addresses and telephone numbers.
Standard devices cannot be deleted from a user’s account, but they can be
disabled. Users with necessary permissions can create additional custom devices
for individual users.

The types of standard devices that you may see in users’ Notification Devices lists
include:

1. Phone Devices—Phone devices can receive voice notifications. Configure
phone devices using a telephone number, such as 555-555-1111.

2. Email Devices—An email device can receive email notifications using an
email address such as userl@genericorp.com. You can also send email
notifications to some cell phone devices by configuring an email device that
uses a cell phone email address, such as 5555551111@carrier.com.

3. SMS Devices—SMS devices can receive short text notifications sent through
an SMS gateway. Configure an SMS device using a telephone number, such
as 555-555-1111.

4. Mobile Email Devices—Mobile email devices can receive short email mes-
sages through an SMTP email gateway. These devices are different from reg-
ular email devices (such as BlackBerry or smart phone devices) in that they
usually display a limited number of characters for each message and they
cannot process graphics or attachments. In this way, messages sent to
mobile email devices function similarly to those sent to SMS devices. Con-
figure a mobile email device using a mobile email device email address, such
as 5555551111@carrier.com.

5. Pager Devices—Pager devices can receive short text notifications. Configure
pager devices using a telephone number, such as 555-555-1111.

6. Fax Devices—Fax devices can receive document-based notifications sent
from one fax device to another. Configure a fax device using a telephone num-
ber, such as 555-555-1111.

Information about each user’s devices appears in the user’s account in the
Notification Devices section of the User Overview page. On this page, new
devices can be added, enabled or disabled, and device information updated.

The status of each device in the listis indicated by the following text:

- Devices listed in all black text are configured and enabled, and are ready to
receive notifications.
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o Devices displaying Not Configured in red text cannot receive notifications
until they are configured. See Configuring a Standard Device.

. Devices listed in gray text with the label (disabled) next to the device name
are configured but disabled. These devices cannot receive notifications until
they are enabled. See Enabling or Disabling Devices.

Administrators and Team Leaders with the necessary permissions can:

o Configure a standard device—See Configuring a Standard Device.

« Add a new custom device—See Adding a New Custom Device.

. Edit, enable, or disable a device—See Enabling or Disabling Devices.
o Delete a custom device—See Deleting or Unconfiguring a Device.

Like other user account details, manual device changes can be overwritten by a
future import process. See Editing Imported Data for additional details.

Configuring a Standard Device

When a standard device is defined by the default company settings but is not
configured for a user, the name of the device appears in the Notification Devices
list in red text and with a Not Configured label. For the device to receive
notifications, the device must be configured.

To configure a standard device:

1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. Click Notification Devices from the list of User Editor options. The Noti-
fication Devices page appears.

3. Select the device to configure, then double-click it, or click the Edit/Con-
figure button. Provide the necessary configuration information in the dialog
box that appears.

Option Description

To add an 1. Type a valid Email Address. This field is required.
email 2. To add this device but disable it, click Disable at the top
address or of the page. The device will be added but will be unable to
WAP- receive notifications until itis enabled. See Enabling or
enabled cell Disabling Devices.
phone:

3. Click Save to return to the Notification Devices list.
To configure 1. Select US/Canada or Other. The Phone Number entry
a new voice field changes depending on your choice.
phone num- NOTE
ber:

The correct format for an Other phone number is:
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Option Description

[COUNTRY CODE] [CITY AREA CODE] [PHONE NUMBER].

To configure
a new alpha-
numeric or
numeric
pager num-
ber:

AUREA CONFIDENTIAL

Numbers that include '0' between the country code and the
city/area code are invalid in AlertFind. For example, the phone
number 44(0) 207 333 4444 is invalid.

However, a UK number such as 44 20 7333 4444 is valid. In this
example, the area code for London (20) is separated by spaces
from the rest of the phone number. AlertFind will eliminate
spaces so that number will become 442073334444,

2.
3.

Enter a valid telephone number. This field is required.

To set advanced dialing options required to reach this
phone device, check Use advanced dialing options and
set any advanced options.

NOTE

When AlertFind calls an office phone, it can encounter an
automated system that requires an extension number to be
dialed. AlertFind dials the extension and waits for the user to
pick up. If the time to connect is too long, then AlertFind
assumes the caller did not pick up and attempts to leave a
voicemail. The amount of delay depends on the PBX.

To add additional delays to the post-dial string to extend the
AlertFind time-out time, in the Use advanced dialing options
dialog box, insert additional commas (,) in the Post-dial field.
One comma indicates a pause of one second.

4.

o 01 AW N

To add this device but disable it, click Disable at the top
of the page. The device is added but will be unable to
receive notifications until it is enabled. See Enabling or
Disabling Devices.

. Click Save to return to the Notification Devices list.

. Select US/Canada or Other. The Pager Number entry field

changes depending on your choice.

Enter a valid pager number. This field is required.

Enter a PIN, if this pager requires one.

Select the Carrier from the drop-down list.

Set the Pager Type to either Alphanumeric or Numeric.

To add this device but disable it, click Disable at the top
of the page. The device will be added but will be unable to
receive notifications until it is enabled. See Enabling or
Disabling Devices.
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Option Description

7. Click Save to return to the Notification Devices list.

To configure 1. Select US/Canada or Other. The SMS Phone Number
a new SMS entry field changes depending on your choice.
device: 2. Enter a valid SMS Phone Number. This field is required.

3. Choose an option for Max Length Handling. Depending on
the maximum message lengths imposed by the message
carrier, you can choose to send all characters of a mes-
sage, split messages into multiple chunks, or to truncate
messages after a certain number of characters. For split-
ting or truncation options, you must provide the number of
characters allowed before messages are chunked or trun-
cated. Leave this field blank to use the default method for
your organization.

4. To add this device but disable it, click Disable at the top
of the page. The device will be added but will be unable to
receive notifications until itis enabled. See Enabling or
Disabling Devices.

5. Click Save to return to the Notification Devices list.
NOTE

« SMS messages have a 140-byte limit and are delivered in
140-byte chunks. To send messages larger than 140 bytes,
devices and carriers either truncate the message or send
the message in chunks of a specified length. Chunk sizes
are determined by the device, by the carrier or by user set-
tings. This means, if chunk sizes are not specified, for a
languages that use single-byte character sets (such as
English, Spanish, French, and German), only the first 160
characters of the message will be delivered. For lan-
guages that use double-byte character sets (such as Hindi,
Korean, Chinese, and Japanese) only the first 70 char-
acters of the message will be delivered.

o AlertFind sets chunking size defaults at 160 characters. If
your organization sends SMS messages using double-byte
character sets, you should consider changing these
defaults to 70 characters to ensure that the full messages
are delivered. In the Edit Standard SMS Device dialog
box, select Split message into smaller chunks
of: Then enter 70 in the characters number box and
click Save.

« The system measures a single chunk's size as the number
of characters in the message header, plus the number of
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Option Description

characters to convey the portion of the message subject or
message body. For example, each chunk includes the
header From {company notification system} (x of y) plus
part of user-defined subject or message. If the header
length is greater than the configured chunk size, the mes-
sage will not be sent.

To configure 1. Select US/Canada or Other. The Fax Number entry field
a new fax changes depending on your choice.
number: 2. Enter a valid Fax Number. This field is required.

3. To add this device but disable it, click Disable at the top
of the page. The device will be added but will be unable to
receive notifications until itis enabled. See Enabling or
Disabling Devices.

4. Click Save to return to the Notification Devices list.

To configure 1. Enter a valid Email Address for the mobile email device.
a new mobile This field is required.

email device: 2. Choose an option for Max Length Handling.

3. To add this device but disable it, click Disable at the top
of the page. The device will be added but will be unable to
receive notifications until it is enabled. See Enabling or
Disabling Devices.

4. Click Save to return to the Notification Devices list.

4. When you return to the Notification Devices list, the configured device now
shows up in all black text, without the Not Configured label. This device can
be added to a notification profile by following the instructions under Cus-
tomizing a Notification Profile.

You can keep this device configured but disable it to avoid receiving notifications
on it. See Enabling or Disabling Devices.

Adding a New Custom Device

Custom devices are devices that can be added to an individual user account if you
have the necessary permissions. Custom devices are different from the list of
standard devices that are included for all user accounts by default. See
Configuring a Standard Device for instructions on working with standard devices.

After a custom device is updated, it must added to the user’s personal escalations
for it to receive notifications.

To add a new custom device:
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1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. Click Notification Devices from the list of User Editor options. The Noti-
fication Devices page appears.

3. To add a new device, click New. A list of available devices appears.

4. Choose the device to add from the drop-down list, then follow the instructions
below for each type of device:

5. Provide the necessary information for the device as mentioned in the con-
figuration options table.

6. To add this device to this user’s personal escalations, see Customizing Noti-
fication Profiles and Rules.

Enabling or Disabling Devices

When viewing a user’s Notification Devices list, the disabled devices are listed in
gray text, with the label (disabled) next to the device name. These devices are
configured, but cannot receive notifications until they are enabled.

Devices listed in black text are enabled and can receive notifications. Disable
these devices to prevent notifications from being sent to them.

NOTE

This section assumes that you want to change a standard device that has already
been configured or a custom device that has already been added. For instructions
on those tasks, see Configuring a Standard Device or Adding a New Custom
Device.

To enable or disable a device:

1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. Click Notification Devices from the list of User Editor options. The Noti-
fication Devices page appears.

3. Select the device to enable or disable.

4. To enable a disabled device, click the Enable button at the top of the Noti-
fication Devices list. The enabled device is listed in black text.

5. To disable an enabled device, click the Disable button at the top of the Noti-
fication Devices list. The disabled device is listed in gray text, with the label
(disabled) next to the device name.

Deleting or Unconfiguring a Device

This section describes instructions for deleting or unconfiguring a device in a
user’s account. This process removes all information about the device.

To disable a device but preserve its configuration for later use, see Enabling or
Disabling Devices instead.
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To delete or unconfigure a device:

1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. Click Notification Devices from the list of User Editor options. The Noti-
fication Devices page appears.

3. Select the device that you want to delete or unconfigure.
4. Click the Delete/Reset button at the top of the Notification Devices list.

When you reset a standard device (those that your organization requires in every
user account), the configuration information for the device is removed, and the
device appears as Not Configured in the Notification Devices list.

NOTE

A standard device cannot be fully deleted. To use a disabled standard device,
reconfigure it using the instructions under Configuring a Standard Device.

When a custom device is deleted (one that you created in addition to the standard
list), it is completely removed from the Notification Devices list. To add the device
back to the list, follow the instructions under Adding a New Custom Device. When
you delete a device, all of its configuration information is lost, and you must
recreate it completely if you need to use it again. To preserve the device
information, but restrict it from use, see Enabling or Disabling Devices for
instructions on disabling a device.
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Customizing Notification Profiles and Rules

Notification profiles define the order in which devices should be contacted for a
notification and how much time should lapse between a notification being sent to
the next device in the list. By default, an organization populates user accounts
with a set of basic notification profiles. See Managing Default Notification Profiles
for information on creating, deleting, or editing default notification profiles.

Administrators and Team Leaders with permission can customize a user’s
notification profile. See Customizing a Notification Profile.

To remove customizations and reset the profile to the company default, follow the
instructions under Resetting a Notification Profile.

Like other user account details, manual changes made to a user’s notification
profiles can be overwritten by a future import process. See Editing Imported Data
for additional details.

Notification rules define which notification profile is used to contact users during a
notification sent at a specific time of day, day of the week, or holiday period.
Notification rules are generally organization-wide and are set by the administrator
using the Company Settings page. See Managing Default Notification Rules.

Customizing a Notification Profile

Most organizations define notification profiles that determine the order in which
devices should be contacted for a notification. A user’s default notification profile
can be modified so that notifications are sent to different devices, or in a different
order, or with a different amount of delay time between devices being contacted.

To customize a notification profile:

1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. Click Notification Profiles from the list of User Editor options. The Noti-
fication Profile page lists all of the notification profiles defined by your organ-
ization.

3. Select the profile to customize, then click Configure. The Edit Notification
Profile page appears. On the left side is the list of all possible devices and
delays that you can add to the profile. On the right side is the current list of
devices and delays defined for the profile.
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Edit Notification Profile x

Device list Profile: Business Hours

I Cell Phone = Business Hours
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Home Phone = Work Email
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& Work Email
Weork Phone

. To add a device or delay to the profile, drag it from the list on the left to the

list on the right, or double-click a device in the left column to add it to the list
in the right column.

. Toremove a device or delay from the profile, select it in the right list and

click Remove.

Click Save to save the customized profile. The profile now shows the label
(User Configured) in the Notification Profile list.

Resetting a Notification Profile

A customized notification profile can be reset to use the organization’s default
settings.

To reset a notification profile to the organization default:

1.

From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

Click Notification Profiles from the list of User Editor options. The Noti-
fication Profile page lists all of the notification profiles defined for the user
account. Any profiles that are customized show the label (User Configured)
in the Notification Profile list.

3. Select the configured profile to reset to company defaults, then click Reset.
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4. Confirm that you want to reset the profile. The profile is returned to the com-
pany defaults, and the (User Configured) label disappears from the Noti-
fication Profile list.
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Enabling or Disabling Users

Administrators and team leaders with necessary permissions can disable users to
hide them in the interface, prevent them from logging into AlertFind, and prevent
them from receiving notifications, even if they are members of groups used during
a notification event.

NOTE

To delete imported users, remove them from the next roster import. Imported users
cannot be permanently deleted through the web interface.

Disable a user:

1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. At the top of the User Overview page, click Disable. The User Overview
page refreshes and the Enable button is now active.

3. Click OK to return to return to the Users page.

By default, this disabled user no longer appears in the Users list. Click the Show
Disabled button to include disabled users in any user list.

Users
» User List

Enable a user:

1. From any list of users, click the Show Disabled button to include disabled
users in any user list.

2. Double-click a user name to bring up the User Overview page. See Viewing
User Lists for instructions on viewing user lists.

3. At the top of the User Overview page, click Enable.

The User Overview page refreshes and the Disable button is now active. The user
is now displayed in all user lists and can log into AlertFind and receive
notifications.
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Adding Users to Teams or Groups

Administrators and team leaders with necessary permissions can add users to
teams and groups. See Adding a User or Group to a Team or Add or remove group
membership for instructions.
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Deleting Users

Administrators and team leaders with necessary permissions can delete users
using the web interface.

However, if users are imported from another application, they must be removed
from the source application, otherwise they are repopulated in AlertFind when data
is next imported.

NOTE

e To delete imported users, remove them from the next roster import.

Imported users can be deleted using the AlertFind Administration web
interface, but the users will be re-imported if they are not also removed from
the import source data.

Imported users cannot be deleted through Web Services / API.

« When a user is deleted, the related configuration information is lost, and you
must recreate the user completely if required.

To preserve the user information, but restrict the use, see Enabling or
Disabling Users for instructions on disabling a user.

To delete a user, perform one of the following options:

Option 1 1. From any list of users, double-
click a user name to bring up the
User Overview page. See View-
ing User Lists" for instructions on
viewing user lists.

2. At the top of the User Overview
page, click Delete.

I S S I

Option 2 1. Verify the team context is set for
the desired team. For more
information, see Team Security
Context.

2. From the left navigation menu,
Administration section, click
Users.

3. Click the name of the user to be
deleted to select it. Use shift-
click to select a range of users,
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and control-click to select mul-
tiple users.

4. Click Delete at the top of the
Users page.

Users
> User List

Click OK to confirm the deletion.

Be aware that OK is the default option for the confirmation dialogue box, so be
careful when choosing users and using this feature, as deleted users cannot be
recovered.
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User Reports

This section includes the following topics:

User List Report (CSV)

User Detail Report (CSV)

Group Membership Report (CSV)
Team Membership Report (CSV)
Other User Reports

AUREA CONFIDENTIAL

AlertFind Administrator Guide

85



AlertFind Administrator Guide

User List Report (CSV)

Administrators and team leaders with necessary permissions can download a list
of all users in the current team context.

To download a user list report:

1. Verify the correct team context. For more information, see Team Security Con-
text.

2. On the navigation bar, click Users. The Users page appears.

Near the top of the Users page, click Download, then select User List Report
from the drop-down list.

Users

» User List

a s

& Detail Report

& User List Report

4. In the File dialog box that appears, choose to open or save the file. By
default, this file is called User List.csv. Rename the file to indicate
which user list you are downloading. Follow the dialog box instructions to
save or open the file.

The user list report contains the following information for each user:

« Name

o Description

o Primary Email Address

« External key

o« User name

. Data Source

« Role (Administrator or User)
o Status (enabled or disabled)
« Hotline assignment

« Time zone

« Weekend days

o Business hours

o For each standard device:
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o Device information (such as phone number or email address)
o Device status (enabled or disabled)
« Advanced settings (such as dialing rules)

e Custom devices for the user
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User Detail Report (CSV)

Administrators and team leaders with the necessary permissions can download a
user detail report for the selected user.

To download a user detail report:

1. Verify the correct team context. For more information, see Team Security Con-
text.

2. On the navigation bar, click Users. The Users page appears.
3. In the user list, select the user whose details you want to download.
NOTE

User Detail reports can also be downloaded from the User Detail page by clicking
Download at the top of the User Account section.

4. On the Users page, click Download > Detail Report from the drop-down list.

Users

» User List

s

& Detail Report

& User List Report

5. In the File dialog box that appears, choose to open or save the file. By
default, this file is called [user name].csv. Follow the dialog box instruc-
tions to save or open the file.

The user detail report contains the following information for the selected user:

« Name
o Description
« System access information:
« User names
o Hotline assignment
« Primary email address
« External key
o Status (enabled or disabled)
« Personal information:
« Time zone

o Preferred voice/language (locale settings)
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« Weekend days
o Business hours
. Data management information:
o Source (imported or manually created)
« Role (Administrator or User)
« Permissions
o For all devices (standard or custom):
« Device name
o Device type
o Device status (enabled or disabled)
o Device address (such as phone number or email address)
o« For each personal escalation:
o Escalation name
« Custom escalation (yes or no)
« Escalation description

« Escalation steps
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Group Membership Report (CSV)

Administrators and team leaders with the necessary permissions can download a
group membership report for a selected user.

To download a group membership report:

1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. Click Group Membership from the list of User Editor options. The list of
groups the user belongs to appears.

3. Click Download. The File dialog box appears.

4. Choose to open or save the file. By default, this file is called
Group Membership.csv for all users. Rename the file to indicate which
user’s report you are downloading. Follow the dialog box instructions to save
or open the file.

The group membership report contains the following information for each group the
user is a member of:

o« Group name

o Group type (such as Broadcast Group or Escalation Group)

AUREA CONFIDENTIAL 90



AlertFind Administrator Guide

Team Membership Report (CSV)

Administrators and team leaders with the necessary permissions can download a
team membership report for the selected user.

To download a team membership report:

1. From any list of users, double-click a user name to bring up the User Over-
view page. See Viewing User Lists for instructions on viewing user lists.

2. Click Team Membership from the list of User Editor options. The list of teams
the user belongs to appears.

3. Click Download. The File dialog box appears.

4. Choose to open or save the file. By default, this file is called
Team Membership.csv for all users. Rename the file to indicate which
user’s report you are downloading. Follow the dialog box instructions to save
or open the file.

The team membership report contains the name of each team the user is a member
of.
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Other User Reports

If Support provisions this feature for your organization, you can view a number of
web-based user reports. See User Reports.
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AlertFind Recognized SMS Commands

AlertFind end-users with enabled SMS devices have the ability to send SMS
commands to their AlertFind contact number. When these unsolicited text
messages are received, AlertFind automatically responds. At this time, two
commands are recognized: Help and Unsubscribe.

AlertFind uses the short code 55626 as the cell phone "address" when sending or
replying to an AlertFind text.
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‘Help’ SMS Command

The Help command is an SMS message containing one of the following values:
o« English - help
e French-info oraide

Commands are not case sensitive.

When the AlertFind contact number receives one of the above commands,
AlertFind responds to the Help message with instructions to call a phone number,
which by default is set to the customer's Caller ID, but may be customized to
another phone number.

AUREA CONFIDENTIAL 94



AlertFind Administrator Guide

‘Unsubscribe’ SMS Command

The Unsubscribe command is an SMS message containing one of the following
values:

Language Command

English e unsubscribe
e stop
e end
e quit
e cancel

French e arret

Commands are not case sensitive.

When the AlertFind contact number receives one of the above commands, it
responds by:

« Sending a confirmation SMS to the device indicating that no further mes-
sages will be sent.

« Sending an email to the user's primary email address indicating that the
device has been disabled.

o Disabling the associated device within AlertFind so no further SMS mes-
sages can be sent to the device.

To resubscribe to SMS messages, the user must contact their AlertFind
administrator to have the SMS device enabled. See Enabling or Disabling Devices.
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Teams and Permissions

Teams are hierarchical and can be used to replicate an organization’s structure or
manage the scope of recipients to which team leaders can send notifications. A
team can have no leader or multiple leaders. If an individual team has no leader,
then only an administrator or leader of a higher level (parent) team can perform
certain team actions.

Permissions provide security by controlling the data that team leaders can view
and actions that they can perform. Administrators have full permissions on team
information; team leaders have a subset of permissions on team information; users
have no permissions on team information.

If users are allowed to update their own personal contact information, they do this
on the My Account page, which does not require team permissions.
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Team Hierarchy

Teams are based on a hierarchical structure. In the team hierarchy, a higher level
team is called the parentteam. The Global Team is the highest-level parent team.
Sub-teams of a team are called child teams. Teams must contain at least one user,
and can contain both broadcast and escalation groups.

Teams can be combined with permissions to tightly control the actions individuals
can perform and the information they can view. For example, one team leader
might be granted permission to send notifications and another team leader
permission to manage public data for team members.

Team leaders carry their permissions in the parent team to a child team through
inheritance. An exception to inheritance occurs when the leader is explicitly added
to a sub-team. In this case you can remove permissions.

Team Hierarchy Example

Republic Bank has three regional offices, each of which has its own manager and
support staff. Each region includes three branch offices. In addition, Republic
Bank uses cross-regional teams to address areas of concern to all employees such
as disaster recovery and business continuity planning.

To control access to employee data, Republic Bank creates a team for each region,
and then creates sub-teams for each branch. Each branch manager is made a team
leader for his branch and is granted permission to send notifications to his branch.
He does not have permission to send notifications to other branches in his region
or in other regions.

The regional managers are leaders of regional teams, which contain the branch
teams. The regional manager is a team leader for his region and can send
notifications to all of the branch sub-teams in his region. He cannot send
notifications to branches that are outside of his region.

In addition, Republic Bank creates a disaster recovery team. This team consists of
one member from each branch. The leader of the disaster recovery team has
permission to send notifications to the disaster recovery team only.

The Global Team leader can send notifications to everyone.
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Global Team

Northeast Region Team

Albany NY Branch Sub-Team
Hartford CT Branch Sub-Team
Kennebunkport ME Branch Sub-Team

Mid-Atlantic Region Team

Blacksburg VA Branch Sub-Team
Harper’s Ferry WV Branch Sub-Team
Statesville NC Branch Sub-Team

South Atlantic Region Team

Alpharetta GA Branch Sub-Team
Dothan AL Branch Sub-Team
Kendal FL Branch Sub-Team
Disaster Recovery/Business

Continuity Team
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Team Security Context

Team security contextis the team a user is currently accessing within AlertFind.
Because team leaders can have different permissions on different teams, the team
security context under which they are operating determines what actions they can
take in AlertFind.

Using the hierarchy example, a branch manager has Send Notification
permission on the branch team but not on the regional team. When the branch
manager is working under their regional team context, the manager is unable to
send notifications. When the manager switches team security context to a branch
team, the manager can send notifications to branch team members.

Check your team security context:

Your current team security context is displayed on left-hand side of the navigation
bar.

| AlertFind | Impersonating: | Welcome, AlertFind Support |

TIP

If at any point you see fewer or more groups, users, or options in the system than
you expect to see, double-check your team context.

Change your team security context:
To change team security context:

1. From the top navigation bar expand the Teams drop-down menu.

2. Click the desired team name to make it the active team security context.
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Permissions

Permissions control which information and actions are available to team leaders.
Team leaders can have different permissions on different teams. Team leaders
need not be members of the teams of which they are leaders.

Inherited leaders are leaders who were granted permissions on one or more of the parent teams of this team. Inherited
leaders have the same permissions on this team as they have on the parent team(s).

Name SN VR CN MI o]} Vi MT MG MU VP MP MA 5P MH VW

Permission Legend

« SN: Send Notification

« VR: View Results

« CN: Cancel Notification

« MI: Manage Templates

« 0I: Open From Template

« VI View Template

« MT: Manage Sub-teams

« MG: Manage Groups

« MU: Manage Public User Data
= VP: View Private User Data

« MP: Manage Private User Data
« MA: Manage Access (passwords, pins, user names, enable/disable)
= SP: Set Permissions

« MH: Manage Hotlines

« VW: View Web Reporting

Administrators have all permissions across all teams. Users have no team
permissions by default. To make a user a team leader, the user must be granted
one or more team permissions. The following icons indicate permission status:

Icon Indicator Meanings

green The permission is granted.
check
mark
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Icon Indicator Meanings

orange The permission is granted through inheritance. See Team
L4 . . . . .

check Hierarchy for more information about inheritance.

mark

red X The permission is not granted.

Each team leader permission grants specific abilities.

Label Permission Ability Granted Also Requires

Permissions and Access Permissions

MA Manage Edit account authentication methods
Access (passwords, PINs), and status for
any user on the team.

SP Set Edit permissions for any user on the
Permissions team with equal or lesser
permissions.

Group and Team Permissions

MT Manage Create sub-teams and manage users
Sub-Teams on the sub-team. Manage groups
and reports for teams and sub-

teams.
MG Manage Create, edit and delete groups
Groups within a team. Create Smart Groups.

User Data Permissions

MU Manage Edit public information for any user
Public User on the team.
Data

VP View View private information for any user
Private on the team.
User Data

MP Manage Edit private information for any user. VP
Private
User Data

Notification Permissions

SN Send Send notifications and create VR
Notification incidents.
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Label Permission Ability Granted Also Requires
VR View View notification information and
Results Hotline Poll results. View and

archive incidents.

CN Cancel Cancel in-progress notifications. VR
Notification

Incident and Notification Template Permissions

Ml Manage Manage templates. VR is required to
Templates enable Save as
notification
template
Ol Open from Open a template. VI and VR
Template
Vi View View templates.
Templates

Hotline Pro Permissions

MH Manage Use Hotline Pro features.
Hotline

Web Reports Permissions

VW View Web View web reports, if enabled for your
Reports organization.
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Granting Team Leader Permissions
NOTE

Permissions are inherited. For example, if a team leader has a permission on a
parent team that has child teams (sub-teams), the team leader has the permissions
of the parent team on the child teams.

It is not required that a team has a leader. In this case, only an administrator or a
leader of a parent team can perform actions on the team. Teams can also have
multiple leaders, each with different permissions. It is not required that the leader
be a member of the team of which he is a leader. For more information about
permissions, see Permissions.

Users become team leaders when they are assigned any permission on a team. As
such, they can be leaders of multiple teams and may have different permissions on
each team.

Team leaders can view the Global Team only if they are made leaders of the
Global Team. For example, an administrator can make a user a global leader with
permission to only send notifications without having permission to manage public
user data.

Team leaders can be created in two ways:

« By an administrator or a parent team leader assigning permissions on the
user Account page. See View permissions on the User Account page.

« By an administrator or a parent team leader making the user a team leader
through the Create Team wizard. See View permissions on the Team page.
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Viewing Permissions
Permissions can be viewed in two places:

« On the User Account page (permissions can also be edited in this location)
« On the Team page (this is a view-only page)
View permissions on the User Account page

1. Select the appropriate Team Security Context. Team permissions are based
on the current Team Security Context. See Change your team security con-
text.

2. From the left navigation menu Administration section, click Users.

3. Locate the desired user, and either double-click it or highlight it and click
View Details.

4. Click the View Permissions button.

User Overview

The Permissions on Team [active team name] window appears.

View Permissions x

# Edit

+ Send Notification

+ View Results

+ Cancel Notification

+ Manage Templates

+ Open From Template

+ View Template

+ Manage Sub-teams

+ Manage Groups

* Manage Public User Data
+ View Private User Data

* Manage Private User Data
* Manage Access (passwords, PINs, usernames, enable/disable)
% Set Leader Permissions
* Manage Hotliness

® View Web Reports
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5. If you have permission to edit a team leader’s permissions on this team, click
Edit to add or remove permissions.

View permissions on the Team page

1. From the left navigation menu Administration section, click Teams.

2. On the My Teams page, click the name of the team to view team leader per-
missions.

3. Under the Leaders section, the leaders are listed with indicators showing the
permissions they have.

See here for a list of permission status indicators. See here for more information
on specific permissions. See Changing Permissions for further information.

Inherited leaders are leaders who were granted permissions on one or more of the parent teams of this team. Inherited
leaders have the same permissions on this team as they have on the parent team(s).

Name SN VR CN MI o]} Vi MT MG MU VP MP MA 5P MH VW

Permission Legend

« SN: Send Notification

« VR: View Results

« CN: Cancel Notification

« MI: Manage Templates

« OI: Open From Template

« VI View Template

« MT: Manage Sub-teams

« MG: Manage Groups

« MU: Manage Public User Data
« VP:View Private User Data

» MP: Manage Private User Data
« MA: Manage Access (passwords, pins, user names, enable/disable)
= SP: Set Permissions

« MH: Manage Hotlines

« VW: View Web Reporting
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Changing Permissions
Administrators can manage the permissions of all users and team leaders.

Team leaders granted Set Permissions (SP) permission for a team can manage
permissions of members of that team.

To add or remove permissions for a team member:

1. From "View permissions on the User Account page", perform steps 1 through
6 to navigate to the permissions page for the desired team member.

2. Click Edit. By default, all permissions except Manage Permissions (MP), Man-
age Access (MA), and View Web Reports (VW) are preselected.

View Permissions x

Permissions Send Notification

View Results

Cancel Notification

Manage Templates

Open From Template

View Template

Manage Sub-teams

Manage Groups

Manage Public User Data

#| View Private User Data
Manage Private User Data
Manage Access (passwords, PINs, usernames, enable/disable)
Set Leader Permissions
Manage Hotliness
View Web Reports

L4
L4
Ld
Ld
Ld
Ld
Ld
Ld

3. To grant team leader permissions to a team member, add or remove the appro-
priate permissions by checking or unchecking each check box, leaving at
least one box checked.

To remove team leader permissions from a current team leader, uncheck all
check boxes.

4. Click Save to save the changes.
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Managing Teams

This section describes the procedures for specific team management tasks, such
as creating, editing, or deleting teams and adding or removing team members.
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The Global Team

The Global Team is the highest level team for an organization. It contains all of the
users, groups, and teams in the organization. By default, all administrators are
considered team leaders for the Global Team. Non-administrator users can also be
made Global Team Leaders by being granted the necessary permissions on the
Global Team.

TIP

When a user is added to a group at the Global Team level, the user becomes a
member of every team that contains that group.

Granting Global Team Leader Permissions

Any team leader for the Global Team with Set Permissions (SP) permission on the
Global Team can make other users Global Team leaders, granting the new team
leader all or some of the permissions that the granting leader has.

Grant or remove Global Team leader permissions for a user

1. Verify that you are in the Global Team context. (See Check your team secur-
ity context for information.)

From the left navigation menu Administration section, click Users.

Locate the desired user, and either double-click it or highlight it and click
View Details.

4. Click the View Permissions button. The Permissions on Team Global win-
dow appears.

5. Click Edit. The Change Permissions for User page appears.

6. Carefully examine the checked and unchecked permissions. Check or clear
check boxes to add or remove the specific Global Team Leader permissions
to assign to this user. See status indicators and Permissions for more inform-
ation.

7. Click Save to save the selected Global Team Leader permissions to the user.

This affects team leader permissions only on the Global Team. The user does not
inherit permissions for any sub-teams. The user must be explicitly granted team
leader permissions for those teams separately.

Creating Sub-Teams of the Global Team

Any top-level teams created in the system are sub-teams of the Global Team and
cannot be removed from the Global Team. Users retain all the same permissions
on the sub-team as they have on the Global Team. Team leader permissions can
be granted on these sub-teams to allow other members of the organization to
manage these teams on your behalf.

To create a new sub-team of the Global Team:
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1. From the left navigation menu Administration section, click Teams.

2. In the My Teams section, click Add Team to Global. The Team Definition wiz-
ard is displayed.

Team
» Team list
© Add Team to Global &£ Download
Name Contains -
Description Contains - n

Team

> Add team

Step 3

[Team Definition (Step 1 of 3): Define Team Membership

Name Sales Description : Sales team

Select the users and groups to be members of this team. Team members only receive notifications and have no administrative permissions. To add members, select users
or groups on the left panel and click the Add button. To remove members, select users or groups in the right panel and click the Remove button. Team leaders are not
required to be team members and will be defined in the next step

Broadcast Group Smart Group scalation Group Members
MName
MName N
Y - Broadcast Group 1 -
Broadcast Group 2 +
Pages 1 of 1 Total : 1 Page Searct [ Match Case

3. Type a name and description for this team. The team name is required.

4. Enter a description for this team. The description is optional.
5. Add users and groups as members of the team.

Selkect users and groups from any of the tabs displayed (Users, Broad-
cast Groups, Smart Groups, or Escalation Groups). Use the search

fields provided to search by name or filter using the Criteria Editor. See
Filtering Lists for instructions on using search and Criteria Editor tools.
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Lo&ate the user or group to add, select it and click Add. The user or
group is added to the Members list.

Whe&n the member list is complete, click Next.

6. Select the team leaders for this team.

Team

> Add team

[Team Definition (Step 2 of 3): Define Team Leadership

Select users to be leaders of this team. Team leaders have administrative permissions such as Send Motification, Manage Public User Data, and Open Incident from
Incident Template. To add leaders, select users on the left panel and click the Add button. To remove leaders, select users in the right panel and click the Remove button.

Leaders
Users

i -

Name
© () & PeterPattern -
Name
Micro Soft +
Adele Dell +
Pages 1 of1 Total : 2 Page Search O Match Case
4= Previous Next < 3 Cancel

1. From the list of users, select a user and click Add to move the user into
the Leaders list. Leaders can be selected from the users who are members
of the parent team.

2. Each leader is automatically granted the default set of team leader per-

missions. To grant or remove permissions, click the plus sign H next to the
leader whose permissions you want to change and check or clear check
boxes to grant or remove specific permissions.

3. When all the team leaders are added and permissions configured, click
Next.

7. The Team Definition page appears, listing the team name, members, and
leaders (with their permissions). Verify the definitions and set-up are cor-
rect. If not, click Back to return to the previous screen and edit the team.

8. Click Save to save the new team.

To create additional sub-teams for this team, see "Creating Sub-Team of Existing
Team". Any team leader who is granted Manage Sub-Teams (MT) permissions can
also create sub-teams for this team.
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Creating Sub-Team of Existing Team

Users granted Manage Sub-Teams (MT) permissions on a team can create sub-
teams (child teams) under the original team (parent team). Users inherit the same
permissions on the sub-team that they have on the parent team.

To create a new sub-team of an existing team:

4.
5.

From the left navigation menu Administration section, click Teams.

. On the My Teams page, click the name of the team under which you want to

create a sub-team. The team information appears.

. Scroll to the bottom of the page to the Sub-Teams section. Click Add Team.

The first page of the Team Definition Wizard appears.
Type a name and description for this team. The team name is required.

Add users or groups as members of the team.

NOTE

Only users, broadcast groups, Smart Groups, and escalation groups available to
the parent team can be added to this sub-team.

1. Users and groups can be selected from any of the tabs displayed (Users,
Broadcast Groups, Smart Groups, or Escalation Groups). Use the search
fields provided to search by name or filter using the Criteria Editor. See
Filtering Lists for instructions on using search and Criteria Editor tools.

2. Locate the user or group to add, select it and click Add. The user or group
is added to the Members list.

3. When the member list is complete, click Next.

. Select the team leaders for this team.

1. From the list of users, select a user and click Add to move the user into
the Leaders list. Leaders can be selected from the users who are members
of the parent team.

2. Each leader is automatically granted the default set of team leader per-

missions. To grant or remove permissions, click the plus sign @ next to the
leader whose permissions you want to change and check or clear check
boxes to grant or remove specific permissions.

3. When all the team leaders have been added and permissions configured,
click Next.

. The Team Definition page appears, listing the team name, members, and

leaders (with their permissions). Click Save to save changes, or click Back to
return to the previous screen and edit the team before saving it.
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Editing Team Information, Members, and Leaders

If users have been granted the necessary permissions on a team, they can edit the
team name, description, members list, team leaders list, and team leader
permissions using this procedure.

To edit team information:

1. From the left navigation menu Administration section, click Teams.

4.
5.

. On the My Teams page, click the team name you want to edit. The team

information page appears.

If you have the necessary permissions to edit this team, an Edit button
appears in the Team Information section at the top of the page. Click Edit.
The Team Definition Wizard appears.

Edit the team name and description. A team name is required.

Add or remove users or groups.

NOTE

Only those users, broadcast groups, smart groups, and escalation groups that are
available to the parent team can be added to this sub-team.

1.

4.

. Add or remove team leaders, and grant or remove additional team leader per-

To remove users and groups, select a user or group in the Members list
and click Remove.

. To add users and groups, locate the user or group using any of the tabs

displayed (Users, Broadcast Groups, Smart Groups, or Escalation
Groups). Use the search field provided to search by name or filter using
the Criteria Editor. See Filtering Lists for instructions on using search and
Criteria Editor tools.

Locate the user or group to add, select it and click Add. The user or group
is added to the Members list.

When the member list is complete, click Next.

missions.

1.

4.,

To remove a team leader, select the leader in the Leaders list and click
Remove.

. To add a leader, select a user from the available list of users and click

Add to move the user into the Leaders list.

. To grant or remove permissions for a leader, click the plus sign @ next to

the leader whose permissions you change and check or clear check boxes
to grant or remove specific permissions.

When the Leaders list and leader permissions are configured, click Next.

The Team Definition page appears, listing the team name, members, and leaders
(with their permissions).
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7. Click Save to save changes, or click Back to return to the previous screen
and edit the team before saving it.
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Adding a User or Group to a Team

An administrator can add an existing user, broadcast group, escalation group, or
Smart Group to a team or create any of these on a team.

To add a user or group to a team:

1. From the left navigation menu Administration section, click Teams.

2. Click the name of the team to which you want to add the user or group. The
Team page appears.

3. Click Edit.

Team

> Add team

[Team Definition (Step 1 of 3): Define Team Membership

Name I gales Description :  galesteam

Select the users and groups to be members of this team. Team members only receive notifications and have no administrative permissions. To add members, select users
or groups on the left panel and click the Add button. To remove members, select users or groups in the right panel and click the Remove button. Team leaders are not
required to be team members and will be defined in the next step.

BroadcastGroup  Smart Group scalation Group Members

Name

Name

i Broadcast Group 1 -
Broadcast Group 2 +
Pages 1 of 1 Total : 1 Page Searct [ Match Case
Next < *® Cancel

NOTE

Only users, broadcast groups, Smart Groups, and escalation groups available to
the parent team can be added to a sub-team.

4. To add users and groups, locate the user or group using any of the tabs dis-
played (Users, Broadcast Groups, Smart Groups, or Escalation Groups).
Use the search fields provided to search by name or filter using the Criteria
Editor. See Filtering Lists for instructions on using search and Criteria Editor
tools.

5. Locate the user or group to be added, select it and click Add. The user or
group is added to the Members list.

6. When the member list is complete, click Next.
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7. To make a user a team leader, select the name and click Add to move it to
the leaders column. You cannot grant team leader permissions to groups.

8. When the Leaders list and leader permissions are configured, click Next. The
Team Definition page appears, listing the team name, members, and leaders
(with their permissions).

9. Click Save to save your changes, or click Back to return to the previous
screen and edit the team before saving it.
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Deleting a Team
The Global Team cannot be deleted.

Company settings determine if other teams can be deleted, and if so, by whom. A
user can only delete teams for which they have been granted the necessary
permissions.

When a team is deleted, the following actions occur:

« All notifications and incidents are canceled, assigned to the Global Team,
and then placed in the Global Team archive.

o All associated notification templates are deleted.
« All team-specific groups are deleted.
« All sub-teams are deleted.

o All leader-specific permissions for leaders of the team are revoked; however,
any permissions granted to the leaders on other teams remain in effect.

NOTE

A team that has archived notifications cannot be deleted. All notifications must first
be unarchived and then delete the team.

To delete a team:
CAUTION

When a team is deleted, it cannot be recovered. The team will have to be
recreated, if it is needed again later.

From the left navigation menu Administration section, click Teams.
Navigate to the team to be deleted and click the team name.

If you have the necessary permissions to delete this team, a Delete button
appears in the Team Information section at the top of the page.
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Team

» View Team

Team Information

s

Name : Sample Team
Description : Desc
Source : Imported from MessageOne EM5S

4. Click Delete. A confirmation page appears.
5. Click Yes to delete the team or No to cancel the action.

If you click Yes, the Teams page is refreshed and the team is no longer listed.
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Changing Team Greeting

On the Teams page, the Team Greeting panel provides the option to change the
individual team’s greeting.

Each team’s Vvoice Team System Name and From Email Address variables
default to the customer-level settings. To override these values, on an individual
team basis, edit the Team Greeting. Deleting the Team Greeting resets the team
greeting back to its customer-level default values.

NOTE

« Because the Global team uses the customer’s default values, its Team Greet-
ing cannot be overridden on the Team Greeting page. To change the Global
team’s greeting, change the default values in Application Settings > Edit >
Notification Parameters.

« Any change made to a team’s Team Greeting is limited in scope to that indi-
vidual team and are not propagated to sub-teams. If a sub-team’s greeting
must match the parent-team, each sub-team’s Team Greeting should be
changed.

. If a Team Greeting has been changed, but the customer-level greeting is still
being played, determine if a custom prompts file(s) is being used (see Cus-
tomizing Prompts), and if the custom prompts file(s) contain any of the fol-
lowing prompts:

e voice.outbound.greeting
e voice.notificationrecord.greeting
e voice.hotline.greeting

e voice.answeringmachineafterbeep.greeting

If so, the prompt values in the custom prompts files overrides values in the default
prompts file and the values specified in the Team Greeting section.

To resolve this conflict, either download an updated version of the prompts file and
update it again with your organization’s customizations, or add the following logic
to the above prompt values in all your custom prompts files:

Hello. This is the <#if notification.team?? &&
notification.team.voiceNotificationSystemName?has _
content>${notification.team.voiceNotificationSystemName}<fels
e>

${customer.voiceNotificationSystemName}</#if> calling for
S{user.name}

Change a team’s ‘System Name’ and ‘From Address’ greeting values

1. From the left navigation menu Administration section, click Teams.

2. From the list of teams, click the name of the team that needs its Team Greet-
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3. In the Team Greeting pane, click the Edit button.

Team Greeting

Voice Team System Name

From Email Address

By default team "Voice System Mame' and 'From Email Address' are the same as the ones used at customer level. To override these
values, edit team greeting. Deleting team greeting resets the greetings to default values.

CustSystemMS02

admin@test.com

4. Enter new values in either or both Voice Team System Name and From

Email Address fi
5. Click OK.
The Teams page is di

Reset Team Greeting va

elds.

splayed containing the new values.

lues to default

1. From the left navigation menu Administration section, click Teams.

2. From the list of teams, click the name of the team that needs its Team Greet-

ing changed.

3. In the Team Greeting pane, click the Delete button, to reset values back to

customer-level d
4. Click OK.

The Team Informatio
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Team Reports
This section describes the following:
o« Global Team Report (CSV)
« My Teams List (CSV)
o Specific Team Reports (CSV)
o« Other Team Reports
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Global Team Report (CSV)

If a user has the necessary permissions on the Global Team, they can download a
CSV file containing information about the Global Team.

To download the Global Team report:

1. From the left navigation menu Administration section, click Teams.
2. From the list of teams, click Global.
3. On the Team Information page, click Download. A file dialog box appears.

Team

> View Team

Team Information

s

Name : Sample Team
Description : Desc
Source :  Imported from MessageOne EMS

4. Open or save the file. By default, this file is called Global.csv.
Follow the dialog box instructions to save or open the file.
The Global Team report contains the following information:

o A list of team members and whether they are enabled or disabled.

o Alist of team leaders, whether they are enabled or disabled, and a list of
their team permissions.

o« A list of all sub-teams.
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My Teams List (CSV)
From the My Teams list, a CSV report that lists all your teams can be download.
To download a list of all your teams:

1. From the left navigation menu Administration section, click Teams.

2. On the My Teams page, click Download. A file dialog box appears.

Team

» Team list

Name Contains -

Description Contains - n

3. Choose to open or save the file.

By default, this file is called AlertFind Teams.csv. Follow the dialog box
instructions to save or open the file.
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Specific Team Reports (CSV)

If a user has the necessary permissions on a team, they can download a CSV file
containing information about the team.

To download a team report:

1. From the left navigation menu Administration section, click Teams. The My
Teams page appears.

2. Select the desired team. The Team page appears.

In the Team Information section of the Teams page, click Download. A file
dialog box appears.

4. Choose to open or save the file. By default, this file is called [team] .cswv,
where [team] is the name of the team. Follow the dialog box instructions to
save or open the file.

The team report contains the following information:

The name of the team.

A list of team members and whether they are enabled or disabled.

A list of team leaders, whether they are enabled or disabled, and a list of
their team permissions.

A list of all sub-teams.
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Other Team Reports

If Support provisions this feature for the organization, a number of web-based team
reports can be viewed. See Team Reports.
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Groups

A group is a collection of users, or a combination of users and groups, to which
notifications can be sent. Groups can be created before an incident, or while an
incident is occurring.

The most common type of group is the Broadcast Group, which sends a notification
simultaneously to all members of the group.

NOTE

When adding a user to a group, the user becomes a member of every team
that contains that group.

If a user is a member of a team because he/she is a member of a group on
that team, and he/she is later removed from the group, his/her team mem-
bership is also removed.

If there is overlap when building groups that include a combination of users
and groups, AlertFind sends the notification to each user only once.

Some examples of groups are:

Regional or branch office personnel
Information technology staff

Executives

Business continuity or disaster recovery unit
Virus response group

All employees

AlertFind administrators can view all groups. Team leaders can view groups
specific to their team or teams, or any sub-teams of those teams.
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Group Quick Launch IDs

For companies with the Hotline or Hotline Pro feature enabled, Broadcast Groups
and Escalation Groups can be assigned a Group Quick Launch ID. Administrators
and team leaders with appropriate permissions can use their telephone to send
Hotline announcement notifications to a group using its assigned Group Quick
Launch ID.

A Group Quick Launch ID is a number that can be entered on the telephone
keypad, and is assigned when the group is created. Group Quick launch IDs must
consist of alphanumeric characters only. No spaces or punctuation are allowed.

NOTE

Group Quick launch IDs and Incident Quick Launch IDs must be unique across all
groups and notification templates.

To assign Quick Launch IDs, see Broadcast Groups and Escalation Groups.

To use Quick Launch IDs, see Using Quick Launch IDs and Using Quick Launch
IDs with Hotline Pro
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Types of Groups

There are three types of groups: Broadcast Groups, Escalation Groups and Smart
Groups. Ad Hoc Groups are a special type of Smart Group that are created when
composing a notification.

- Broadcast Groups are groups of individuals or groups to which a notification
is broadcast simultaneously.

- Escalation Groups differ in that notifications are sent to members of the
group in a specified order. Escalation group information includes the order in
which members should be contacted as well as any delay between attempts
to contact members.

« Smart Groups are dynamic groups of users, based on criteria selected when
the group is defined. As users change, they are automatically added to, or
deleted from, Smart Groups based on each Smart Group’s defined criteria.
Smart Groups can be used anywhere that Broadcast Groups can be used.
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Broadcast Groups

When a notification is sent to a Broadcast Group, it is simultaneously sent to every
member of the group.

An unlimited number of Broadcast Groups can be created.

NOTE

Broadcast groups can contain other Broadcast Groups and Smart Groups. They
cannot contain Escalation Groups.

NOTE

If a notification does not require a response, AlertFind notifies the first device in
each user’s personal escalation and considers the notification complete when it
has been sent to this device.

For all notifications that require a response, AlertFind continues to notify members
according to their personal escalation currently in effect, until the notification’s
response is complete or is canceled.

To create a broadcast group:

. Select the team context in which the group will be created.
From the left navigation menu Groups section, click Broadcast Groups.

Click the New button at the top of the page.

A~ WO N =

In the Group Name field, enter a name for this group. This is a required field.
Group names must be unique within a group type.

In the Description field, enter an optional description of the group.

If a Group Quick Launch ID is to be used with for this group, type the code in
the Quick Launch ID field. Group Quick Launch IDs are alphanumeric, with
no spaces or punctuation allowed. If a letter is entered, AlertFind auto-
matically converts it to a number that can be easily entered on a keypad.
After the Broadcast Group is created, the number will be displayed after the
Group Quick Launch ID. Alternatively click Auto Generate Unique ID to gen-
erate a random Quick Launch ID for this group.

7. Click Save to move to the Group Membership tab of the Viewing Group dia-
log box.
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Broadcast Groups

> > View Detail

Group Detail
& Download
Group Name . Texas
Description :  Texas Team
Quick Launch ID . 12345
Status : Enabled
Source Ul
Owner Team : Global

8. Click the Manage Membership button to bring up the Group Membership
Editor dialog box.

9. In the Users tab, select the names of users to be added to this group. Use the
search field provided to search by name or filter using the Criteria Editor.
See Filtering Lists for instructions on using search and Criteria Editor tools.

10. Click Add Selected to move them to the Members list.

11. To add other groups to this broadcast group, click the Broadcast Groups or
the Smart Groups tab. Select the groups to add and click Add Selected to
move them to the Members list.

12. Click Close to finish adding members to the group.
13. Click Close to return to the Broadcast Groups page.
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Escalation Groups

Escalation Groups are used to reach group members in a specified order.
Escalation Group information includes the order in which members should be
contacted as well as any delay between attempts to contact members.

Response limits control how many users can reply with a specific response. When
the response limit is reached, that response is no longer available. Whether
notifications continue after response limits are reached is defined by Response
Limit Handling on the Compose Notification Wizard.

Example: Notification Sent to an Escalation Group

Genericorp has a IT Response Team for which an Escalation Group exists. The
team and group membership includes two system administrators, two system
managers, and the Vice President of Operations. The process Genericorp has in
place dictates that the system administrators be contacted immediately, the system
managers be contacted 10 minutes later, and the Vice President be notified within
15 minutes of the incident. The following image shows how the escalation group
set up would look.

Based on this configuration, the two system administrators would be notified
immediately, the system managers would be notified 10 minutes later, and the VP
of Operations would be notified 5 minutes after the system managers (effectively,
15 minutes after the incident occurred).

— | AlertFind

Escalation Groups

> » View Details

Group Membership

Name Type m
Sys Admin 1 User

sysadmin2 User

@ After 10 minutes escalate to Delay

System Manager User

@ After 5 minutes escalate to Delay

VP Operations User

Pages 1 of1 Total : 4 [terns per page 10
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To create an escalation group:

1. Select the team context in which the group will be created.

2. From the left navigation menu Groups section, click Escalation Groups.

3.

4. In the Group Name field, enter a name for this group. This is a required field.

Click the New button at the top of the page.

Group names must be unique within a group type.

5. In the Description field, enter an optional description of the group.

6. If a Group Quick Launch ID is to be used with for this group, type the code in

the Quick Launch ID field. Group Quick Launch IDs are alphanumeric, with
no spaces or punctuation allowed. If a letter is entered, AlertFind auto-
matically converts it to a number that can be easily entered on a keypad.
After the Escalation Group is created, the number will be displayed after the
Group Quick Launch ID. Alternatively, click Auto Generate Unique ID to gen-
erate a random Quick Launch ID for this group.

Escalation Groups

» » View Detail

Group Detail

Group Name Al

Description . desc

Quick Launch ID : 12345

Status :  Open

Source : Ul

Owner Team :  Global

7. Click Save to move to the Group Membership tab of the Viewing Group dia-

log box.

. Click the Manage Membership button to bring up the Group Membership

Editor dialog box.
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In the Users tab, select the names of users to add to this group. Use the
search fields provided to search by name or filter using the Criteria Editor.
See Filtering Lists for instructions on using search and Criteria Editor tools.

Click Add Selected to move them to the Members list.

To add other groups to this broadcast group, click the Broadcast Groups,
Escalation Groups or the Smart Groups tab. Select the groups to be added
and click Add Selected to move them to the Members list.

To add a delay between notifications, select the name which the delay should
be added after. Click Add Delay. Type a number in the Delay (minutes) box.
Click Save to return to the Group Membership Editor dialog box.

Use the Move Up and Move Down buttons to change the escalation order,
until all users, groups and delays are in the desired order.

Group Members

v
MName Type -
Sys Admin 1 User =
sysadmin2 User + 4 =
After 10 minute(s) escalate to Delay +r 4 -
System Manager User +* 4 -
After 5 minute(s) escalate to Delay + 4 -
WP Cperations User + =
14. Click Save to create the group.

15.

Click Close to return to the Escalation Groups page.
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Smart Groups

Smart Groups are dynamic groups of users based on the criteria selected when
defining the group. The members of a Smart Group automatically change as users
change based on the criteria selected to build the group.

For example, if a Smart Group has been created for users whose departmentis IT,
any new users imported with the property Department and the value IT are
automatically added to the Smart Group, users no longer in that department are
deleted from the group.

To create a Smart Group:

1. Select the team context in which the group will be created.
From the left navigation menu Groups section, click Smart Groups.

3. Click the New button at the top of the page. The Create Group Details dialog
box appears.

4. In the Group Name field, enter a name for this group. This is a required field.
Group names must be unique within a group type.

In the Description field, enter an optional description of the group.
6. Click the Edit Criteria button to bring up the Criteria Editor dialog box.

7. Click the New button to create a new criteria that will be used to define the
group. See Using the Criteria Editor for instructions on using search and Cri-
teria Editor tools.

Users
> Filter Criteria

Criteria Filters Users (Filtered by Criteria)

Kzn

Name Description Role Default Email

Click "New" button to add a criteria
General Admin Admin admin@test.com
Head of Marketing Admin marketing@test.com
Head of Sales Admin sales@test.com
sales officer User sales1@test.com

sales officer User sales2@test.com

Pages 1 of1 Total : 5 Page Search Text.. [ Match Case

8. After the criteria have been created and verified, click Save. The Viewing
Group dialog box appears and displays the new Smart Group.

9. Click Close to return to the Smart Groups page.
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Ad Hoc Groups

An Ad Hoc Group is automatically created when composing a notification. Its
membership is composed of users who meet the selected criteria. In this way, they
are similar to Smart Groups.

One advantage of Ad Hoc Groups is that they can be used to send a notification to
a set of users who meet the criteria at the time the notification is sent. For
example, if the notification is scheduled to be sent in three days, users who meet
the criteria in three days will receive it. This means the recipient list does not have
to be manually updated —the Ad Hoc Group manages the recipient list.

Another advantage of Ad Hoc Groups is that they are built using the contains
constraint, which enables the use of a key word to build the Ad Hoc Group. For
example, to send a notification to all managers regardless of the department they
manage, enter a value of manager for the property title. The contains constraint
would create a Ad Hoc Group containing everyone with the word manager in their
title.

Administrators or team leaders who have Manage Groups (MG) permission can
create Ad Hoc Groups.

NOTE

Ad Hoc Groups do not have names because they are created during the Compose
Notification process.

If a notification template includes an Ad Hoc Group, the notification is only sent to
users who meet the criteria for inclusion in the Ad Hoc Group at the time the
notification is sent.

For more information about how to create Ad Hoc Groups, see Smart Groups.
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Managing Groups
This section describes how to locate, view, and manage a group. Administrators of
AlertFind can also edit, enable and disable groups accordingly.

Topics in this section:
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Locate a Group
NOTE

By default, only enabled groups are displayed. To view all groups, including
disabled groups, click Show Disabled on the menu bar.

To locate a group

1. Select the team context.

2. From the left navigation menu Groups section, click the button for the type of
your group you are looking for.

There are three ways to locate a group:

o Find the name by scrolling through the list of group names for that type of
group and by using the First, Previous, Next and Last buttons.

Pages 1 of 20 Total - 1000 Iterns per page S0

o« Torun a simple search, enter the first few letters of a group’s name into

the Search box, then click Search El

« To create a custom search, click the Search drop-down and select Criteria
Search. See Using the Criteria Editor.

Broadcast Groups

> > Groups List

S T =

Y Criteria Search
- % Clear Search
Description

AUREA CONFIDENTIAL 136



AlertFind Administrator Guide

Viewing Group Members
To view group membership

1. Select the team context.

2. In the left navigation menu Groups section, click the button for the group type
(Broadcast Groups, Escalation Groups, or Smart Groups).

3. In the list of groups, select the desired group and click the View Details but-
ton to bring up the Viewing Group page.

4. In the Viewing Group window, click the Group Membership tab to view a list
of members for the selected group.

Broadcast Groups

> > View Detail

Group Membership

#¥ Manage Membership @, Show Disabled

Name Type
| Joe Doe Broadcast
Jane Doe User
Pages 1 of 2 Total : 2 Page Search Text... [ Match Case
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Managing Group Membership
CAUTION

Discuss change precedence settings with Support to retain changes made to
groups and ensure changes are not overwritten with the next roster import.

To add or remove group membership:

1. Select the team context.

2. In the left navigation menu Groups section, click the button for the group type
(Broadcast Groups, Escalation Groups, or Smart Groups).

3. In the list of groups, select the desired group and click the View Details but-
ton, to bring up the Viewing Group page.

4. Click the Group Membership tab.
5. In the tool bar, click Manage Membership.
« To add a new user or group:

1. In the Group Membership Editor dialog box, click the tab for the user or
group to be added.

2. Select the new user(s) or group(s) and click Add Selected to move the
entry to the right-hand Members pane.

3. Repeat as needed to add all users or groups.
4. When all users or groups have been added, click Close.
« Toremove a user or group:

1. In the Members pane of the Group Membership Editor dialog box, select
the user(s) or group(s) to be removed, and click the Delete button.

2. In the Delete Selected verification dialog box, click OK.
3. Repeat as needed to remove users or groups.
4. When finished, click Close.
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Editing Groups
CAUTION

Discuss change precedence settings with Support to retain changes made to
groups and ensure changes are not overwritten with the next roster import.

To edit groups:

1. Select the team context.

2. Select the desired group. The Viewing Group dialog box appears.
NOTE

By default, only enabled groups are displayed. To view all groups, including
disabled groups, click Show Disabled on the menu bar.

3. Click the Edit Group button. This displays the Edit Group Details dialog box.

4. Change the Group Name, Description or Quick Launch ID as needed.
The fields are described in detail in the Creating Groups sections. See Broad-
cast Groups, Escalation Groups and Smart Groups.

5. Click Save.
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Disabling a Group

To make a group unavailable for notifications, disable it. To disable a group:
1. Select the team context.

2. In the left navigation menu Groups section, select the group type (Broadcast
Groups, Escalation Groups, or Smart Groups).

3. Select the group name.

4. In the tool bar, select Update Status > Disable Group. The group is no longer
displayed in the list of available groups.

View disabled groups by clicking Show Disabled at the top of the Broadcast
Groups, Escalation Groups or Smart Groups page. Disabled groups are shown
with the word 'disabled' within parentheses beside the name.

Click Show Disabled a second time to hide the disabled groups.

AUREA CONFIDENTIAL 140



AlertFind Administrator Guide

Enabling a Disabled Group
To enable a disabled group:

1. Select the team context.

2. In the left navigation menu Groups section, select the group type (Broadcast
Groups, Escalation Groups, or Smart Groups).

3. View disabled groups by clicking Show Disabled button. Disabled groups are
shown with the word disabled within parentheses beside the group name.

4. Click the desired group name to select the group.
5. Select Update Status > Enable Group.

The group name now appears without the word disabled in parentheses on the
Broadcast Group, Escalation Group, or Smart Group page.
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Sites

The Sites feature allows the definition of geographic-based assets, such as Main
Campus, Building 7,0r01il Rig 1. Groups of users can then be associated
with each of these Sites. Once a Site is created and Group(s) associated with it,
when a geographic area is selected for a Notification in the Map Selector tab all
the Sites located within the geographic area selected will be included in the
Notification’s recipients.
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Administering Sites

Administrators can:
« Manage all sites on all teams.
« Within a team context, associate any group to a site.
« Designate any site as Shared with Global.

Team Leaders can:

« Manage sites only for their direct team(s).

o Associate only groups that belong to their direct team(s).
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View List of Sites
To view a list of sites:

1. Select the team context to view the list of sites available to that team. See
Team Security Context

2. In the left navigation menu under the Assets section, click Sites.

If you are in the Global team security context, the Sites page displays all
sites that belong to the Global team, including sites that have been des-
ignated to be Shared with Global.

Global Sites

> Site List

Name Location Description Shared With Global Modified

Koramangala 80 Feet Rdmarathahalli,
Building 1 7th Block, 7th Block, Karamangala, Headquarters Yes Sep 22,2017, 7:57:21 AM
Bengaluru, Karnataka 560095, India
16th Main Rd, BTM Layout 2nd Stage,
Mahadeshwara Nagar, Stage 2, BTM

Building 1 BTM layout site Yes Sep 26,2017, 11:04:01 PM
2nd Stage, Bengaluru, Karnataka
560076, India
Marathahalli, B luru, K tak
Building 3 | j_ra analll, bengaluru, Ramataka, Marathahalli site Yes Sep 26, 2017, 11:04:01 PM
ndia
Pages 1 of1 Total: 3 Page Search Text... O Match Case

To view sites belonging to a certain team and if those sites haven’t been Shared
with Global, switch to the appropriate team security context and click Sites again.

If you selected a Team security context other than Global, the Sites page will
display all sites that belong to the current team and have not been designated to
be Shared with Global.

ST -

Name Location Description Shared With Global Modified
I Birkikara Trig Dun Karm, Birkirkara, Malta No Nov 22, 2018, 10:38:35 AM
Swieqe Trig In-Narcis, Swieqi, Malta No Nov 22,2018, 10:37:31 AM
Pages 1 of1 Total : 2 Items per page 50
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o To see all the sites that have been Shared with Global, including all of
this team’s sites that have been shared, click Global on the team security
context.

o To return to this page from the Site List page, select a different team in
the team security context. Sites are listed in the order they were created,
with the newest site appearing last.

5. Click the Previous and Next button to navigate to further pages. The Search
function is a keyword search of the Site Name field.

6. To view the details of an individual Site, click on the Site name.
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Create A Site
To create a site:

1. Select the team context to which you want to add the new Site. See Team
Security Context.

2. In the left navigation menu under the Assets section, click Sites.

3. Click on the Create Site button. This brings up the Create Site page.

Global Sites

> New Site

Name ‘' Malta Office

Address * Trig il-Wilga, Saint Julian's, Malta

Ghawdex ;5

Mellieha
St Paul's Bay
St Julian's
Valletta N
rabat Malta Paola -
Luga +
GO gle Map data 2018 Google  Terms of Use
Description *  EMEA main office
Associate AGroup  ©  EEA
By Name
B save X Cancel

4. Enter the Name of the Site into the Name field.

Site names must be unique. If the system gives you an error message when you
enter the Site name, it means that another Team is using that Site name, so you
will need to choose a different Site name.

5. Type an address into the Address field. As you type, Google will match what
you type with known addresses.

Alternately, click the Specify location using map link. The Google map page
comes up. Locate the desired region on the map. Click on the location marker icon,

4 , and click on the map to place the location. To move the icon, click on the hand
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icon, @', then click-and-hold on the location marker and move it to the correct
location. Click Done when completed.
6. (Optional) Enter a Description.

7. (Optional) To associate a group with this Site, begin to type the name of the
group. The system will list matches, click on the desired Group. Repeat to
add more Groups. Groups can also be added later.

8. (Optional) If you want to share this site with the Global team, check the
Shared check-box.

9. Click the Save button to save the Site. A success confirmation pane appears
10. Click OK.
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Edit A Site

Administrators may have to switch to a specific team context to administer Sites
not Shared with Global.

To edit a site:

1. Select the team context to which you want to add the new Site. See Team
Security Context.
2. In the left navigation menu under the Assets section, click the Sites link.

Locate the Site to be edited. Sites are listed in alphabetical order. Use Pre-
vious and Next button to navigate to further pages. The Search function is a
keyword search of the site Name field.

4. Click Edit.

Global Sites

> Site List

Name Location Description Shared With Global Modified

Koramangala 80 Feet Rd marathahalli,
Building 1 7th Block, 7th Block, Kaoramangala, Headquarters Yes Sep 22,2017, 7:57:21 AM
Bengaluru, Karnataka 560095, India
16th Main Rd, BTM Layout 2nd Stage,
Mahadeshwara Nagar, Stage 2, BTM

Building 1 BTM layout site Yes Sep 26, 2017, 11:04:01 PM
2nd Stage, Bengalury, Karnataka
560076, India
Marathahalli, Bengaluru, Karnataka o
Building 3 indi ’ g ! Marathahalli site Yes Sep 26, 2017, 11:04:01 PM
ndia
Pages 1 of1 Total : 3 Page Search Text... O Match Case

Edit information as needed.
When done, click the Save button. A success confirmation pane appears.
Click the OK button.

To associate Groups with this site, click the Associate more groups button.

© 00 N o O

In the Associate a group by name text field, type in the beginning of the
group name. As you type, the system will list matches. Select the desired
Group.

10. Repeat typing more characters in the text box to associate more Groups.

11. Click the Associate button when all the desired Groups are listed.
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Delete A Site
To delete a site:

1. Select the team context to which you want to add the new Site. See Team
Security Context

In the left navigation menu under the Assets section, click the Sites link.
3. Locate the Site to be deleted.

« Sites are listed in alphabetical order. Click the Previous and Next button
to navigate to further pages.

« The Search function is a keyword search of the site Name field.
4. Go to the Site details page by clicking on the Site name.

If there are any Groups associated with this Site, remove the groups from the
list. To do this, hover your mouse over the row of the Group to be removed.

Groups associated with this site

Type to search... n

Name Type

group 1 type 1 x
group 2 type 2 x
group 3 type 3 x

When the X appears, click on it. When the confirmation pane appears, click on the
Confirm button.

6. When all the Groups have been disassociated, return to the main Sites page.

7. Select the site and click Delete.
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Name Location

Koramangala 80 Feet Rd,marathahalli,
Building 1 7th Block, 7th Block, Karamangala,
Bengaluru, Karnataka 560095, India
16th Main Rd, BTM Layout 2nd Stage,
Mahadeshwara Nagar, Stage 2, BTM

Building 1
9 2nd Stage, Bengalury, Karnataka
560076, India
Marathahalli, Bengaluru, Karnataka,
Building 3 ) ' d
India
Pages 1 of1 Total: 3

Description

Headguarters

BTM layout site

Marathahalli site

Page Search Text...

Shared With Global

Yes

Yes

Yes

Type to search... n

Modified

Sep 22,2017, 7.57:21 AM

Sep 26, 2017, 11:04:01 PM

Sep 26, 2017, 11:04:01 PM

) Match Case

8. Click Yes in the next screen to confirm the deletion.
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Using Sites

Sites are available to be used in Quick Compose on the Alert Console, and on the
AlertFind Administration pages, Compose (Advanced) in the left-hand navigation
menu, and the Notification Editor.

In the Notification Editor/Composed (Advanced) Recipient Editor pane, Sites are
selected using the Map Selector tab. When a polygon is drawn, all users of the
selected Team Context are included in the Groups associated with the Sites whose
location is within the polygon, are included as recipients of the Notification. See
Use the Recipient Editor for more information.

When using Quick Compose on the Alert Console, click the geographic location

icon, 9 and draw polygon(s) surrounding the location of the notification’s
recipients. All users who are part of the selected Team Context and included in the
Groups associated with the Sites located within the defined polygon(s), will be
included as recipients to the notification. The bottom right of the pane will display
the number of sites included within the polygon(s). See Recipient Editor for more
information.
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SmartContact

SmartContact is an administrative function added to AlertFind. SmartContact
discovers missing contact information and automatically run a workflow to capture
and update the related contact information.

SmartContact allows an organization to start the initial setup and configuration.
The process consists of the following tasks:

« Selecting and adding people and/or groups
« Drafting messages
« Scheduling messages

Once configured, SmartContact runs in the background autonomously and keeps
sending follow-ups to people requesting them to provide missing contact
information, eventually to be updated in the AlertFind contacts.

SmartContact helps your organization by providing the following services:

« Scanning existing AlertFind database to shortlist people with missing contact
information.

o Providing manual and automated data import options to organizations for
easy configuration.

« Reporting via dashboard with a health-checkup to provide a report on the per-
centage of data filled for selected fields.

Follow up emails

Once configured, SmartContact sends an initial email requesting the recipient
provide missing contact information. SmartContact monitors the email thread.
When there is no response, it automatically sends follow up emails.

The default thread consists of the following emails:
e Original email
o First bump emails
« Second bump email
e Third bump email

o Final bump email
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The Life of an Email

BEEBE=

Original Email 1st Bump 2nd Bump 3rd Bump Final Bump

On the configuration page, administrators can also choose the number of days
between bump emails. By default, this is set to two business days between each
bump email.

Topics in this section:
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Initial Setup

SmartContact discovers missing contact information and automatically run a
workflow to capture and update the contact information.

SmartContact can be configured during the initial setup of the system and will run
in the background, autonomously at all times.

To start the initial setup:

1. Log in to AlertFind.
2. Go to Administration > SmartContact.

Administration
& Teams
Users

My Account

Application Settings

Application Status
Web Services

SmartContact

The SmartContact link initiates a new configuration landing page.
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SmartContact

PmartContact-
ir-next emergency

AertFind. SmartContact will search an organiza
omatically run a workflow that will capturg

B

This page contains two links:

« Configuration

« Health Monitor
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Configuration

On the configuration page, administrators are able to configure the list of
recipients to monitor and run against. By default, Smart Contact run against the full
organization list of users. SmartContact skips all users that have complete
information available.

To start the configuration:

1. Log in to AlertFind.
2. Go to Administration > SmartContact.

1. Click Configuration.

SmartContact Configuration Page

From : Admin@alertfind.com

To: All Users

cc: Email address copied in CC for Escalation Bump

Subject Important: Please Provide Your Emergency Centact Information
SELECT ANY ONE : Email 01 v

SMARTCONTACT EDITOR - EMAIL 01 Get link SMARTCONTACT FIELDS SMARTCONTACT SCHEDULE
SWITCHER FREQUENCY FOR BUMPS
B I U 4 E- = = &> % Cell Phone - BUMP 01 Number of days in between steps

2days 10 days

As part of our emergency preparedness program, I'm asking every employee and

contractor to provide their current contact information PRIl ER ) I

Alternate

It's looks like we are missing the following contact information for you: BUMP 02 Number of days in between steps
+ Personal Cell Phone Number <Update Now> Personal Email 4 days 10 days

Please click on the Update Now link zbove to update your information.

Home Phone Number BUMP ESC Number of days in between steps

D ——— ]

Home Zip Code EENTE MEED

Your persenal security is very important to the company. | would ask that you provide the
requested information within the next two days

Eest,

BUMP 04 Number of days in between steps

D ———————————— ]

10 days 10 days

On the configuration page, Administrators can customize the content and schedule
for an email campaign designed to get 100% of recipients to provide their
requested contact information. Click Turn On once the requested information is
filled.

To complete the configuration page, four areas need to be filled:

o General Information

« SmartContact Editor
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« SmartContact Select Fields
« SmartContact Schedule Frequency for Bumps
General Information

The general area contains basic information about the emails to be sent:

Field Description

From Email of the sender.

To List of recipients. By default, it is set
to All Users.

CC Other recipients to be copied.

Subject To be edited according to the email to
be sent.

SmartContact Editor

SmartContact is pre-configured with five email templates to be sentin sequence to
users that do not have complete information stored in AlertFind.

SELECT ANY ONE
Email 01 v

SMARTCONTACT EDITOR - EMAIL 01 Get link

B I

As part of our emergency preparedness program, I'm asking every employee and contractor to provide
their current contact information.

It's looks like we are missing the following contact information for you:
+ Personal Cell Phone Number <Update Now>
Flease click on the Update Now link above to update your information.

Your personal security is very important to the company. | would ask that you provide the requested
information within the next two days.

Best,

The emails will be sent in the sequence that they appear on the interface.
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Edit each template accordingly to reflect the previous emails already sent and the
necessary action to be taken.
Use the Get Link to add a link to where the user needs to update his information.

SmartContact Select Fields

Slide the selector to the right to determine which fields will be added to the check.
NOTE
At the moment, only the option to enable or disable the cellphone is available.

The other options will be available at a later stage.

SMARTCONTACT FIELDS SWITCHER

Cell Phone -

Personal Cell Mumber : Alternate
Personal Email
Home Phone Number

Home Zip Code

By default, the Personal Cell Phone Number will be turned on and all others would
be turned off. When enabled, the additional fields would also come into the
consideration for the lookup.

The available fields to be selected are:

« Cell Phone
« Personal Cell Number: Alternate
o Personal Email
e Home Phone Number
« Home Zip Code
SmartContact Schedule Frequency for Bumps

SmartContact offers administrators the possibility to schedule the intervals
between emails.
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BUMPS

BUMP 01
—.
2 days

BUMP 02

4 days

BUMP ESC

6 days

Number of days in between steps

10 days

Number of days in between steps

10 days

Number of days in between steps

10 days

Number of days in between steps

10 days

AlertFind Administrator Guide

Slide the selector to the right to set the interval between emails. The options

available are between 1 and 10 days for each step.
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Health Monitor

SmartContact allows AlertFind administrators' to have an overview of the contact
information for each organization.

To access the Health Monitor:

1. Log in to AlertFind.
2. Go to Administration > SmartContact.
1. Click Health Monitor.

L L ot FlemTh b noe

OWCAMIZATION NLALTH-CHECK CRCAMIZATION HEALTH CHICE DRCAK-COWHN

o Export Fepord o Export Reporl

ITVINITE IS

16%

\ H_--—--

2000 1004 760

The Health Monitor contains the following information:

o Overall Organization Health-check showing how much percentage of the data
is filled in the system for the selected fields.

« Smart Contact has found X amount of records which are missing personal
information.

« Smart Contact has recovered Y amount of personal information.

« Funnel Chart showing Number of People in each Bump Stage.
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NUMBER OF PEOPLE IN EACH BUMP STAGE

Email 01: 4

- o

Bump 01: 2,071
Bump 02 : 2,144

Bump 04: 2,039

Each chart contains an Export Report button that exports an XLS file with the
details of each report.

AUREA CONFIDENTIAL 161



AlertFind Administrator Guide

Chapter 3: Using Alerts

In this section, you learn how to compose and send a notification or an incident
alert to a user. You will also learn how to create notification templates with pre-
configured Notifications that can be sent simultaneously, making crisis
communications consistent, quicker and more effective.

TypPes Of AlCIS 163
Alert CoNSOle 165
Notifications .. 190
Notification Templates ... 236
INCideNtS . 265

AUREA CONFIDENTIAL 162



AlertFind Administrator Guide

Types of Alerts

Notifications, Incidents and Notification Templates are different, yet interrelated.
What is a Notification?

A Notification is an individual notice made up of a set of recipients, a message
body and an optional set of required response(s). A Notification can be sent
(executed) individually, or if a Notification Template has been created that
contains several Notifications, all the template’s Notifications can be sent with one
command.

Examples of Notifications include:

« One-time notice to employees that the office will be opening late due to
weather conditions, with no required response.

« A reminder to parents that school will be let out early due to parent-teacher
conferences.

« A broadcast to a group of employees with time-critical information, that all
recipients need to respond to, to acknowledge receipt of the broadcast

For more information, see Notifications.
What is an Incident?

An Incident is a record of the sending and acknowledgment of one or more
Notifications.

Incidents can be created:

« Manually, either by manually adding existing individual Notifications, or by
creating new Notifications within the Incident interface, or a combination of
both.

o Or automatically, from a Notification Template, including all that template’s
Notifications.

An Incident can have a status of Open while it is still being acted upon, then be set
to Closed when action is completed, resulting in a record of all Notifications that
were included in that Incident’s record.

An Incident, with its included Notifications, can be saved as a Notification
Template.

Example uses of Incidents include:

« A tornado warning has been issued for a region that is covered by a sub-set

of your employees. A Notification is sent, with a map-based set of recipients,
which the recipients are required to acknowledge. At a later time, the tornado
warning’s area is expanded. The team leader or administrator then creates an
Incident for this tornado, adds the first Notification into the new Incident, and
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from within the Incident interface is able to send new Notifications and track
their responses.

« A Notification is sent out to upper-management about a troubling situation at
the manufacturing plant. It is then decided that new Notifications need to be
sent to various levels of management and employees containing information
specific to each level. An Incident is created to track all of these Notifications
in one place. Once the situation has been resolved, it is determined that this
situation might happen again, and a Notification Template is created from the
Incident to be used as a framework the next time this same thing happens.

For more information, see Incidents.
What are Notification Templates?

Notification Templates make it easy to reuse Notifications or Incidents for
situations that are expected to repeat.

For quick access, Notification Templates are displayed on the Alert Console. In
contrast, neither individual Notifications nor Incidents are displayed on the Alert
Console.

Notification Templates are created:

« Manually, either by copying existing individual Notifications, or by creating
new Notifications within the Notification Template interface, or a combination
of both.

o Or automatically, from an Incident, including all that Incident’s Notifications.

After a Notification Template is created, it can be edited as desired, including
adding or deleting Notifications, and changing Notification settings.

Notification Templates can automatically create an Incident if that ability is
enabled in the template.

Example uses of Notification Templates include:

« A reminder to students and teachers regarding recurring event at the school,
where administrators need to receive one Notification, teachers another, and
parents a third Notification, with each Notification requiring differing acknow-
ledgments. Before the Notification Template is sent, each Notification is
edited to provide the name, date and time of the event.

« In an area where sever weather reoccurs, a Notification Template is created
containing the basic Notifications that will need to be sent. A Notification is
sent out to upper-management and other Notifications to various levels of
management and employees containing information specific to each level.
The template is edited before it is sent with any pertinent current information.
And the feature is enabled to create an Incident to track all of these Noti-
fications in one place.

For more information, see Notification Templates.
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Alert Console

The Alert Console is a mobile-optimized, responsive web interface that can be
used by AlertFind administrators and team leaders. The combination of the Alert
Console and the enhanced Notification Templates features makes it possible for
anyone with minimal AlertFind training to easily send a notification, or a series of
pre-defined notifications, for critical communication scenarios.

o | AlertFind
¥

The Alert Console works on any device (desktop, smart phone, or tablet). It
automatically identifies and responds to the screen size of the device that you are
using. Since the Alert Console is designed to be displayed on both a desktop or on
a mobile device, you can use either your fingers or a mouse to interact with the
Alert Console interface.
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Home Screen Options

Starting with AlertFind 5.0, you have the option to configure the Alert Console as
the default home screen for team leaders in your organization. This new feature is
disabled by default to help keep your transition to the Alert Console as easy as
possible.

With these options enabled, team leaders and administrators can quickly send
predefined messages from AlertFind using the Alert Console interface whether
they access the console on their desktop, smart phone, or tablet device

To change the default home screen:

In the left menu bar in the Administration section, click Application Settings.
In the Settings menu, click Edit.

In the Company Information box, click either or both of the Admin Alerting
Console and Team Leader Alerting Console check boxes.

To deselect the Alert Console, click the box a second time. In the following
example, both the Administrator and the Team Leader have the Alert Console
selected for their default home screen.

Company Information

Name - Sample Corp

From Email Address ' admin@example.com

Partner Brand *  AlertFind, MotoRola Alerts -
Needs Usage Policy Review : [# Requires the next administrator logged into the system to

click through the Acceptable Usage Policy.

Admin Alerting Console : ¢ Administrators prefer Alerting Console upon initial login.
Team Leader Alerting : |#| Team Leaders prefer Alerting Console upon initial login.
Console
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To use the Alert Console, the basic permissions that must be active fora Team
Leader are Send Notification, View Results, Cancel Notification, Open From

Template, and View Template.

To enable a Team Leader to use the Alert Console:

1. Select the team from which you want to give a user team-leader Alert Con-

sole permissions.

2. In the Team Information panel, click Edit.

Team

» View Team

Team Information

s

Mame Sample Team
Description Desc
Source

Imported from MessageOne EMS

3. Click Next to navigate to the Define Team Leadership screen.

4. Select a user that you would like to have the ability to send notifications for
this team.
5. Click Add. The user is now listed under the Leaders panel.
Leaders
Mame -
© & mtest -

6. Click the @ symbol to display the list of permissions for this user.
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Leaders

Mame

© & mtest

! send Notification

¥ view Results

%! Cancel Notification

¥ Manage Templates

! Open From Template

¥ view Template

¥ Manage Sub-teams

¥ pManage Groups

¥ Manage Public User Data
¥ iew Private User Data
¥ Manage Private User Data

I 5et Usermame/Password/PIN

L Set Permissions
%! Manage Hotlines

L View Web Reports

The permissions selected in the preceding example are those required to use the
Alert Console. To remove specific permissions for this user, uncheck the check

boxes next to the permission that should not be granted.

7. Click Next and then, click Save to save the changes.
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Use the Alert Console Interface

To use the Alert Console, you should have the following permissions: Send
Notification, View Results, Cancel Notification, Open From Template, and View
Template.

The Alert Console works on any device (desktop, smart phone, or tablet). It
automatically identifies and responds to the screen size of the device that you are
using. Since the Alert Console is designed to be displayed on both a desktop or on
a mobile device, you can use either your fingers or a mouse to interact with the
Alert Console interface.

From the Alert Console, you can do the following:

Select your team context. See Select Your Team Context.

Use Quick Compose to create and send a notification without any advanced
options. See Use Quick Compose.

Search for a notification template. See Search for a Notification Template.

Review a template notification. See Review or Edit a Template Notification in
the Alert Console

Edit a template’s launch options. See Notification Template Launch Options

Edit the recipient list, the subject, and the message text of a template’s noti-
fication(s) and send the notification(s). See Edit and Send a Notification(s)
from a Notification Template. The combination of the enhanced Notification
Templates features and the Alert Console makes it possible for anyone with
minimal AlertFind training to easily send one or a series of pre-defined noti-
fications for different critical communication scenarios.

Return to the Console window from a sub-window. See Return to the Alert
Console Window.

Check the responses to a notification. See Check Notification Responses.

Go to the desktop Web interface. See Navigate to the Administrative User
Interface.
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Select Your Team Context

Team security contextis the team a user is currently accessing within AlertFind.
Because team leaders can have different permissions on different teams, the team
security context under which they are operating determines what actions they can
take in AlertFind. For more information, see Team Security Context.

NOTE

Once you have selected a team context, then when you go to the console window,
you will see the templates for that team. Only the templates for your selected team
are displayed in the console window.

To select your team context:

1. In the Console window tool bar, click My Teams.

2. In the displayed selection box, select a team. You are returned to the Con-
sole window with the team you selected as your team context.
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You can use Quick Compose from the Alert Console interface to quickly compose
and send Notifications that do not require advanced options.

NOTE

If you want to create a Notification with more options, go to the AlertFind desktop
interface > Launch Center > Compose (Advanced).

To create a notification using Quick Compose:

1. In the Alert Console, click the Compose icon. The New Notification window

appears.

Launch Center

>

New Motification

# (9]
B I u 4 = = = f Fr 9 %
= G & - 3

Responses:

1. I confirm | have received this message.

¥ Cancel
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2. In the To text box, type the name of a user or group, or enter a geographical
location where the users to whom you want to send the notification reside
(see Send a notification to AlertFind users within a geographical location.

In the Notification Subject text box, type the message subject.
In the Message text box, type the message.

5. If you are satisfied with the notification, click Send Selected Notification or
click Cancel to cancel the operation.
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Search for a Notification Template

Icons for all the notification templates are displayed in the Alert Console window,
though you will not see them all at once on a mobile device.

To search for a notification template, in the Search text box, enter part of a
template title or the whole title. Templates with that text in its title is displayed.

Alternatively, click the left or right arrow to move the template icon display to the
right or the left, or with your finger or the mouse, simply move the display to the
right or the left.
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Review or Edit a Template Notification in the Alert Console

After you select a template in the Alert Console, a Quick Compose view of the
template notification(s) opens. If enabled for editing, then you can edit the
notifications for the selected template.
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— |E| |AIertF‘|nl:|

Launch Center

» Compose

MNew Notification

All employees € n

=

= Hazmat Fire

e
oy
=
U
= 2
i
1q

= = fI Fr O % o

* Hazardous materials have been exposed fo
the area. Please evacuate immediately

Responses:
1. I confirm that | have received this message.

There are four components on the screen:

o« Mast Head: This is the same as for all AlertFind Web pages. When enabled,
there is an optional company logo on the far right of the Mast Head.

NOTE
The preceding example is of a small-sized screen, If you click on the box on the
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right side of the masthead, the following options display. These options are visible
as part of the Mast Head on a desktop screen.

Logged in as: AlertFind Support

Impersonating: 1000 Team - Group - Braden
Team Security Context: Global
Configuration

Log Out

Help

« Context Tool Bar: Allows navigation around the console and has a noti-
fication search bar. If you enter text into the Search notifications text box, the
Compose and Edit component only displays notifications that have the
searched for text somewhere in their subject lines.

« Quick Compose View: Where you can prepare notifications to be sent and
review and edit them.

« Send Bar: From this bar, you can either cancel your work and go back to the
template selection screen or you can send the notification(s). The Send Noti-
fication button text changes if the template is set to send all notifications.
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Quick Compose View

In the Quick Compose view, you can preview a notification prior to sending, though
you can edit it only if it is enabled for editing.

— | AlertFind

Launch Center

» Nofification Template

Notification Template

@ bad weather - office closed

& bad weather - on call

= A Leader - Not Member of Tea n

m
[ ]
= bad weather - on call
B I U 46 =~
= = JI F- I % o

e~ - - e

]

Due to bad weather we're expecting the
response team to be available to intervene
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Sub-Components:

« Template Title: shows the title of the template.

« Hint Text: changes depending on how the notification template launch option
Send all notifications is set:

If Send All Notifications has been checked in the template, then the
message is Pushing "Send All Notifications" will send all notification
tasks.

If Send All Notifications has not been checked in the template, then the
message is Select notification to review message content.

- Notification Toggle: Each notification has a toggle button showing the noti-
fication subject or New Notification if the subject is empty. When clicked, the
notification preview or editor drops down and you see the message details.
The notification is then highlighted in blue. If a second notification toggle is
clicked, the first notification editor is closed, the toggle is un-highlighted, and
the new notification is opened and highlighted.

If the template is set to Send All Notifications, then all of the noti-
fications are always highlighted, even when closed

If the template is set not to Send All notifications, then highlighting a
notification also selects it for sending.

« Geographical Location Icon: Allows you to send a notification to all users
within a geographical location. See Send a notification to AlertFind users
within a geographical location

« Recipient Selector: shows the list of recipients. If the template has Enable
Editing checked, then you can add new recipients here, using a drop-down
auto complete. See Recipient Editor.

« Subject line: shows the notification subject. This is the same as the text in
the notification toggle.

« Message Body: the body of the message. Placeholder text is present if there
is no text.

« Response Table: shows the possible responses and the respective response
codes.

If the template does not allow editing, the text fields are gray.
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Recipient Editor

In the recipient editor, you are able to view and edit the list of recipients. The
editor displays a list of the current recipients. Next to the current list, you can
begin typing the name of a recipient user or group. Once at least one letter is
typed, a drop down appears that displays all users and groups, the names of which
begin with the entered text. Users appear before groups. Users are denoted with
an icon of one person. Groups are denoted by an icon of two people.

— | AlertFind

Launch Center

» Notification Template

Motification Template

& bad weather - office closed

& bad weather - on call

adm

A Leader - Not Member of Team

i
‘

All employees

<

= Anurag Mittalssss

Sub-Components:

« Geographical Location Icono: The geographical location icon to the right of
the To text box enables you to select a geographical location to which you
can send the notification. All users within the selected location receive the
notification when itis sent. See Send a notification to AlertFind users within
a geographical location.
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- Current Recipients: Displays a list of recipients. Recipients can be removed
by clicking the "x" associated with a recipient or by pressing the backspace
or delete key.

« Recipient Input: Next to the current recipients, you can begin typing in the
name of a recipient user or group. Once at least one letter is typed, a drop-
down text box appears.

« Drop-Down List: displays all users and groups, the names of which begin
with the entered text:

o« Users are denoted with an icon of one person and Groups are denoted
with an icon of two people.

« Recipients are sorted by type (user/group/type of group) and sub-sorted
alphabetically.

« You can select a recipient from the Drop Down with either the
mouse/touch or using the arrows and enter key.
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Send notifications to AlertFind users within a geographical location

This feature has the following requirements:

. Enabling map-based notifications: Map based notifications must first be

enabled by the administrator before you can use this feature. The admin-
istrator does this by selecting Allow map based notifications in the Default
Company Settings table. See Change default company settings.

Selecting individual users: A user's map coordinates must be in the data-
base. This is done through the User Editor Location Preference window. See
Enter or change a user’s location in AlertFind.

Selecting one or more Sites: Sites must be created and populated with
Groups of users. See Create A Site.

To send a notification to AlertFind users within a geographical location:

1.

From the Alert Console, click the Compose icon.

Click the Geographical Location Icon, 9 which is to the right of the To text
field.

With your finger or mouse, move the displayed map to select the general map
area that you want.
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Map Selector
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=

4. Click the polygon icon ¥. Then select a specific geographical location by
clicking on the map to start drawing the polygon. Next, click at each corner of
the polygon. Double-click on the last point, or click on the first point, to
enclose the area.

If you want to move the polygon, click the hand icon, o, using the hand
cursor, click-and-hold on the polygon and drag it to the new position.

To edit the shape of the polygon, using the hand cursor,¥?, click-and-
hold on a corner point and move it to the desired location.

To oreate new points, click-and-hold on a new-point dot between the
existing corner points, and drag to the desired location.
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When using the hand cursor, you can click on the Undo icon, <ﬂ| to
undo the last action.

Draw more polygons, if desired.

All users and Sites located within the polygon(s), and members of the
selected team context, will be recipients of the Notification.

The«sCurrently Selected Users and Currently Selected Sites counts
update when a polygon is added, changed or moved.

NOTE

No individual polygon within a group can be deleted by itself. To delete all
polygons, if the location(s) hasn't been saved, click Cancel. Otherwise, click Done
and return to the composition window and delete the Temporary Group that
corresponds to the polygons to be deleted.

5. Click Done to save the area and return to the notification composition screen,
or Cancel if you choose not to save a location.
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Notification Template Launch Options

Notification Templates support several configurable behaviors for when
notifications are sent from the Alert Console:

NOTE

These options are only available and configurable from the desktop Notification
Templates library page. They are not configurable from the Alert Console.

« Enable Editing: This allows a team leader to change the recipients, subject,
and body of a notification before itis sent. This change is only valid for the
instance in which it is sent (It does not change the template itself). This is
turned on by default.

« Send All Notifications: If a template contains more than one notification,
selecting this option forces all notifications of the template to go together.
This is turned on for existing Incident Templates to maintain backwards com-
patibility, but is turned off by default for anything new. Sending All Noti-
fications allows the editor to define a Quick Launch ID. You must select this
option if you want to utilize the quick launch feature.

. Create Incident: If selected, the system will create an Incident when the noti-
fication(s) is sent and link those notifications to the Incident. This is turned
on for existing Incident Templates to maintain backwards compatibility, but
turned off by default for anything new.
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Edit and Send a Notification(s) from a Notification Template

Since notification templates can be pre-configured in your team’s template library,
you should not have to do much editing when the time comes to send one or a
series of notifications for various communication scenarios. However, if the
notification template is enabled for editing, you can edit the notification recipients,
subject, and message when sending the notification(s).

To edit and send a notification or multiple notifications using the Alert Console:

1. As an administrator or team leader with the permissions to send notifications,
click the Alert Console link in the left navigation bar. This launches the Alert
Console. Quick Compose and any other Notification Templates are displayed
in the Alert Console screen.

consdle

Do IPossear Linan

Fesspuoivies ATTeatin

£

2. Select a notification template by clicking it in the Alert Console window.
NOTE

The Open Incident button is no longer available. To use Quick Compose to create
and send a notification, in the Alert Console, click Compose. See Use Quick
Compose. To create and send a notification from the desktop using the notification
advanced features, from the left menu bar, Launch Center section, select Compose
(Advanced).

3. In the template window, click the notification title bar to open it. If there is
more than one notification, then click the first notification to open it.

4. If needed, edit the recipients in the To text box, the subject in the Subject
text box, and message text in the Message text box.

5. When finished, click the notification title bar to close the notification.
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6. If there is more than one notification and you need to edit other notifications,
repeat steps 3 and 4 for the other notifications you would like to edit.

7. When finished, if you have one notification, click Send Selected Notification.
If you have more than one notification, click Send All Notifications. Or, click
Cancel to cancel the operation. The Alert Console window displays.

AUREA CONFIDENTIAL 186



AlertFind Administrator Guide

Return to the Alert Console Window
When in a sub-console window, you can return to the Alert Console window at any
time.

To return to the Console window, in the Alert Console window tool bar, click
Console or at the top-left of the window, click the browser back arrow.
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Check Notification Responses

To check notification responses, in the Alert Console window tool bar, click
Responses.

A Responses window is displayed listing notification responses. For each
response, the following is listed:

« Notification Subject
« Response Rate

« Message

« Sender

. Total Recipients

« Responded

« View response details button
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Navigate to the Administrative User Interface
To go the Web desktop interface:

1. Click Home.

2. To return from the Web desktop interface to the Alert Console, in the desktop
left menu bar Launch Center section, click Alert Console.
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Notifications

A Notification is a message sent to a user device (such as an email address,
telephone, or fax machine) and can contain:

« Message text, which can be read in an email, fax, or text message, or read
aloud by the text-to-speech (TTS) engine for a telephone Notification.

o Audio files that are prerecorded and uploaded to the message or recorded
using call-to-record. See Supported Audio Files for details.

o Attachments that can be delivered along with the message, depending on the
device.

- Secure information that requires recipients to authenticate themselves using
a PIN or external key before they can receive the Notification.

Notifications can be sent in any language for which your organization purchased
language packs.

When Send is clicked, AlertFind begins sending Notifications to the selected
users. It tries to contact the first device in each person’s currently active personal
escalation list. Notifications are delivered according to the escalation in effect
when the notification is sent.

For example, if the test was sent at 9:00 PM, AlertFind searches for the first
configured device in the user’s After Hours escalation list (assuming this user has
the default business hours of 8:00 AM to 6:00 PM) because the notification is sent
outside of regular business hours.

If AlertFind is not able to make contact with the first device in the escalation list, it
moves on to the second device. It continues through the user’s configured device
list until it either receives confirmation from the recipient, leaves a voice mail (in
which case it continues on the escalation path), or exhausts all device options.

See Configuring a Standard Device for more information about escalations and
notification delivery.

NOTE

Because AlertFind has no way of knowing if an email was successfully delivered,
it considers a Notification task sent to an email address as complete. This does
not mean the email is considered confirmed.
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Notification Prerequisites

Prior to sending a notification, AlertFind must be provisioned and several integral
parts of the system must be set up:

« Company settings (initially set up by Support as part of provisioning)
o Users

o« Groups

« Teams (optional)

Provisioning is managed by Support. After your organization is provisioned, users
can be added into the system by having Support import your data, by using the
API, or by manually entering user information. If your organization is an Aurea
Messaging Solution customer, users can also be added to AlertFind through
integrating with Aurea Messaging Solution.

Most company information, such as time zone, personal escalations, business
hours, and the ability to customize AlertFind prompts, can be edited by an
AlertFind administrator. Other company settings must be configured by Support.
These settings are typically discussed and configured during provisioning, but may
be updated at any time by contacting Support.
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Compose Notification

You can use Quick Compose on the Alert Console interface to quickly compose
and send Notifications that do not require advanced options. See Create a
notification using Quick Compose.

This section discusses the Compose (Advanced) desktop option for creating and
sending Notifications. The Notification Editor enables you to compose a
Notification with basic information and advanced options including scheduling,
escalation override, multiple responses and device retries.

Basic options available for Notifications: (See Compose a basic Notification)

« Choose an optional notification template

« Change the available responses or response limits
o Add recipients

o Set the notification subject

« Include a text message or an audio file

« Attach files

« Set a custom escalation

« Send the notification in additional languages

o Send the notification immediately after composing

Advanced options available for Notifications: (See Add advanced options to a
Notification)

« Require recipients to authenticate themselves before receiving the message
« Allow recipients to respond to the notification by calling a Hotline

o Set a priority flag

« Seta maximum number of times a phone call will be retried

« Schedule the notification for later delivery or recurring delivery

« Email results of the notification to yourself or someone else
Compose a basic Notification:

1. Ensure the correct team context. See Team Security Context.

2. In the left menu bar under Launch Center, click Compose (Advanced). The
Notification Editor window appears. The Announcement response template is
selected by default.
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Compose

Subject

Message «, Call to record ) Upload Audio Responses Template Announcement
EZNECE BN N
B I U 4 =E- =E E P %

| received the message and will join the conference call.
Abbreviation: Confirmed

Bridge to conference call: On

Send Save as draft * Cancel

3. Select Recipients: To select the users and groups to send this Notification
to, click the blue To button. The Recipient Editor window appears.

« Double-click a name to move it to the Recipients section.

. Alternatively, in the Map Selector tab, create a polygon and click Add
Polygon(s) button to add it to the Recipients list. All users and Sites loc-
ated within the polygon(s), and members of the selected team context, will
be recipients of the Notification. See Send a notification within a geo-
graphical location for more information on using the map-based recipient
selection feature.

(Optional) Select Language: If language packs were purchased by your organ-
ization, to send this Notification in other supported languages, click the Lan-
guage drop-down, click Language Settings and select the languages for this
Notification. Click OK to return to the Notification Editor. The following fields
will need to be customized for each language selected: Subject, Message,
Responses. To view the Notification as it will appear in another supported
language, choose a different language from the View: drop-down list. See

Use the Language Settings Editor for additional instructions.

5. Enter Subject: Type a Subject for the Notification. A subject is required. Noti-
fications cannot be sent without a subject. This field’s value:

« Appears as the subject in email notifications
o Is spoken in phone notifications
o Is displayed on reports and progress pages

6. Enter Notification Body: See "Use The Message Pane" for more information.
In the Message pane, perform one of the following options:
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« Type the text for the Notification message body. This message body is the
message that is delivered by text devices (email, fax, and SMS) or spoken
by the TTS engine for phone notifications.

« Click Call to record to record a message on the phone

o Click Upload Audio to upload an audio message.

7. Edit Response: To use a predefined response template, click Template on

the Compose tab. The list of available response templates appears. Select
the template to be used. See "Use the Notification Editor" for a list of tem-
plate types. If you do not want to change the default response template, con-
tinue to the next step. Otherwise:

o« To create a new response in addition to the default responses, click New.
The Response Editor is displayed.

o« To edit or add responses or response limits, click the response in the
Responses section, then click Edit. The Response Editor is displayed.

« Any changes made to responses apply only for this Notification. See Use
the Response Editor for additional details.

. When finished editing responses, click OK to return to the Notification Editor.

9. Add attachments: If attachments need to be included with the notification,

10.

11.

12.

click Attachment button. When Attachments Editor appears, click Add and
browse to the location of the file to attach. See Use the Attachments Editor
for additional instructions. When finished adding attachments, click OK to
return to the Notification Editor.

Customize Escalation: To customize the type of devices or the order in which
they are contacted, click Escalation Override button. The Escalation Editor
displays. See Use the Escalation Editor for additional instructions. When fin-
ished editing escalations, click OK to return to the Notification Editor.

Advanced Options: The Notification should now contain all required inform-
ation. To add advanced options, follow the instructions under Add advanced
options to a Notification.

Finish Notification: To complete the Notification, do one of the following:
- Click Send to immediately begin sending the Notification.

« Click Save as Draft to save the Notification. It can be edited further, sched-
uled for delivery at a specific time (or at a recurring time), or sent at a later
time. Draft Notifications are located on the Scheduled Notifications page.

e« Click Cancel to discard this Notification.

Add advanced options to a Notification:

After completing the basic options for a notification (see Compose a basic
Notification), use the Advanced Options tab to add additional options to the
notification.

1.

Click Advanced Options in the Notification Editor.

AUREA CONFIDENTIAL 194



AlertFind Administrator Guide

> > Compose Notification

Advanced

=cuearen -

W Critical Priority »

To : Select Recipie .A.
™ High Priority

Subject 5 ™ Normal Priority

™ Low Priority

e Test Priority

Responses Template Anncuncement =

Message #) Upload Audio

==
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| received the message and will join the conference call.
Abbreviation: Confirmed

Bridge to conference call: On

Save as draft X Cancel

1. To send email results of this notification, click Email Status. The Email Res-
ults Editor is displayed.

1. Click Email to: and then type the email address(es) of the recipients in the
field.

2. Enter the number of hours after which the results will be emailed. Must be
a whole number 1 or greater.

3. Click OK to return to the Notification Editor.

3. To set a priority flag for the notification, click the priority drop-down next to
Normal and select a value. Selecting a priority value that is higher than your
organization’s other active notifications’ priorities, dynamically changes the
delivery rate for all your organization’s active notifications, giving this noti-
fication a faster delivery rate compared to lower priority notifications. The
default priority is Normal Priority.

Choose a Critical Priority x

Critical Priority (Highest)
Critical Priority (High)

® Critical Priority (Mormal)
Critical Priority (Low)
Critical Priority (Lowest)
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4. To make the notification recipients enter a PIN to hear or read the message,
click Require PIN. Toggle this button on (darkened) or off (lightened) to
enable a PIN for recipients to hear or read the message.

5. Choose whether to allow recipients to respond to this notification by calling a
Hotline. To enable this option, click Hotline. The Hotline Call Back Editor
window displays. Select the type of Hotline callback instructions the recipient
receives. Options are:

o« Use user default Hotline phone number

« Use all Hotlines

« Do not allow responses through Hotlines
6. Click Save to return to the Notification Editor.

7. Set the maximum number of times a phone call will be retried for this noti-
fication. Click Device Retry. Choose the system default retry setting, or
choose a specific number of retries. If this value is set to zero, the call is
made once, but not retried. Click OK to return to the Notification Editor.

8. Choose to send the notification now, save it to send manually later, send it
on a schedule, or create a recurrence pattern for notifications to be sent mul-
tiple times.

Sending option Description

To send the notification Click Send.
now

To save this notification Click Save as Draft. Send it later by following the

to manually send later instructions under Manually Send a Notification.

To schedule this noti- « To repeat this notification on a recurring sched-

fication for delivery at a ule, set a Recurrence pattern: No Recur-

future date or time, or to rence, Daily, Weekly, Monthly, Annually,

add a recurrence pat- or Hourly. Complete the additional recurrence

tern, click Scheduling. options displayed for the recurrence pattern
chosen.

« In the Start Time row, select the date and time
when you want the notification scheduling to
begin.

« inthe End Time row, select either No end time
or End after. If End after is selected, enter the
number of hours after which to stop sending this
notification.

o Click Save to save the scheduling and recur-
rence options.
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Use the Notification Editor

From the left navigation menu, Launch Center section, click Compose (Advanced)

to display the Notification Editor.

This window has two major subsections (Message and Responses) and two tabs
(Compose and Advanced Options). The red outline of the Subject field indicates

that it is required and the notification cannot be sent until one is provided.

Compose

To Bl Select Recipient
Subject :
Message t Call to record ) Upload Audio Responses Template Announcement =
o AT
B I U 4 =~ = E=E o B
| received the message and will join the conference call.
Abbreviation: Confirmed
Bridge to conference call On
Send Save as draft X Cancel

1. Use the Compose tab to set basic options for the notification.

Option Description

Template
basic responses. If language packs were purchased, templates
are available in multiple languages.

Templates are available for the following types of notifications:

« Announcement—One default response: “| confirm | have
received this message.”

« Note: Each response has an abbreviation, which is a

Select a notification template type. Templates automatically fill in

shortened form of the response. For example, Confirmed is

the abbreviation for this default response.

« Conference Call-Two default responses: “l received the

message and will join the conference call” or “I received the

message but cannot attend the conference call.”
o Poll/Survey—Two default responses: “Yes” or “No.”

« First Responder(s)—-One default response: “I confirm that |
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Option Description

will take action regarding this message.” This template also
enables the setting for Response Limit Handling, which
stops delivery of the notification when response limits have
been reached.

Attachment Attach files to the notification. By default, attachments are stored
on the server, and recipients receive a link to the attachment in
the notification. A copy of attachment can be included with the
notification. See Use the Attachments Editor for more details.

Escalation Override the standard escalation rule in effect at the time the noti-
Override fication is sent and define an escalation specifically for this noti-
fication. See Use the Escalation Editor for more details.

Language If language packs were purchased, select a language in which to
send the notification here. See Use the Language Settings Editor
for more details.

View If language packs were purchased, select the language in which
to view the Notification Editor window.

2. Use the Advanced Options tab to set advanced options for the notification.

Option Description

Scheduling Schedule the notification to be sent after a delay, or to set a recur-
rence rule for a recurring notification. See Add advanced options
to a Notification for scheduling instructions.

Email Indicate whether to send an email status report about the noti-
Status fication and to whom to send it. See Add advanced options to a
Notification for more details.

Priority Set a priority for the notification. The red exclamation mark ' is

flags
high priority, the blue down arrow i is low priority, and the green

check v is test priority. Toggle off all flags to send the message
with no given priority.

Require If this notification requires authentication to read or hear it, click
PIN Require PIN. Toggle this button on (darkened) or off (lightened) to
require or not require a PIN.

Hotline Use the Hotline Callback Editor to select the Hotline callback
instructions the recipient receives. See Add advanced options to a
Notification for more details. Options are:

o« Use user default Hotline phone number

o Use all Hotlines
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Option Description

« Do not allow responses through Hotlines

Device Use the Device Retry Editor to set the maximum number of times a
Retry call will be retried for this notification. If this value is set to zero,
the call is made once, but not retried.

3. Use the Message section to enter the text of the notification as it appears in
written notifications (email, fax, SMS, pager) and as itis spoken by the TTS
engine for phone notifications. A call-to-record audio file, or an uploaded
audio file, can be used to complete this field. See Use The Message Pane.

4. Use the Responses section to create the possible responses to the noti-
fication. See Use the Response Editor for additional details.
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Use The Message Pane

Use the Message pane to create the body of the message:

Message t. Call to record %) Upload Audio

- = = s G,

.
4
o
I-..'
I
= 3
i

Choose one of the following methods to enter the message body:

« Type the body of the message into the Message pane. This text message
body is the message that is delivered by text devices (email, fax, and SMS)
or spoken by the TTS engine for phone notifications. The number of char-
acters you type is displayed beside the Message header. This is because
some SMS providers have a set maximum message length. This number
helps you stay within this limit. If you exceed the limit, the message may be
delivered in multiple parts. Text-based messages can be personalized using
variables. See Personalize text-based messages using variables

o AlertFind can call a phone number and have that person record the message
using the Call to record button. This option will be handled the same way as
uploaded audio files. See Use Call to Record option.

« Use the Upload Audio button to upload a WAV audio file. This file is played
for phone call recipients. Other recipient types are directed to call the Hotline
or Hotline Pro number to listen to the message. See Use Upload Audio option

If language packs were purchased, message text must be provided for each
language selected. Use the View: drop-down list to choose a language, then type
the language’s message into the Message pane, or record or upload an audio
message.
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Compose

Personalize text-based messages using variables

To personalize the notification, the following variables may be used:

e S{user.name} — The user’s full name.
e S{user.userNames[0]} — User's user name/login ID.

NOTE

Variables must be typed in the message exactly as they appear above. All
variables start with the $ (dollar sign) and must be enclosed in {} (curly braces).

Use Call to Record option:

To have AlertFind call so a message can be recorded, click Call to record. In the
Call to Record window displayed, enter the phone number AlertFind should call
and then, click Call now.

Use Upload Audio option:

To upload a previously recorded audio file, click Upload Audio. The File upload
dialog window displays. Click Add. A file selection window opens. Navigate to the
file to upload.

The file to be uploaded must be a WAV file in a supported format. See Supported
Audio Files. Click Open. Click OK.
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Use the Response Editor

Use the Response Editor to set the available responses for this notification. A
default set of responses are available when a template is chosen. See Use the
Notification Editor for a list of template types and default responses.

All responses provided must be options, because they will follow the words “Press
n” for voice notifications. For example, a response for a first responder notification
might read “1f you will take action on this notification.” AlertFind
prepends “Press n” to the response text so that the recipient hears “Press 1 if you
will take action on this notification.”

IMPORTANT

Instructional text will be included in the SMS indicating that the user should check
their email for the audio and/or the attachments. Each available response will be
listed by the abbreviation for the response, not the full response text.

Example Chunked SMS Messages

1 of 3 (From TMobile Device Notification System) Mike
Rosenfelt has lost his car keys. Your presence 1is requested
immediately on a conference call to discuss

2 of 3 (From TMobile Device Notification System) this crisis.
The conference call phone number is 1 (866) 489-0573 and the
meeting ID is 7696151. Attachments

3 of 3 (From TMobile Device Notification System) included in
email. Reply with 9649 to respond Attend, 9071 to respond No
Attend.

NOTE

Type the responses in the language selected for this notification. To create
responses in another language, choose a different language from the View drop-
down list.

Create additional responses from the Notification Editor:

1. In the Notification Editor Responses section, click Add. The Response Editor
window is displayed. The following is an example of the Response Editor win-
dow with all the available response options.
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Response Editor View : English

Response Text
Abbreviation
Response Limit

Leave blank if unlimited

Response Limit Handling : Off ® On

Mote: Response Limit Handling stops a neotification once all responses with
limits have been reached. Response options without limits do not affect
when the notification stops.

Allow Response Data ; Off '® On

Response Data Instructions

Bridge To Conference Call : Off ® On

Phone Number o )

Country ; ® U.S./Canada ) Other
Meeting ID : 1

Enter only the digits for the meeting ID or room number

Custom Conference Call Provider Settings : ® off on

mome | somrs

2. In the Response Text field, type the response to be created. This is the text
that is sent in text notifications and spoken in voice notifications.

3. In the Abbreviation field, type the response abbreviation. For example, Con-
firmed for | confirm that | have received this message, or Attend for | will
attend the meeting.

4. In the Response Limit field, enter a limit number If there is a limit to the num-
ber of users who can select this response. For example, for a first responder
notification, type 1 in this field. (If you are using the first responder template,
this is automatically setto 1.) If you set a response limit, also set Response
Limit Handling to On.

5. Set Allow Response Data to On if you want to allow recipients to enter data
in response to the notification. This displays the Response Data Instructions
field. Enter here the instructions recipients see or hear when they are promp-
ted to enter numeric data. For example, this field might say, “Enter your cur-
rent contact phone number including area code.”
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6. To bridge recipients to a conference call, set Bridge to conference call to
On. This displays fields for setting a US or international phone number and a
meeting ID.

NOTE
The correct format for an Other phone number is:

[COUNTRY CODE] [CITY AREA CODE] [PHONE NUMBER] .

Numbers that include '0' between the country code and the city/area code are
invalid in AlertFind. For example, the phone number 44(0) 207 333 4444 is invalid.

However, a UK number such as 44 20 7333 4444 is valid. In this example, the area
code for London (20) is separated by spaces from the rest of the phone number.
AlertFind will eliminate spaces so that number will become 442073334444,

7. To include a prefix or suffix to the meeting ID, set Custom conference call
provider settings to On. Set AnswerOnMedia to On only if AlertFind cannot
connect to the conferencing bridge using the bridge number, meeting ID, and
any required suffices or prefixes. If you are able to connect a conference call
using the standard fields, there is no need to enable AnswerOnMedia. This
option enables AlertFind to connect the user to the conference call bridge the
moment the initial ring is heard, rather than wait for the bridge to pick up.
This means a user will hear the ringing tones once he or she selects the
transfer option. Use this feature only when a conference call bridge has a
habit of not connecting a call when it picks up the transfer.

8. When you are finished editing the response and response options for this noti-
fication, click Save to return to the Notification Editor.
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Use the Recipient Editor

Use the Recipient Editor to add recipients for the notification and set any delays or
specific recipient orders. From the Notification Editor, click the blue To button to
display the Recipient Editor.

» Recipient Editor

Type to search...
Name = Description Role Default Email +
Adam Customer Admin  adam@maill.com +
adm Customer User ASDdasd@dsf.com +
A Leader - Not Member of Team Customer User usernoteam(@1000teamgroup.qa +
All employees all people in the company  Customer User workers@example.com +
Pages 1 of1 Total - 17 ftems per pagei

El Save % Cancel

« Users: To add individual users to the recipient list, click the Users tab, then
either double-click user names to move them to the Recipients list, or select
names and click Add Selected. Use the search fields provided to search by
name or filter using the Criteria Editor. See Filtering Lists for instructions on
using search and Criteria Editor tools. To view details about a user, select
the name, then click View Details. This displays the user’s complete name,
default email address, and any other available custom fields.

« Groups: To add a group to the recipient list, click a group tab (such as Broad-
cast Groups, Escalation Groups, Smart Groups). Double-click a group or
select groups and click Add Selected to add a group to the Recipients list.

« Map-Based Region: To select users and Sites within a map region, click the
Map Selector tab, and using the polygon icon draw the region(s) that encom-
pass the users and Sites to be notified. Once the region is drawn, click Add
Polygon(s) to add the region’s users to the Recipients list. See Send a noti-
fication to users within a geographical location for more information on using
the map-based selection feature.

o Delay: To add a delay between when two users are contacted, click Add
Delay. The Add Delay window displays. Type the length of time of the delay,
then click Save.
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« Notification Order: To arrange a specific order in which recipients will be
notified, use the Up and Down arrows to arrange recipients and delay times.

When the Recipients list is arranged, click Save to return to the Notification Editor.
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Use the Compose To Feature
To quickly compose a notification to any user or group shown in the system:

1. From the left navigation menu Administration section, select Users (or from
the Groups section, select the desired group).

2. If you are on the Users page, select the individual user(s) to whom you want
to send the notification, select the user name and click the Compose to
option in the menu bar.

If you are on a Groups page, select the individual group(s) to whom you want to
send the notification, right click and select the Compose to option in the menu list.

A new notification is opened and preloaded with a recipient list containing the
selected users or groups.
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Use the Attachments Editor

Use the Attachments Editor to attach files to a notification. From the Notification
Editor, click Attachment. The Attachments Editor displays.

To add an attachment, click Add. The File upload dialog box is displayed. Click
Add. A file selection window opens. Navigate to the file to be attached, select it,
and click Open. The attachment is displayed in the list.

By default, attachments are stored on the server to keep the size of notifications
small and to ensure quick delivery.

« To send a copy of an attachment with every message, choose Include a copy
of attachments in each notification.

CAUTION

Sending large attachments or sending even small attachments to many recipients
can quickly overload email servers.

« To keep attachments on the server, choose Include a link to attachments in
each notification. This allows recipients to access attachments without poten-
tially delaying delivery.

Click OK to return to the Notification Editor.
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Use the Escalation Editor

Use the Escalation Editor to customize the type of devices or the order in which
they are contacted. From the Notification Editor, click Escalation Override. The
Escalation Editor displays.

Select the type of escalation to be used for this notification.

« Do not override personal device escalations—Uses the device escalation
defined for each individual recipient.

. Specify a custom device escalation—Specifies which devices, in which order,
should be used for this notification. If this option is selected, the Edit Custom
Escalation window displays. To create the custom escalation, drag devices
from the left section of the window to the name of the custom escalation in
the right section of the window. When the escalation is created, click Save to
return to the Escalation Editor.

« Skip specified devices in each personal device escalation—Skips a specific
device type, even if it appears in a recipient’s personal escalation. If this
option is selected, the Escalation Editor window displays. Click the check
box next to a device type to skip this type of device in every recipient’s escal-
ation list. The selected device or devices are not contacted for this noti-
fication.

Click OK to return to the Notification Editor.
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Use the Language Settings Editor

If language packs have been purchased, to send a notification in another
supported language, click the Language drop-down list on the Compose tab of the
Notification Editor. Two options appear: Language Settings and Change default
notification language.

« To change the language for this notification or to make other languages avail-
able, click Language > Language Settings. Click the check box for all lan-
guages to use for this notification.

« To change the default language for this notification, click Language >
Change Default Language and choose another language from the available
list. The default language is used when the notification is not available in a
user’s preferred language.

« To view the notification and edit text as it will appear in another supported
language, choose a different language from the View: drop-down list.

When finished editing the settings in the Language Editor, click OK to return to the
Notification Editor.
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Supported Audio Files

Only WAYV audio files are supported. When call-to-record is used, the recording is
saved in the correct format. To create a WAV file using another method, use
recording software to confirm that the file is in one of these formats:

« 8bit, 8Khz, u-law wave file (Riff format)
o 16bit, 8Khz, PCM wave file (Riff format)
o 8bit, 8Khz, u-law Sphere file
o 16bit, 8Khz, PCM Sphere file
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View Notifications

This section contains the following topics:

« View a List of Notifications and History

« View Notification Status and Details
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View a List of Notifications and History

To view a list of notifications sent for the current team context, along with their
history, click Sent Notifications in the left navigation menu.

To view a list of notifications for a specific team, along with their history, click the
name of the team on the Teams page. Next, click Sent Notifications in the left
navigation menu.

The Sent Notifications page displays. These notifications can be sorted by
clicking on any of the column titles.

To view a list of sent notifications along with their history:

1. From the left navigation menu Administration section, click Teams to display
the Teams page.

2. Click the name of the team whose notifications you want to view.

3. From the left navigation menu Notifications section, click Sent Notifications.
The Sent Notifications page displays for the team you have selected. The fol-
lowing fields are displayed on the Sent Notifications page:

Column Definition
Heading

! The | represents the priority icon that indicates the priority of the
notification.

Notification The subject of the notification, its status (completed, canceled),

Details and the team to which it was sent.

Responses The number of notifications confirmed and the number for which
no confirmation has been received.

Sender The full name of the person who initiated the notification.

Date The day, date, time and time zone when the notification was
sent.

4. To view details about any notification, double-click the notification. The View-
ing Notification page is displayed.
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View Notification Status and Details

Notification status means the state of the notification; that is, whether it is
scheduled, completed, or canceled. Notification details include the notification
results with the response of each recipient listed.

To view the notification status and details:

1. From the left navigation menu Notifications section, click Sent Notifications.
The Sent Notifications page for the selected team is displayed. There are
four columns of information for each sent notification listing notification sum-
mary information: Notification Details, Responses, sender, and date. In the
Notification Details column, the subject, status, and team are listed.

Sent Notification

> > Notification List

Notification Detail Responses Sender Date
Automated Broadcast Group Site Notification

Status: Netifications Completed 10 : Cenfirmed

AlertFind Support Jan 18,1970, 8:01:55 AM (Asia/Calcutta)
Team: Global
Automated Test Notification
Status: Notifications Completed 10" Cenfirmed AlertFind Support Jan 18, 1970, 8:01:55 AM (Asia/Calcutta)
Team: Global

2. Locate the desired notification and double-click it, or click it and then click
View Details.
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Notification Summary . Automated Notification sent by AlertFind Support on Jan 18, 1970, 8:01:55 AM

Status . Notifications Completed

Results by Response
& Download Report

Note: The bars above indicate the percentage of respondents in each category. The dark portion represents the actual number of responses in that category.
The light color represents the maximum allowed number of responses in that category when response limits are used.

Total Responses . e
6 of 10 (60%) Confirmed
s
4 0of 10 (40%) No Response Yet

Last Update © Jan 18,1970, 8.01:55 AM (Asia/Calcutta)
Overview
Subject . Automated MNotification
Message . Automated Notification
Response : I confirm that | have received this message.

Abbreviation : Confirmed
Response Limit : 0

Save Numeric Response : Yes
Bridge To Conference Call : false

3. For the result details, view the four tabs: Results by Response, Time Sum-
mary, All Recipients and Original Recipients.

« The Results by Response tab describes notifications that have been con-
firmed, not confirmed, or for which there have been no responses. If the
notification is a poll, the number of responses for each option is dis-
played.

o Click the View Details button next to any response to view more inform-
ation about respondents.

« The Time Summary tab organizes response information according to how
long it took users to respond.

« The All Recipients tab displays an list of individual notification recipients
with information about the last update for each recipient and the most
recent status of each recipient.

« The Original Recipients tab displays a list of the notification’s original
recipients, such as the name of the group or groups that were selected.

6. For other notification details, view the Notification Details section.
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This section contains the following topics:

« View and Send Scheduled Notifications

« Manually Send a Notification
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View and Send Scheduled Notifications

The Scheduled Notifications page displays notifications scheduled to be sent at a
later date or time, as well as those being held for manual execution.

Scheduled Notification

» » Notification List

Type to search...

Natification Detail Responses Sender Date
Scheduled notification
Status: Nofifications Completed 10 Confirmed AlertFind Support Jan 18, 1970, 8:01:55 AM (Asia/Calcutta)

Team: Global

Pages 1 of1 Total : 1 Page Search Text... U Match Case

To view scheduled notifications:

1. From the left navigation menu Notification section, select Scheduled Noti-
fications to display the Scheduled Notifications page.

2. The Scheduled Notifications page has the same fields as the Sent Noti-
fications page.

3. To view details about any notification, double-click the notification in the
Notification Details column or select the notification in the Notification
Details column and click the View Details button. If the notification is being
held for manual execution, if you are ready to send it, click the edit button to
open the Notification Editor and then click send.
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Manually Send a Notification

To send a notification that has been saved as a draft, click Scheduled
Notifications in the left navigation menu to access the notification and send it.

To manually send a notification:

1. Click Scheduled Notifications in the Navigation section of the left menu bar.
The Scheduled Notifications page appears. This page lists the notifications
on hold for manual execution or scheduled to be sent in the future.

2. Locate the notification to be sent manually. Double-click the notification in
the Notification Details column or select the notification in the Notification
Details column and click the View Details button.

3. Click the edit button to open the Notification Editor and then click send.
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Resend Notification to Non-Responders
Notifications can be re-sent to users who have not yet responded to the
Notification.

« Users who have responded will not receive the resent notification.
. Resent Notifications cannot be edited before they are sent again.

AlertFind considers resent notifications to be part of the original Notification, and
tracks them, and their associated responses, as a continuation of the original
notification.

To resend notification to non-responders:

1. From the left navigation menu Notifications section, click Sent Notifications
to view the Sent Notifications page for the selected team’s active, non-
archived notifications.

2. Locate the Notification to resend in the Notification Details column, and
double-click the subject of the Notification to display the Viewing Noti-
fications page.

3. Click the Resend to Non-responders button. The re-sent Notification will be
sent only to users who did not respond. These users will be listed in the To...
field.

Save As Notification Template Clone & Follow Up «d Resend to Non-Responders

Naotification Summary :  Automated Notification sent by AlertFind Support on Jan 18, 1970, 8:01:55 AM

Status :  Naotifications Completed

4. Click Send to initiate the resending of the Notification.

The Result Log (in the All Recipients tab) for each of the non-responders will show
the date and time the Notification was resent to that user.
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Respond On Behalf of a User

The ability has been added to manually mark a user as having responded to a
Notification. This is useful during real emergencies, when a user may not be able
to respond via AlertFind but can check-in with their manager or another person.

To enable this feature, an administrator with Application Settings permission
should go to the Customer Details page, Customer Information section, check the
check-box by Confirmation Options: Allow Administrators and Team Leaders to
respond on-behalf-of a notification's recipients.

Once the feature has been enabled, administrators and team leaders can go to the
View Notification page, All Recipients tab, right-click on the user and select
Respond on-Behalf-Of from the menu.

To respond on behalf of another recipient:

1. From the left navigation menu Notifications section, click Sent Notifications
to view the Sent Notifications page for the selected team’s active, non-
archived notifications.

2. Locate the Notification that needs to be manually responded to in the Noti-
fication Details column, and double-click the subject of the Notification to dis-
play the ViewDetails page.

Click the All Recipients tab.

4. Select the user under the All recipients list. Multiple users can be selected
and manually responded to at one time.

Sent Notification

> » View Notification
Save As Notification Template i Follow Up «d Resend to Non-Responders m
Notification Summary : test

sent by AlertFind Support on Wed, 7 Movember 2018 6:27 PM

Status : Motifications Completed

All Recipients

All Recipients Type to search... n

Name Status = Last Updated
I Adam Mo devices scheduled: no active devices in current escalation MNov 7, 2018, 1:57:39 PM
Pages 1 of1 Tatal -1 Items per page 50
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Click Respond On-Behalf-Of to respond to the Notification.
Select appropriate response from the drop-down.

Add comment if additional information is required.

Click Save.

The Result Log for the recipient(s) will show the date and time the Notification was
responded to, and who performed the response.

00 d O O
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Send Follow-Up Notifications

Use follow-up notifications to send notifications to recipients of a canceled
notification, or to recipients of active or archived notifications who responded with
a specific answer.

AlertFind considers follow-ups to be new notifications and tracks them, and their
associated responses, separately from the original notification. Compose follow-up
notifications using the same process as you would to compose an original
notification. All options available to notifications are available to follow-up
notifications.

To send follow-up notifications:

1. From the left navigation menu Administration section, click Teams, and then
from the page displayed, select the desired team to view its notifications.

2. To send a follow-up for a completed or canceled Notification, from the left
navigation menu, Notifications section, click Sent Notifications. To send a
follow-up for an archived Notification, from the left navigation menu, Noti-
fications section, click Archived Notifications.

Locate the Notification to send a follow-up notification.

In the Notification Details column, double-click the subject of the notification
to display the Viewing Notifications page.

5. To send a follow-up Notification to non-responders, click the Follow Up but-
ton, OR, to send a follow-up Notification to a specific set of responders:

[B) Save As Notification Template = Follow Up «d Resend to Non-Responders

Motification Summary 1 Automated Notification sent by AlertFind Support on Jan 18, 1970, 8:01:55 AM

Status : Nuotifications Completed

1. In the Total Responses list, click the View Details button next to the
response for which you want to send a follow-up.

2. Click the Follow-up button.
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Compose

To : Select Recipient Followup Users

Subject

A~ B I U 4 =~ = = o %

6. The Notification Editor displays. By default, the follow-up notification will be
sent to a dynamically created Ad Hoc Group consisting of the original recip-
ients and called Follow-up Users.

7. Compose the notification as discussed in Compose Notification.
8. Click Send to initiate the follow-up notification.

If desired, repeat this process to send follow-up notifications to users who
responded with a different response.
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Cancel a Notification
An in-progress, completed, or scheduled notification can be canceled. This might
be needed if:

« The wrong notification was sent.

« The situation has changed and the notification is no longer relevant.

« A poll or survey notification was sent and received an adequate number of
responses.

After a notification is canceled, the cancellation cannot be undone. To reach
recipients who did not receive the canceled message, a new notification must be
sent.

NOTE

When a notification is canceled, AlertFind still accepts responses from email
devices and from the web confirmation page for recipients who received the
message before it was canceled. However, recipients cannot continue to respond
to the notification through Hotline or Hotline Pro.

To cancel a notification from the Sent Notifications page:

1. From the left navigation menu Administration section, click Teams, and then
from the page displayed, select the team for which you want to view noti-
fications.

2. From the left navigation menu Notifications section, click Sent Notifications
to view the Sent Notifications page for the selected team’s active, non-
archived notifications.

3. Double-click the notification you want to cancel or click the notification and
click View Details to open the notification in the Viewing Notification win-
dow.

4. Click the Cancel button next to the Status field.

Save As Notification Template = Follow Up «d Resend to Non-Responders

Naotification Summary :  Automated Notification sent by AlertFind Support on Jan 18, 1970, 8:01:55 AM

Status :  Naotifications Completed

5. A confirmation box displays. Click the OK button to cancel the notification.

Once the notification is canceled, the Sent Notifications page will display a status
of Canceled and the name of the user who canceled it and the Notification Details
page will also display the time the notification was canceled.

NOTE
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When a notification is canceled processing will stop, and no more messages are
sent to any remaining recipients. To reach recipients who did not receive the
canceled message, a new notification must be sent.

To cancel an active, in-progress notification by archiving it, see Archive
Notifications.
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Archive Notifications

Any notification can be archived, including those that have been canceled.
Archiving removes the notification from the Sent Notifications or scheduled
Notifications page and cancels any notification thatis in progress. Completed
notifications are moved to the archive with the status of completed. You may want
to archive notifications that you no longer need to view, or to shorten the list
displayed on the Sent Notifications page.

To archive a notification:

1. From the left navigation menu Administration section, click Teams, and then
from the page displayed, select the team for which you want to view noti-
fications.

2. From the left navigation menu Notifications section, click Sent Notifications
to view the Sent Notifications page for the selected team’s active, non-
archived notifications.

3. Select the notification that you want to archive.
4. Click Archive on the menu bar. The Confirm dialog is displayed.
5. Click OK to archive the notification or Cancel to cancel the action.

If OK was clicked, that notification is removed from the Sent Notifications page
and now appears on the Archived Notifications page.

NOTE

You can also batch archive or batch unarchive notifications by selecting more than
one notification at a time and then clicking Archive (if you are on the Sent
Notifications page) or Un-archive if you are on the Archived Notifications page.
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View Archived Notifications

A list of archived notifications can be viewed with the following information for
each notification:

o Notification Details (Subject and Status)
« Responses

« Sender

« Date and Time Sent

To view the list of archived notifications:

1. From the left navigation menu Administration section, click Teams, and then
from the page displayed, select the team for which you want to view noti-
fications.

2. From the left navigation menu Notifications section, click Archived Noti-
fications. The list of archived notifications is displayed.

You can download either a CSV summary report or a CSV detailed report of the
archived notifications. Click Download and select either Notification List Summary
Report or Notification List Detailed Report to view the respective report.

To send follow-up notifications, see Send Follow-Up Notifications.
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Unarchive a Notification

Unarchiving a notification makes it visible on the list of sent notifications, but does
not activate the notification or make it available for sending. It is still considered a
completed or canceled notification.

To unarchive an archived notification:

1. From the left navigation menu Administration section, click Teams, and then
from the page displayed, select the team for which you want to view noti-
fications.

2. From the left navigation menu Notifications section, click Archived Noti-
fications. The list of archived notifications is displayed.

3. Select the archived notification to be unarchived.

4. Click Un-archive near the top of the page. Answer OK to the confirmation dia-
log. The notification is unarchived and is now listed on the Sent Notifications

page.
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Notification Reports

This section contains the following topics:

« Email Results of Completed Notifications
« Download Notification Details

o Other Notification Reports
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Email Results of Completed Notifications

A notification is considered complete when AlertFind has successfully sent the
notification to all scheduled devices or exhausted the escalation for each user.

For individual notification tasks (a notification to a specific device), the type of
device contacted determines when the task is complete:

« An email notification is complete when the email is sent.

« A phone notification is complete when AlertFind reaches a person or leaves a
voice mail.

« An SMS notification is complete when the device has been reached.
« A fax notification is complete when the device has been reached.
o A pager notification is complete when the device has been reached.

Three CSV-formatted results files can be emailed to a designated individual (or
distribution list). These include:

e NotificationResponses.csv
e NotificationTimeHistogram.csv

e NotificationRecipients.csv

The CSV files emailed are identical to the download reports available on the Sent
Notifications page.

NotificationResponses.csv
The Notification Responses Report contains the following information:

o Subject of the notification

« Sent Time

o Expire, if set

« Recurrence, if set

o Sender (full name of the person who sent the message)

« Message (text of the message)

o Priority, if set

« Authenticated (whether authentication was required for this notification)
« Response Limit Handling

« Hotline, if available (use User’'s Default Hotline, Use all Hotlines, or Do not
allow responses through the Hotline)

« Email Results (to whom)
e Current Status of the notification

« Response Summary for the notification
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Abbseviation
Couat of this response
Limi¢ (if one exists)
Bridge (to conference call)
Data (entered by recipient)
Deseription
o Details for each response
« Name of recipient
« External Key
« Last Update
« Response
o Data (entered by recipient)
o Status of notification task for this recipient
o Last Confirmed Device Name
o Last Confirmed Device Address
« Last Confirmed Hotline Label
o Last Confirmed Hotline Number Label

o Last Confirmed Hotline Number
NotificationTimeHistogram.csv
The Notification Response Time Report contains the following information:

o Subject

« Sent Time

o Expire, if set

« Recurrence, if set

e Message (setto recorded audio if a recorded message was used for the
notification)

o Priority
« Authenticated
« Response Limit Handling

« Hotline, if available (use User’s Default Hotline, Use all Hotlines, or Do not
allow responses through the Hotline)

o Email results (to whom and at what address)
o« Current Status of the notification

« Response Summary
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Conéirmed
Numbes of the response
Abbreviation of the response
Count ef this response
Limit (i§ one exists)
Bridge {to conference call)
Data (entered by recipient)
Description (the response)

No response yet

Total

Response Time Summary (in 5 minute increments)

Total responses

NotificationRecipients.csv

The Notification Recipients Reportincludes details about each recipient’s specific
response information. The following information is included in the
NotificationsReceipients.csv file:

Subject

Sent Time
Expire, if set
Recurrence, if set

Message (setto recorded audio if a recorded message was used for the
notification)

Priority
Authenticated
Response Limit Handling

Hotline, if available (use User’s Default Hotline, Use all Hotlines, or Do not
allow responses through the Hotline)

Email results (to whom and at what address)
Current Status of the notification
Response Summary
Conéirmed
Numbes of the response
Abbreviation of the response

Count ef this response
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Limit (i§ one exists)
Bridge {to conference call)
Data (entered by recipient)
Description (the response)
No response yet
o Information about each recipient
« Name
« External key
o Description
o Last Update (for example, Tue May 8 2017 4:23:44 PM)
« Response
o Data (entered by recipient)
o Status of notification task
o Last Confirmed Device Name
o Last Confirmed Device Address
« Last Confirmed Hotline Label
o Last Confirmed Hotline Number Label

« Last Confirmed Hotline Number
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Download Notification Details

A CSV summary report can be downloaded for all sent notifications, either in
summary or individually.

To download notification details:

1. From the left navigation menu Administration section, click Teams.
2. Select the desired team.

3. From the left navigation menu Notifications section, click Sent Notifications.
The Sent Notifications page is displayed for the selected team’s active, non-
archived notifications.

4. Click Download in the menu bar. You have the option to download either the
Notification List Summary Report or Notification List Detailed Report.

A File Download dialog box is displayed requesting whether you want to open the
CSV file, save it, or cancel the action. If you click Save File, the report file is
automatically saved to your default Download directory. The default file name is
Notification List.csv.

You can also download the summary of a single notification by performing the
following additional steps:

1. In the Sent Notifications page, select your desired active, non-archived noti-
fication and view its details.

2. In the Results by Response tab, click the Download Report button.

A File Download dialog box is displayed requesting whether you want to open the
CSV file, save it, or cancel the action. If you click Save File, the report file is
automatically saved to your default Download directory. The default file name is
Notification List.csv.
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Other Notification Reports

If Support provisions this feature for your organization, a number of web-based
notification reports can be viewed. See Notification Reports.

AUREA CONFIDENTIAL 235



AlertFind Administrator Guide

Notification Templates

Notification Templates are used to create communication plans with pre-configured
Notifications that can be sent simultaneously, making crisis communications
consistent, quicker and more effective.

If the template has the Enable Editing option checked, the Notification’s subject,
recipients, and message can be edited from the Alert Console at the time the
Notifications are to be sent, without effecting the original template.

Notification Templates also make it easy to link Notifications to Incidents since
they can automatically create an incident if you select that feature in the template.
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Manage Template Permissions

To use the Notifications Template library, you must have the Manage Templates
permission for the team you are on. Administrators and Team Leaders can have
this permission enabled.

To see what permissions you have:

In the left menu bar in the Administration section, select My Account.

2. In the User Overview menu bar, click View Permissions. In the following
example of an Administrator's permissions on Team Global, all the per-
missions are selected. The Manage Templates permission is the one singled
out by the red rectangle.

View Permissions X

# Edit

+ Send Notification

v View Results

+ Cancel Notification

+ Manage Templates

+ Open From Template

+ View Template

+ Manage Sub-teams

+ Manage Groups

% Manage Public User Data
v View Private User Data

® Manage Private User Data
% Manage Access (passwords, PINs, usernames, enable/disable)
% Set Leader Permissions
»® Manage Hotliness

% View Web Reports

If you have the Manage Templates permission, you will get the Manage Library
option in your left navigation menu.

Notification Templates

€ Manage Library
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With this option, you can view, edit, create, and delete the notification templates
for the team that is your current team context. These templates are stored in the
selected team’s Notification Templates library page.

Without the Manage Templates permission, you will not get the Manage Library
menu option, nor will you be able to view, edit, create, or delete notification
templates.
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View a List of Notification Templates

Each team has a different notification template library. If the list of notification
templates does not appear correct, check your team context.

See the template library for your team:

1. In the left menu bar Administration section, select Teams to display My
Teams page.

2. On the My Teams page, select the desired team.

In the left menu bar Notifications section, select Manage Library.The fol-
lowing is an example list of templates on the Notification Templates page of
a team library.

Notification Template

» Manage Library

K= 2N N I e e
Type to search...

Title Created By
Hazmat Emergency

Team: Global Administrator
Offshore il Spill

Team: Sub Team Administrator

Pages 1 of1 Total - 2 Page Search Text... O Match Case

See the sub-teams’ templates:

Normally, the Notification Templates listed belong only to the explicit team con-
text. If you also want to see all the notification templates that belong to all the sub-
teams of the selected team, go to the Notification Templates page, and click the
Show Sub-Team button. The list updates to include all Notification Templates that
belong to the current team and all subordinate teams that you have permission to
view. A subordinate team does not list templates that belong to a superior team.
The Global team context can view all Notification Templates.

To hide the templates for the sub-teams, click the Show Sub-Team button again.
See the template library for a different team:

1. In the left menu bar Administration section, select Teams to display the My
Teams page.
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2. On the My Teams page, select the desired team.

3. In the left menu bar Notification Templates section, select Manage Library.
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The Notification Templates Tool Bar

The following table lists the Notification Templates page tool bar options:

Option/Buttons Function

To create a new template, click New. A new
template is opened ready for input. See Create a
New Notification Template.

To edit an existing template, select it and click
Edit. The selected template is opened ready for
editing. See Edit a Notification Template.

# Edit

To delete a template, select it and click Delete.
The selected template is deleted from the
Notification Templates library page where it was
stored. See Delete a Notification Template.

% Delete

To download a template report, click the down
L Report ~ arrow next to the Report button. You have two
choices:

« A Detailed Report of a selected template.
« A List Summary Report of all the templates.

See Downloading Notification Template Reports.

To open a template in the Alert Console, click

# Open in Alert Console Open in Alert Console.

See Edit and Send a Notification(s) from a
Notification Template

To display your sub-team's notification
templates, click Show Sub-team. Click the button
again to hide sub-teams’ templates.

&, Show Sub-team

See See the sub-teams’ templates:

To clone one or more Notification Templates to
new team(s), select the template(s) to clone, click
More... > Clone to Team(s), select the team or
teams, click Clone.

See Clone Notification Template to Team(s)

To Filter the templates available use the Search
Criteria to add new filter criteria to narrow down
the items displayed.

T Filter =

ST
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Option/Buttons Function

To find a template by template title, enter the title
Type to search... n or part of the title in the Search box. To search
by a custom field, click the down arrow. You then
have the choice of searching by Description,

Quick Launch ID, or Title.
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To view a notification template:

1.
fication Templates.

2. Double-click the template you want to view.

AlertFind Administrator Guide

Go to your team’s Notification Templates page. See View a List of Noti-

The following is an example notification template.

Edit Notification Template

Title Inclement weather

Description

&

«| Enable Editing

Click to Change Send All Notifications

Compose

use this template in case of typical bad weather

Launch Options (Advanced)

Create Incident

Subject Bad Weather approaching|

4 =~ <>

(lo

[2) Save & Open in Alert Console

AUREA CONFIDENTIAL

Responses Template Annocuncement =

Co I

I received the message and will join the conference call.
Abbreviation: Confirmed
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Select a Template Icon

The template icon along with the template name is displayed in the Alert Console
page to allow a person to select that template to send one or more notifications.

To select an icon and tile color for a notification template:

1. When in the Creating Notification Template or the Editing Notification Tem-
plate window, click the template icon to display the Icon Editor window with a
list of all available icons and colors.
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Please Select A Color

Please Select An Icon

@ Community

2. In the Icon Editor window color selection box, select an icon color.

3. In the Icon Editor window icon selection box, click an icon to use it as the
icon associated with this notification template in the Alert Console.
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Select Template Launch Options

Each notification template has the following advanced options called Launch
Options. These are used when a template notification(s) is sent from the Alert
Console.

To select an option, click on the check box next to it and a check mark will be
displayed in it. To deselect it, click again, and the check mark will be removed:

Option Description

Enable Edit- To allow the person sending this notification from the Alert
ing Console to edit or change the notification subject, recipients,
and message, check this option.

This does not change the template itself. Rather, it enables the
sender of the notification to make edits to this specific
notification prior to sending. The notification template will
remain unchanged.

For example, if you created an Inclement Weather notification
template and had Enable Editing checked in the template, then
when sending the notification from the Alert Console, the person
sending the notification could change the message body to
include the specific office location that is affected. In this case,
the sent notification would say Inclement Weather, but the
message body would have more specific site information.

Send All To require that all the notifications linked to this template be
Notifications sent at the same time, check this option.

An example of when this might be appropriate is when you want
to send one message to activate the crisis response team and
another general message to employees. Both notifications have
to go out.

When this is unchecked, AlertFind will send only the selected
notification and not any others that are linked to the template. An
example of when this is appropriate is the Hurricane Alert
notification template. In this template, Send All Notifications is
unchecked. This means, when people select this template from
the Alert Console, they must pick one of the available Hurricane
Notifications to send. They cannot send more than one
notification at the same time.

Quick To have the notification sent over a Hotline and as a text

Launch ID message, enter a Quick Launch ID. You can have the system
generate one or you can create one of your own. For example,
1001 or BADWEATHER. This option is not available unless you
check Send All Notifications.
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Option Description

Create Incid- To automatically create an incident when this template
ent notification(s) is sent from the Alert Console, check Create
Incident.

In this case an open incident is automatically created, linked to
the template's notification(s), and listed on the
AlertFindIncidents page when the notification(s) is sent.

If you check this option, you will be prompted for adding
attachment(s) to the template. You can add up to 5 attachments
of up to 50 MB.

The following task example is of an incident automatically
created by the Hazmat Emergency alert when it was sent.

To see an automatically created incident:

1. From the left menu bar, in the Incidents section, select Incidents. This dis-
plays a page of all listed Incidents.

2. To see the created incident, double-click the new incident (or select it and
click View Details) to view it.

The following is an example of an incident automatically created by the Hazmat
Emergency alert when it was sent.

Incidents

» » Detail

=
Title : Hazmat Emergency

Description :  Use this alert in the event of any exposure to harzardous materials
Status . Open

Opened : Jan 18, 2019, 6:44:38 AM by AlertFind Support

Attachments : None

| Attachments are for reference only and are not sent with notifications

Incidents Notifications

-

Notification Detail Responses
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The incident takes on the title of the notification template along with its
description. Any attachments and all notifications linked to the incident are listed.

Incident templates created prior to AlertFind 5.0 work the same way they
previously worked. However, they will also have the new advanced launch options.
In this case, Enable Editing is turned off by default and Send All Notifications and
Create Incident are turned on by default. If needed, you can edit these options.
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Save Multiple Notifications to a Template

A template can have more than one notification linked to it. This means that you
can model a template:

« To send one and only one notification. In this case, the Send All Noti-

fications launch option is not selected and there is only one notification
linked to the template.

To send one notification, but which can be different depending on the situ-
ation. In this case, the Send All Notifications launch option is not selected
and only one of several notifications linked to the template is selected.

To send different notifications at the same time to different people, each with
different tasks. In this case, the Send All Notifications launch option is selec-
ted and several notifications are linked to the template.

Compose a template notification:

Use the features on the Compose and Advanced Options tabs. For a description of
these features, see Compose Notification.

A W N =

In the Compose tab, click To... to select the notification recipients.
In the Subject line, enter a notification subject.
In the Message text box, enter a notification message.

In the Responses text box, click New to enter a new response, or click Edit
to enter the default one.

In the Advanced Options tab:

« Click Scheduling to set up the notification schedule and recurrence.
o Click Email Status to set up emailing the results of this notification.
o Click Normal to select a priority for the notification.

o Click Require Pin to require a pin for this notification.

o Click Hotline to set up hotline call back instructions.

o Click Device Retry to set up the maximum number of call retries.

Add a second notification to a template:

1.

Click the More Notifications button at the bottom of the Notification Tem-
plates window.

In the Notifications list box, click New to create a totally new notification,
click Clone to create a copy of the currently open notification.

. Create the new notification, or edit the cloned notification, as you would cre-

ate or edit any notification.

. When you have finished creating notifications, all of them are listed in the

template Notifications list box. These notifications are linked to this
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notification template. The following is an example of an Inclement Weather
template having a list of notifications.

Edit Notification Template

Title :  Inclement weather

6 Description :  use this template in case of typical bad weather
‘ Launch Options (Advanced)

| Enable Editing Create Incident
Click to Change Send All Notifications

Compose

Subject Bad Weather approaching|

B I U 4 =~

Responses Template Anncuncement =

EZN 25 K3 B3 K

I received the message and will join the conference call.
Abbraviation: Confirmed

<> %

[2 Save & Open in Alert Console

5. When you are finished with the template, click Save & Close to save itin the
template library and close it or click Save & Open in the Alert Console to
save it in the template library and to review it in the Alert Console.

Notification templates enable you to send out a series of different communications
related to an incident all at the same time. This is the case in the following
example since the Send All Notifications launch option is selected.

In the following example of a Hurricane Alert, the Send All Notifications option is

not selected. In this example, only the Hurricane Alert for a Category 1 notification,
the selected notification, would be sent.
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Notification Template

» > Add Notification

Title : Hurricane Alert

Description :  Contains alerts fegards to various categories

Launch Options (Advanced)

#| Enable Editing
Click to Change Send All Notifications

o T,

Subject

Hurracane category 1

B I U 4 Ev = = P 0B

Unlicensed copy of the Froala Editor. Use it legally by purchasing a license.

[8) Save & Open in Alert Console

You can also delete a notification by selecting a notification in the template
Notifications list box and clicking Delete.

You can choose to hide the notifications list by clicking Hide Notifications at the
bottom left of the Notifications list box.
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The Notification Display When Opening a Template

Depending on the number of notifications linked to a template, the notification
display for the template is different when opening the template:

. If a template has only one notification linked to it, when you open the tem-
plate, the template Notifications list is hidden and the More Notifications but-
ton is displayed at the bottom left of the template window. An example of this
is the Sick Pole template. In this example, the More Notifications button is

singled out by the red rectangle.

Notification Template

» » Add Notification

Title : Sick Pall

Description :  To beused to determine if an employee is absent

%

Launch Options (Advanced)

#| Enable Editing
Click to Change Send All Notifications

— e * sick Poll

Unlicensed copy of the Froala Editor. Use it legally by purchasing a license.

Our records indicate that you have been gone from the office for the past 3 days, if this is due to an illness, please respond accordingly.

Save & Open in Alert Console

. If a template has more than one notification linked to it, when you open the
template, the Notifications list box containing the notifications linked to the
template is displayed as in the Inclement Weather template. See View a Noti-

fication Template.

« You can choose to create a template with different notification tasks that can
be carried out at the same time. For example, the Hazmat Emergency
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template is set up to send two completely different notifications at once: one
to all employees informing them there is an emergency and they should evac-
uate the building, and the other to the emergency response team telling them
there is an emergency and they need to take care of it. You can hide all but
the selected notification by clicking the Hide Notifications button, which is
singled out in the following example by the red rectangle.

Notification Template

> Add Notification

Title : Hazmat Emergency

Description :  To beused to determine if any exposure to hazardous materials

Launch Options (Advanced)

¥ Enable Editing Create Incident
Click to Change send All Notifications

Advanced

oy

Subject

Hazmat Emergency

Message b Upload Audio m Responses Template Announcement
=N [~ ] ¢ ] w0 ]
B I U 9 4 =~ = = ¢ %

Unlicensed copy of the Froala Editor. Use it legally by purchasing a license.

I received the message and will join the conference call.
Hazardous materials have been exposed to|the area. Please evacuate immediately. Abbreviation: Confirmed
Bridge to conference call: On

B save [B) Save & Open in Alert Console * Cancel
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Create a New Notification Template
NOTE

None of your edits are saved to the server until you click Save & Close or Save &

Open in Alert Console. Click Cancel to close the Create Notification Template
window without saving the edited template.

To create a new notification template:

1. Go to your team’s Notification Templates page. See View a List of Noti-
fication Templates.

2. On the Notification Templates page, click New. This displays the Create

Notification Template window. The template items with a red horizontal line

are required edits.

= | AlertFind

Notification Template

» » Add Notification

Edit Notification Template

A\

Click To Change

Title *

Description

Launch Options (Advanced)

| Enable Editing Create Incident

Send All Metifications

Compose

Subject

Message %, Call to record 4 Upload Audio m Responses Template Announcement =
A- B I U s == = o =

Press 1 1 confirm that | have received this
message.

Abbreviation: Confirmed

Bridge to conference call: off

3. Enter a title in the Title box and an optional description in the Description
box.
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4. Select an icon to associate with the template. See Select a Template Icon.

5. Select the launch options that you want. See Select Template Launch
Options.

6. Create your notification(s). See Save Multiple Notifications to a Template.

7. Click Save & Close. The new template is saved in your team's Notification
Templates library page. Alternatively, click Save & Open in the Alert Con-
sole to save it in the template library and review it in the Alert Console.
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Edit a Notification Template
NOTE

None of your edits are saved to the server until you click Save. Click Cancel to
close the Editing Notification Template window without saving the edited
template.

To edit a notification template:

1. Go to your team’s Notification Templates page. See View a List of Noti-
fication Templates.

2. In the Notification Templates library page, select the template to be edited.
This displays the Editing Notification Template window.

NOTE

The Editing Notification Template window contains the same template features as
the Create Notification Template window. The only difference is that the
notification template being edited already has a title, description, selected launch
options, and one or more notifications linked to it.

3. Edit the features as required. See Select a Template Icon, Select Template
Launch Options, and Save Multiple Notifications to a Template for explan-
ations of how to edit these items.

4. Click Save and Close or Save and Open in Alert Console. The edited tem-
plate is saved in your team's Notification Templates library page and closed
or opened for review in the Alert Console, depending on your choice of but-
tons.

AUREA CONFIDENTIAL 256



AlertFind Administrator Guide

Save an Existing Incident as a Notification Template

Any existing incident can be saved as a notification template. You might want to do
this if the incident information could be used for a future event.

To save an existing incident as a template:

In the left navigation menu Administrator section, click Teams.
2. Select a team to make that your active team context.

In the left navigation menu Incidents section, click Incidents. A list of incid-
ents for your current team context appears.

4. Double-click the title of the incident that you want to save as a template. The
Viewing Incident page appears.

5. Click Save As notification template at the top of the page. The Editing Noti-
fication Template page appears with the following information:

o Title—The title of the incident, which is now the title of the notification tem-
plate.

o Description—The description of the notification template as typed on the
Incident page.

6. Edit the Launch Options as desired. See Select Template Launch Options.

Associated notifications appear at the bottom of the page. For instructions on
editing them, deleting them, or adding more notifications, see Save Multiple
Notifications to a Template.

7. When you have finished any desired edits, click Save and Close or Save and
Open in Alert Console. The edited template is saved in your team's Noti-
fication Templates library page and closed or opened for review in the Alert
Console, depending on your choice of buttons.

8. Click OK to close the Viewing Incident window.
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Save an Existing Notification as a Notification Template

Any existing notification can be saved as a notification template. You might want
to do this if the notification could be used in the future.

To save an existing notification as a notification template:

In the left navigation menu Administrator section, click Teams.

2. Select a team to make that your active team context.

10.

In the left navigation menu Notifications section, click Sent Notifications.
The Sent Notifications page for your current team context appears.

. Locate the notification your want to save as a notification template. You can

sort the list by type, subject, or sent time. Use the Next and Prev buttons to
navigate through the list of notifications.

To search by Subject, use the starts with, contains,and end with
options and type the subject (or part of the subject) you are searching for.
Click Search. A list of notifications that meet your search criteria displays.
You can also click the down arrow next to Search to search by one or more of
these fields:

« Sent by

o Sentto

« Type (Announcement, First Responder)
o Priority (Test, Low, Normal, High)

« Senttime (Sent After or Sent Before. Click the calendar icon to select a
date, then enter a time.)

. Double-click the name of the notification you want to save as a notification

template. The Viewing Notification page appears. This page shows
responses to the notification as well as basic information about the noti-
fication and delivery options for the notification.

. Click Save As Notification Template. The Editing Notification Template

page displays.

. Edit any template features that you might want to edit. See Edit a Notification

Template.

. Click Save and Close to save the template, Save and Open in Alert Console

to save it and review it in the Alert Console, or Cancel to cancel the oper-
ation. If saved, the new template is listed on the Notification Templates page.

Click Close to close the Viewing Notification page.
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Delete a Notification Template
When you delete a notification template, you delete any notifications associated
with the template.
To delete a notification template:
1. Go to your team’s Notification Templates page. See View a List of Noti-
fication Templates.
2. Locate the template you want to delete and select it.

In the tool bar, click Delete. AlertFind asks you to confirm that you want to
delete the notification template.

4. Click OK to delete the notification template or Cancel to cancel the action.

The Notification Templates page displays and the notification template is no
longer on the list of notification templates.
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Clone Notification Template to Team(s)

Clone one or more Notification Templates to one or more teams.
To clone notification template(s) to team(s):

1. Go to your team’s Notification Templates page. See View a List of Noti-
fication Templates.

2. Select the template(s) to be cloned. Shift-click to select several contiguous
templates. Control-click to select individual templates

3. In the tool bar, click the More... > Clone to Team(s) button. This brings up
the Teams pane, which displays all the teams you have permission to
access.

Clone to Team(s)

4. Select the team or teams that the template(s) are to be cloned to. Shift-click
to select several contiguous teams. Control-click to select individual teams

5. Click Clone to clone the notification template(s).

The Notification Templates page displays, with the new template(s), which can be
edited as desired.
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Sending a Template Notification From an SMS Device

Using Hotline or Hotline Pro, you can launch an incident with a Quick Launch ID.
For detailed information about how to do this, see Using Quick Launch IDs or
Using Quick Launch IDs with Hotline Pro.

To send a template notification using a Quick Launch ID:

1. Select the Quick Launch ID in the Launch Options section of the template.

2. Use the ID you entered or the one you had AlertFind generate for the tem-

plate.
3. Use a command line with the following parameters:
[notify [-u user phone number] [-h] [-p PIN] -gl code [-hvVv]
Where:

e [-h] returns instructions on using this command.
e [-hv] returns verbose instructions on using this command.
e [-p] [PIN] PIN
e —gl [code] is the Quick Launch ID code for a notification template.
e [-u] [phone numbers] device address, including country code.
For example: notify -u 15125551234 -p 0000 -gl 1000
NOTE

To send a template notification through SMS, you need to send the text to the
AlertFind short code (the AlertFind cell phone address— 55626)
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Creating a Complex Notification Template

Consider this more complex example of the use of incidents and notification
templates. Assume that during an ice storm, you want the first responders from
three key teams to be on a conference call as soon as possible. For this example,
we will use escalation groups called disaster recovery (DR), human resources
(HR), and information technology (IT). Note that you do not need specific
individuals, only the first responder from each escalation group. Because your
area is prone to ice storms, you want to save this notification structure for quick
and easy execution. To do this, you want to create a notification template:

1. Create your DR, HR, and IT escalation groups.

2. Create a template with a linked notification to contain the conference call
information for all three escalation groups.

3. Use the Clone feature to create three simultaneous notifications to the three
key escalation groups, limiting the response from each escalation group to
one person. The steps that follow explain this in greater detail.

TIP

The Clone feature enables you to create multiple notifications with identical
information in the subject line, body text, and conference call information. Each
notification has its own escalation list. If you do not use Clone and instead create
one notification and send it to all three escalation groups, AlertFind only allows
the first responder from all of the escalation groups to respond instead of one
responder from each escalation group. By using the Clone feature to create three
notifications, all three escalation groups are notified at the same time and the
correct number of respondents is allowed.

4. Save the Notification Template.

The following sample procedure shows you how to create a notification template
that bridges first responders from three escalation groups to a conference call. For
instructions on creating escalation groups, see Escalation Groups.

To create an example complex notification template:

1. Create a notification template. See Create a New Notification Template.
1. Select an icon to associate with the template.
2. Enter the Title and Description.

3. For the Launch Options, select Send All Notifications and Create
Incident. If you have attachments, add the attachments. See Select Tem-
plate Launch Options.

2. Create your first notification in the notification section of the template. See
Compose Notification.
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1. In the Compose tab, select an escalation group for the To field. Then enter
information in the Subject and Message fields.

2. In the Responses section, click New and in the Response Editor, set the
Response Limit to 1, select Bridge to conference call, and fill in the
required information. Then click OK. This ensures that the first person to
respond to the call is bridged to the conference call.

3. Using the Clone feature, make two identical copies of the notification. See
Save Multiple Notifications to a Template.

4. In the To field of the cloned notifications, edit the escalation group so each
message has a different group. If necessary edit any other information in the
message for the appropriate group.

5. Click Save & Close to finish, or if you want to review the template in the Alert
Console, click Save & Open in Alert Console.
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Downloading Notification Template Reports

You can download a Microsoft Office Excel CSV (Comma Separated Values) report
on one template or on all the templates in your team’s Notification Templates
library.

To download a Notification Template Report:
1. In the left menu bar Administration section, select Teams to display the Team
page.
2. On the Team page, select the team.

In the left menu bar Notifications section, select Manage Library. This dis-
plays the Notifications Templates page for your team.

4. Decide the type of report you want: a Detailed Report for one template or a
List Summary Report for all the templates:

« For a detailed report, select Report button > Detailed Report.
o« Fora summary list report, select Report button > List Summary Report.

The report is automatically saved to your Download directory and, if you have
Microsoft Excel, it opens in a window as an Excel file. You can either save the file
or close it without saving the file.

A Detailed Report contains the template title, description, linked notification(s),
and date. A List Summary Report lists all the templates in the library.
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Incidents

In AlertFind, you can create an incident and link one or more notifications and
attachments to that incident.

Incidents can be saved as notification templates so that they can be easily reused.
Best practices for incident or crisis communications recommends the creation of
pre-scripted message templates to defined groups of people. For example, you
might set up a notification template to send a pre-defined notification to alert your
IT team when a server is down.

Notification Templates are saved to the Notification Template library. This library
comes with a default set of templates that you can use and edit. See Notification
Templates for how to use this library.

NOTE

When you use a Notification Template, AlertFind can automatically create an
incident for you and automatically link your notification(s) to the incident.

Incident Templates that you created prior to AlertFind 5.0 are stored in the
Notification Templates library and become Notification Templates. You can use
them in the same way you previously used them. However, they also inherit the
additional features of the Notification Template library.
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Working with Incidents

You can do the following with incidents:

View a list of existing incidents or an individual incident. See Viewing a List
of Incidents and Viewing an individual incident.

Search for an incident. See Searching for an Incident.
Create a new incident. See Creating a New Incident.

Compose, edit, or remove one or more notifications automatically linked to an
incident. See Working with Incident Notifications.

Edit an existing incident and its notifications. See Editing an Existing Incid-
ent.

Save an incident with its linked notifications as a notification template. Save
an Existing Incident as a Notification Template.

Archive an incident or unarchive it. See Archiving Incidents and Un-archiving
Incidents

Download a CSV report on one or all your incidents. See Reporting on Incid-
ents.
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Viewing a List of Incidents

You can view a list of incidents by team or, if in the Global Team context, you can
view a list of all incidents.

To view a list of incidents:

1. In the left menu bar in the Administration section, click Teams.
2. On the My Teams page, select a team to make that your active team context.

3. In the left menu bar in the Incidents section, click Incidents. The Incidents
page for the selected team appears. The following is an example Incidents

page.

Incidents
» Incident List

04 | avormuis | D | scie it | = | s [ vsomr- |
Type to search... n

Status Title Opened

Refinery Fire

Open Oct 18, 2018, 1:48:04 PM by AlertFind Support

Team Global

Hazmat Fire )
Open Team Global Oct 18, 2018, 1:47:14 PM by AlertFind Support

The following table describes the page columns.

Column Description

Status Open or closed.

Title The name of the incident and its team. This name also appears in the
Incident Collaboration Center.

Opened The day, date, and time the incident was opened, as well as the
person who opened the incident.

You can sort a list of viewed incidents by Status, Title, or Date.
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Tool Bar Options for the Incidents Page

The following table lists and describes the Incidents page tool bar options. These
are the things you can do with incidents when viewing the Incidents page.

Option/Button Function

Click Add to create a new incident. See Creating

O Add a New Incident.

Double-click an incident or select it and click
View Details to see the incident details. See
Viewing an Individual Incident.

@ View Details

Select an incident and click Archive to archive
the incident. It is placed on your team’s Archive
Incidents page. See Archiving Incidents

Select an open incident and click Close Incident

% Close Incident to close the incident.

Using the Report option, you can create two
L Report ~ different CSV reports: A Detailed Report or a List
Summary Report. See Reporting on Incidents.

To display a list of your sub-team’s incidents,
‘@ Show Sub-team click Show Sub-team.

Using the Search option, you can search for an
n incident by title or description, or on whether it is
open or closed. See Searching for an Incident.

Type to search...
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Searching for an Incident

To search for an incident

1. Go to the Incidents page. See Viewing a List of Incidents.

2. Perform one of the following:

o Enter a title or part of a title in the Search text box and click ﬂ

e Click the down arrow next to the Search button and select one of the fol-
lowing additional options for creating a custom search:

« Opened (the date the incident was opened)
« Closed (the date the incident was closed)

o Description

o Title

To clear your custom search setting, click the Search down arrow and then select
Clear Search.
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Viewing an Individual Incident
To view an incident:

1. Go to your team’s Incidents page. See Viewing a List of Incidents.

2. Double-click the desired incident or select it and click View Details. The fol-
lowing is an example incident.

Incidents
» » Detail
Title :  Hazmat Emergency
Description Use this alert in the event of any exposure to harzardous materials
Opened : Jan 18, 2019, 6:44.38 AM by AlertFind Support
Attachments : None

| Attachments are for reference only and are not sent with notifications

Incidents Notifications

-

Naotification Detail Responses
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Tool Bar Options for the Viewing Incident Page

In the Viewing Incident page, in addition to adding, removing, or editing
notifications linked to the incident, you can also do the following tasks listed in the
page tool bar.

Option/Button Function

. Click Edit to edit the incident title, description, and
# Edit attachments.

Click Report to create a CSV Incident Report of the
opened incident. If you have Microsoft Excel
installed, the report automatically opens in Excel in
a new window.

& Report

The report lists the incident features such as title,
description, open time, and closed time. It also lists
any notification linked to the incident along with
the notification details for each notification.

Click Archive to remove this incident from your
team’s Incidents page and place it on your team’s
Archived Incidents page. See Archiving Incidents.

Click Save As Notification Template to save the
viewed incident as such. See Save an Existing
Incident as a Notification Template.

[[) save As Notification Template

Click Refresh to refresh the Web page.

& Refresh
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Working with Incident Notifications

The following table lists and describes the Incident Notifications tool bar options.

Option/Button Function

Click Compose to compose a new notification
automatically linked to the incident. See
Compose Notification.

© Compose

Click Add to add an existing notification to the

© Add incident. See Adding Notifications to an Incident.

Select one or more notifications and click
Remove to remove the notification(s) from the
Incident. See Removing Notifications from an
Incident.

Double-click a notification in the Incident
Notifications list or select it and click View
Details to see or edit the notification details.

& View Details

The Download option enables you to download a
CSV report on an individual notification linked to
the incident or a CSV report on all the
notifications linked to the incident. See
Downloading Incident Notification Reports.

Click Show Sub-team to view the list of your sub-

@ show Sub-team team’s notifications.

I | EI|
:

Use the Search option to search for a specific
Type to search... notification linked to the incident being viewed.
See Searching for an Incident Notification.
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Adding Notifications to an Incident

You can create a new notification to link to an incident or add one or more existing
notifications to link to an incident. See Add a new notification to an incident and
Add an existing notification to an incident.

Add a new notification to an incident:

1. View the incident. See Viewing an Individual Incident.

S.
6.
7.

. In the Incident Notifications section, click Compose. See Use the Compose

To Feature if you have any questions.

1.

N oo o A WD

Click Template, and select the template type for the notification.

Click Attachment to add an attachment.

Click Escalation Override to override escalation rules for this notification.
Click To to enter the recipients.

Enter the subject in the Subject text box.

Enter the message in the Message text box.

In the Responses section, leave the template response as is or edit it
and/or enter a new response.

. Click Advanced Options to enter any of the advanced options features (For

more information refer to Add advanced options to a Notification):

Scheduling: to set up notification scheduling and any recurrence.
Email Status: to send email results of this notification.
Normal: to select a priority value for this notification.

Require PIN: to require notification recipients to enter a PIN to hear or
read the message.

Hotline: to allow recipients to respond to this notification by calling Hot-
line.

Device Retry: to set the maximum number of times a phone call will be
retried for this notification.

. When you have completed drafting the notification, click Save as draft. The

Viewing Notification window is displayed with an overview of the notification.

Click Edit to edit anything. When done, again click Save as draft.

Click Close to close the Viewing Notification window.

Click OK to close the Viewing Incident window.

Add an existing notification to an incident:

1.
2.

View the incident. See Viewing an Individual Incident.

In the Incident Notifications section, click Add to add an existing notification
to the incident.
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3. On the left side of the Manage Incident Notifications window, select a noti-
fication to be added and click Add Selected. The selected notification is dis-
played in the Incident Notifications list box on the right side of the window.

4. Click Close to close the Manage Incident Notifications window.

5. Click OK to close the Viewing Incident window.

AUREA CONFIDENTIAL 274



AlertFind Administrator Guide

Removing Notifications from an Incident
To remove one or more notifications from an incident:

1. View the incident. See Viewing an Individual Incident.

2. In the Incident Notification section, select the notification or notifications and
click Remove.

3. At the confirmation prompt, click OK to continue with the operation or Cancel
to cancel it.

The notification(s) link to the incident is removed, but the notification(s) itself
remains listed on the Scheduled Notifications page.
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Downloading Incident Notification Reports

You can download a detailed CSV report of an individual notification linked to the
incident or a summary list CSV report of all the notifications linked to the incident.

To download incident notification reports:

1. View the incident. See Viewing an Individual Incident.

2. In the Incident Notifications list, select the notification for which you want a
report.

3. Click the down arrow next to the Report button, and select either Notification
List Detailed Report or Notification List Summary Report.

If you have installed Microsoft Excel on your system, the report will be
automatically opened in a separate window in Excel. It will also be automatically
saved to your Download directory. The report contains the incident title, subject,
date, and all the notification details.
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To search for a specific notification linked to an incident:

1. View the incident. See Viewing an Individual Incident.

2. Perform one of the following:

« In the Incident Notifications section, enter a notification subject or part of

a subject in the Search text box and click ﬂ

« In the Incident Notifications section, click the Search down arrow, and
select one of the following additional options for creating a custom search:

Priority

Received by
Response abbreviation
Sent by

Sent Time

Subject

To clear your custom search setting or the text in the search box, click Clear

Search.
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Creating a New Incident

Administrators can create incidents for any team. Team leaders can create
incidents for their teams if they have been granted that permission (Manage
Templates).

To create a new incident:

1. Go to your team’s Incidents page. See Viewing a List of Incidents.

On the Incidents page for the selected team, click Add. The Create Incident
window displays.

In the Create Incident window, type a title for the incident. This is a required
field.

4. Type a description of the incident. This is an optional field.

5. Click Attachments if you want to add attachments to this incident. You can

add up to 5 attachments of a total size of not more than 50 MB. If you choose
to add an attachment, a new window appears so that you can navigate to the
location of the attachment. Note that attachments are for reference only and
are not sent with notifications.

. Click Save. The Viewing Incident page is displayed. This page allows you to

create one or more notifications and automatically link them to the incident.
The following is of an example incident with two notifications already linked
to it.

Incidents

» » Detail

Title :  Hazmat Emergency

Description . Use this alert in the event of any exposure to harzardous materials
Status * Open

Opened : Jan 18, 2019, 6:44.38 AM by AlertFind Support

Attachments : None

| Attachments are for reference only and are not sent with notifications

Incidents Notifications

-

Naotification Detail Responses
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7. In the Incident Notifications section, click Compose to create a notification
automatically linked to the incident. See Compose Notification for instruc-
tions on how to compose notifications. You can compose as many noti-
fications as you may need to link to the notification. You can also click Add to
link a previously created notification to the incident. This displays the Man-
age incident notifications window. In that window, select the notification you
want to add and click Add Selected. When you have finished adding noti-
fications, click Close.

8. When you have finished creating your incident, click Close. The new incident
is listed on you team’s Incidents page.
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Editing an Existing Incident

To edit an existing incident:

1. View the Incidents page for your team. See View an incident.

. Locate the incident you want to edit. You can sort by any column by clicking

on the column heading.

. Select the incident and click View Details. The Viewing Incident page

appears.

. To edit the title or description of the incident, or to add an attachment, click

Edit.

5. To save the information about this incidentin a CSYV file, click Report.

6. To add notifications to the incident, click Add in the Incident Notifications

section.

. Toremove a notification, select it and click Remove in the Incident Noti-

fications section.

. To archive the incident and remove it from the incident list, click Archive.

9. To save this incident as a template, click Save as Notification Template. The

10.
11.

Editing Notification Template page displays. For instructions on editing a
notification template, see Edit a notification template.

Click Save when you have finished your edits.

In the Viewing Incident page, click OK when you are finished your edits.
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Reporting on Incidents

To create a CSV incident report:

1. Go to the Incidents page. See Viewing a List of Incidents.

2. Click the Report down arrow and select either Incident List Summary Report
or Incident Detailed Report.

The report is listed on the bottom left of the page and automatically saved to your
Download directory. If you have Microsoft Excel installed on your system, the
report is opened in Excel.
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Archiving Incidents

When an incident has been archived, it is closed and cannot be reopened. It can

be unarchived. Archiving an incident cancels any notifications associated with the
incident.

To archive an incident:

1. View your teams Incidents. See Viewing a List of Incidents.

2. Locate the incident and double-click it to select it. (You can sort by any
column on the page by clicking the name of the column.)

3. Click Archive > OK to archive and close the incident, or Cancel to cancel the
action.

4. View the archived incidents by selecting Archived Incidents in the left-hand
menu.
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Unarchiving Incidents

When an incident is unarchived, it is no longer displayed on the list of archived
incidents.

To unarchive an incident:

1. View your team’s archived incidents. See View archived Incidents.

2. Locate and select the incident you want to unarchive. You can sort by any
column on the page by clicking the name of the column. You can also search
for a specific incident:

« By scrolling through the list of incident titles and using the Next and Prev
buttons.

« By entering a title in the search text box and clicking ﬂ or by clicking
down arrow next to the Search button and creating a custom search. You
can search by Title, Description, Open Time (before and after), and Close
Time (before and after). Click the calendar icon to select a date.

NOTE

When you click a date on the calendar, the time is automatically entered as 12:00
AM. Manually type the correct time for your search after selecting the date.

TIP

When searching by description, you can modify your search by changing the
operator in the description Edit Criteria dialog box to be one of the following:
starts with, contains, ends with, or equals. Then type part of the description in the
search text box.

3. Click Un-archive. A confirmation prompt asks if you are sure you want to un-
archive the incident. Click OK to continue with the operation or Cancel to can-
cel the operation. If you click OK, the incident is unarchived and moved to
the Incidents page as a closed incident.
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Chapter 4: Settings

Most application settings are defined by Support when AlertFind is provisioned for
an organization. However, there are several settings administrators can change:

. Company Information settings, such as email address, system name, phone
call settings, Hotline settings, and default conference call information. See
Company Information Settings.

« Company logo. See Changing Company Logo.

o Default user information, such as weekend days, business hours, and time
zone. See Setting Default User Information.

. Default notification profiles and rules. See Managing Default Notification
Profiles and Managing Default Notification Rules.

. Interface components, such as notification text, greetings, and date/time dis-
play formats. See Customizing the AlertFind Interface.

NOTE

Not all fields or options discussed in this section may be editable depending on
how each instance of AlertFind is provisioned by Support. If you need to change
something that you cannot access, contact Support.

NOTE

If your organization uses imported data, the Allow Web Administration company
setting must be enabled for you to use the web interface. If you cannot use the web
interface, contact Support.

Some of the fields on the Settings page are provisioned and managed on your
behalf by Support. You can view but not edit these settings. Contact Support to
change any of these settings.
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Customizing the Interface

AlertFind is provisioned with default interface components—such as company logo,
default notification text, greetings, and date/time display formats—that can be used
without any customization. Each organization can also customize the text users
see or hear as they interact with AlertFind components.

NOTE

If multiple language packs were purchased, these components can be customized
for each locale. Each language has its own set of customization files. The
customizations made in one language do not apply for another language.
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Changing Company Logo

A company logo can be added to the top right of the AlertFind administrative
screen.

| Impersonating: | Welcome, AlertFind Support | LOGO

Logo files can be GIF or JPG files. The maximum file size is 100 KB. The maximum
image size is 240 pixels x 60 pixels.

If multiple language packs were purchased, these components can be customized
for each locale. Each language has its own set of customization files. The
customizations made in one language do not apply for another language.

NOTE
PNG Files are unsupported. Only JPG and GIF files are supported for upload.
To change your company logo:

1. From the left navigation menu Administration section, click Application Set-
tings .

2. Under the Customization Settings section, locate the Global section. Click
Edit above the Logo line.

3. Click Browse to the locate the logo file to be uploaded. The logo file must be
a JPG or GIF, and can be no larger than 100 KB and 240 pixels x 60 pixels.

4. Click OK to upload the file.
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Audio and Text Customization Overview and Prerequisites

Each customizable interface component is controlled by text contained in a
specific properties file. Properties files are plain text files that contain field labels,
values, commands and variables. These files control the following interface
components:

« Prompts — The prompts file contains the largest set of customizable text for
the AlertFind interface, including prompts spoken by the text-to-speech (TTS)
engine, such as the outbound greeting.

« Constants — Constants set the standard labels displayed in the AlertFind web
interface, such as Broadcast Group Oor Conference Call. Mostorgan-
izations do not customize these constants.

« Date and Time Formats — The display of dates and times can be customized
in a format other than the default.

o Dictionary — The dictionary allows a word to be spelled phonetically so that
AlertFind can pronounce it correctly.

For each language purchased, each customizable component is controlled by an
individual properties file. For example, if your organization uses the default United
States English language and purchased an additional language pack for French,
your set of customizable properties files would include:

Component Locale Default File
Constants United States English Constants en
(en_US) US.properties
French (fr_FR) Constants fr
FR.properties
Date and Time United States English DateFormats en
Formats (en_US) US.properties
French (fr_FR) DateFormats fr
FR.properties
Prompts United States English Prompts en
(en_US) US.properties
French (fr_FR) Prompts fr
FR.properties
Dictionary United States English Dictionary-en-US.xml
(en_US)
French (fr_FR) Dictionary-fr-FR.xml

Before you edit properties files, become comfortable and familiar with the
following:
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. Using a text editor such as WordPad to edit plain text files. Use a plain text
editor to edit the files and save them as plain text (TXT) files. Notepad
(basic) cannot properly display the customization text files, and MS Word’s
DOC format is not readable by the customization engine.

« Working around commands and variables that appear in text files. The cus-
tomization files contain both plain text (which can be safely edited), and com-
mands and variables (which cannot be changed).

Preserve commands and variables intact as you edit customization files. If
even one character that appears within a command or variable is changed,
AlertFind is unable to validate the customized file. Commands and variables
are explained in further detail under Commands and Variables.

. Reading and editing field name and value pairs in a text file. Each cus-
tomizable text file contains field names and values in the form field name-
e=value. You can customize the values (the text that follows the equal sign,
except for commands and variables), but no part of the field name itself
should be changed. For example, the following field name/value line appears
inthe prompts.properties file:
cli.general.help=Please contact your S${cus-
tomer.notificationSystemName} administrator or call ${c-
allNumber} for assistance.

In this example, not even one character of the field name (cl1i.general.help)
should be changed, but some portions of the value can be edited, which is the text
that follows the equal sign (=). However, the value text also contains two variables
that must be preserved intact.

o« This leaves only the strings (Please contact your), (administrator
or call),and (for assistance) as the items that can be safely cus-
tomized. For example, this item might be customized to read Please con-
tact your S${customer.notificationSystemName} Help Desk
Representative or call ${callNumber} for more inform-
ation.

When you are familiar and comfortable with the file formats, and commands and
variables, you can customize the following components:

« Outbound Greeting — The outbound greeting is the message that users hear
when they answer a phone notification. By default, the standard greeting is
read by the text-to-speech (TTS) engine when a user answers the phone.
This greeting can be customized in several ways. See Customizing the Out-
bound Greeting for instructions.

« Prompts — The prompts file contains the largest set of customizable text for
the AlertFind interface. Instructions for customizing these prompts are avail-
able under Customizing Prompts.

« Constants — Constants set the standard labels displayed in the AlertFind web
interface, such as Broadcast Group OrConference Call. Mostorgan-
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izations do not customize these constants. To change these labels, follow the
instructions under Customizing Constants.

« Date and Time Formats — The display of dates and times can be customized
into a format other than the default. See Customizing Date and Time Formats.

o Dictionary — The dictionary allows words to be spelled phonetically so that
AlertFind can pronounce it correctly. These overrides are keptin the dic-
tionary.xml file. See Customizing Pronunciation with the Dictionary.

Commands and Variables

Commands and variables are pieces of text inside a customization file that enable
AlertFind to automatically insert your organization’s standard value into a prompt,
notification, or greeting.

For example, by default, the variable
S{customer.notificationSystemName} inserts the value AlertFind into
any message where it appears.

All variables start with the characters “$ {“ (dollar sign, open curly bracket) and
end with the character “}” (closed curly bracket). Never change any text that falls
between these characters in a customization file.

Variable Example

For example, the standard greeting can be customized so that it reads differently
for your organization. By default, it reads:

voice.hotline.greeting=Hello. Welcome to the
S{customer.voiceNotificationSystemName} .

This prompt could state the name of the user being called. To do this, add the
variable ${user.name} to the value, such as

voice.hotline.greeting=Hello $S{user.name}. Welcome to the
S{customer.voiceNotificationSystemName} .

Commands insert logic to control the contents of a some customizable fields. All
commands are enclosed in angle brackets ( <, > ) and should not be modified
except by the most experienced administrators.

For example, the <#if> command within:

volice.scenarionotificationtask.header manual=The following
<#if incidentTemplateNotificationTask.priority.value ==
"Normal"><#else>${incidentTemplateNotificationTask.priority}<
/#1f> S${incidentTemplateNotificationTask.msgType} message
will be put on hold awaiting manual execution.

begins with <#if> and ends with </#if> determines which priority level is
spoken to the caller: “The following high priority announcement message will be
put on hold awaiting manual execution.”
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Customizing the Outbound Greeting

The outbound greeting is the message that notification recipients hear when they
answer a phone notification from AlertFind. By default, the outbound greeting is
read by the text-to-speech (TTS) voice for your organization. The greeting can be
customized by:

« Changing the text read by the default voice.
« Replacing the default text and voice by uploading a prerecorded audio file.

« Replacing the default text and voice by using call-to-record to record an

audio file.

To customize the outbound greeting:

1.

From the left navigation menu Administration section, click Application Set-

tings.

. Under the Customization Settings section Voice Calls sub-section, click Edit

next to Outbound Greeting.

. Select the Greeting Type.

To use the default or customized text prompt:

1.
2.

Choose Use default or customized text prompt.

Click OK to have the default prompt read by the text-to-speech (TTS)
engine.

. To use a customized prompt, edit the text for the voice.out-
bound.greeting field in the prompts.properties file. Edit this text
following the instructions under Customizing Prompts and using the
examples shown in this table.

To use a pre-recorded custom audio file:

Chdose Upload audio file. A Greeting file browser field appears.

Cligk Browse to locate the audio file to be uploaded. The uploaded file
must be a WAV file in a supported format and no larger than 3MB in
size. See Supported Audio Files.

Nagigate to the file to upload, select it, and click Open. The path and
file appears in the Greeting field.

Clidk OK to upload the file.

e To use call-to-record to create a custom audio file:

Chdose Call to record. A phone number field appears.

Entar the phone number that AlertFind should call. This should be a
number where the person who will record the message can be reached.

Clidk Call. AlertFind calls the number provided, and a series of prompts
guides the user through recording the message. Status messages on
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the Outbound Greeting page report whether the call is in progress, has
been successfully completed, or has failed.

Whén the recording is successful, click OK. If the recording is not suc-
cessful, you must choose another greeting type.
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Customizing Prompts

The prompts.properties file contains the largest set of customizable text for
the AlertFind interface, including prompts for the web interface, error messages,
and email, fax, phone, or SMS notifications.

To customize prompts:

1. Download the prompts.properties file to customize. Follow the instruc-
tions under Downloading a Properties File.

« If you have never customized the prompts file before, or if you want to
work with the original defaults provisioned for your organization, choose
to Download the Default file.

« If you have previously customized and uploaded a custom prompts file and
want to change it, choose to Download the Customized file.

« If your organization uses multiple languages, specify the language file to
customize from the Locale drop-down list.

2. Important! Rename the downloaded file with the following naming con-
vention to indicate that the file is a custom file, the download date, language
and locale version. For example: Prompts Custom 2017 12 08 en US.-
properties.

3. Open the renamed custom prompts file in a text editor that displays and
saves the file correctly, such as WordPad.

CAUTION

Do not edit the default prompts.properties file and then upload it. Always edit
and upload the custom file.

4. Locate the prompts.properties file to be customized. Use the Find func-
tion in the text editor to locate the text to change.

5. Edit the customized field.

« Do not change any field names (text that precedes the equal sign) or any
commands or variables contained inside the values.

« See here for example customizations, including a sample customization
for the outbound greeting.

« See Creating a Custom Properties File for general guidelines.
6. Save the custom prompts.properties file.

Return to the AlertFind web interface and validate the custom prompts file.
See Validating a Custom Properties File.

8. When the custom prompts.properties file passes validation, upload it.
See Uploading a Custom Properties File.
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At any time, the customizations can be removed by deleting your custom prompts
file. AlertFind reverts to using the default prompts file originally provisioned for the
organization. See Deleting a Custom Properties File.

Prompt

Outboun
d
Greeting

Client
device
error

Email
notificat
ion of
confere
nce call

Field and Default Value

voice.outbound.greeting=
Hello. This 1is the
S{customer.voice
NotificationSystemName }
calling for ${user.name}.

cli.retrieve.unsupported

device type=You may not
retrieve messages with
this device.

email.conference call
instructions=The
conference call phone
number is
S{notification.conferenc
eCall
Transfer.conferencePhone
Number} and the meeting
ID is
S{notification.conferenc
eCall
Transfer.conferenceMeeti
ngId}.

Sample Customization

voice.outbound.greeting=
Hello. This 1is the
S{customer.voice
NotificationSystemName}
calling for

${user.name} .Please stay on
the line for an important
message.

cli.retrieve.unsupporte
d_

device type=This device is
not supported.

email.conference call
instructions=The phone
bridge prhone number is
S{notification.conferenc
e
CallTransfer.conferenceP
hone

Number} and the participant
ID is S{notification.
conferenceCallTransfer.
conferenceMeetingId}.

For more information about customizing prompts, see Customizing Prompts

Variables.
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Customizing Constants

The constants properties file sets the standard labels displayed in the AlertFind
web interface, such as Broadcast Group or Conference Call. Most
organizations do not customize these constants. To change these labels, do so by

following these instructions.
To customize constants displayed in the AlertFind web interface:
1. Download the constants properties file to customize. Follow the instructions
under Downloading a Properties File.

« If you have never customized the constants file before, or if you want to
work with the original defaults provisioned for your organization, choose
to Download the Default file.

« If you have previously customized and uploaded a custom constants file
and want to change it, choose to Download the Customized file.

« If your organization uses multiple languages, specify the language file to
customize from the Locale drop-down list.

2. Important! Rename the downloaded file with the following naming con-
vention to indicate that the file is a custom file, the download date, language
and locale version. For example: Constants Custom 2009 12 08 en
US.properties.

3. Open the renamed custom constants file in a text editor that displays and
saves the file correctly, such as WordPad.

CAUTION

Do not edit the default constants file and then upload it. Always edit and upload
the custom file.

4. Edit the field values in the constants file, then save the file.

« Do not change any field names (text that precedes the equal sign) or any
variables contained inside the values.

o« For a table of example customizations, see this table.
« For general editing guidelines, see Creating a Custom Properties File.

5. Return to the AlertFind web interface and validate the custom constants file.
See Validating a Custom Properties File.

6. When the custom constants file passes validation, upload it. See Uploading a
Custom Properties File.

The customizations can be removed by deleting the custom constants file.
AlertFind reverts to using the default constants file originally provisioned for your
organization. See Deleting a Custom Properties File.
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Field and Default Value Sample Customization

memberType BROADCAST GROUP=
Broadcast Group

notificationStatus
scheduled voice=Scheduled
for ${notification.
scheduledTime?date} at
S{notification.scheduledTime
?time}

notificationType CONFERENCE
CALL=
Conference Call

priority High=High

AUREA CONFIDENTIAL

memberType BROADCAST GROUP=
Distribution Group

notificationStatus
scheduled voice=Scheduled
for date: S{notification.
scheduledTime?date} at time:
S{notification.scheduledTime
?time}

notificationType CONFERENCE
CALL=

Phone Bridge

priority High=Urgent
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Customizing Date and Time Formats
The display of dates and times in notifications and reports can configured. These
date display formats are controlled by the date formats properties file.

To customize date and time formats:
1. Download the date formats properties file to customize. Follow the instruc-
tions under Downloading a Properties File.

« If you have never customized the date formats file before, or if you want to
work with the original defaults provisioned for your organization, choose
to Download the Default file.

« If you have previously customized and uploaded a custom date formats file
and want to change it, choose to Download the Customized file.

« If your organization uses multiple languages, specify the language file to
customize from the Locale drop-down list.

2. Important! Rename the downloaded file with the following naming con-
vention to indicate that the file is a custom file, the download date, language
and locale version. For example: DateFormats Custom 2009 12 08
en US.properties.

3. Open the renamed custom date formats file in a text editor that displays and
saves the file correctly, such as WordPad.

CAUTION

Do not edit the default date formats file and then upload it. Always edit and upload
the custom file.

4. Edit the field values in the date formats file, then save the file.

« Do not change any field names (text that precedes the equal sign) or any
variables contained inside the values.

o« For a table of default values and example customizations, click here.

« For a table of all possible symbols you can use to customize a date
format, click here.

« For general editing guidelines, see Creating a Custom Properties File.

5. Return to the AlertFind web interface and validate the custom date formats
file. See Validating a Custom Properties File.

6. When the custom date formats file passes validation, upload it. See Upload-
ing a Custom Properties File.

7. The customizations can be removed by deleting your custom date formats
file. AlertFind reverts to using the default file originally provisioned for the
organization. See Deleting a Custom Properties File.
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Default Format/Appears As Sample Customization/Appears As

date and time=M/d/yyyy
h:mma =z

8/8/2018 4:00 PM CST

date and time=MMMM d, yyyy

h:mma =z

August 8, 2018 4:00 PM CST

date only=M/d/yyyy
8/8/2018

date only=d MMMM yyyy
8 August 2018

time only=h:mma

4:00PM

4:00 (PM)

time only=h:mm (a)

The following symbols are used to customize date and time formats:

Symbol Stands For Example Appears As

M or MM  Month as a number M/d/yyyy 8/8/2018

MMM or  Month in long form MMMM August 8, 2018

MMMM d, yyyy

d day MMMM August 8, 2018
d, yyyy

yyyy or year MMMM August 8, 2018

YYYY d, yyyy

yy or YY yearin short form M/dlyy 8/8/18

h hour (1-12) h:mm 4:00

mm minutes (00-59) h:mm 4:00

EEE day of the week EEE, Wednesday,
M/d/yyyy August 8, 2018

H time on a 24 hour clock (0-23) NOTE: do  M/d/yyyy August 8, 2018

not use AM/PM with this format H:mm 16:00

a AM/PM h:mma 4:00 PM

z time zone h:mmaz 4:00 PMCST

S seconds in a minute h:mm:s 4:00:49

Cf literal text h:mm ‘0’ 4:00 o’clock

(single ‘clock’

quote)

, punctuation MMMM August 8, 2018

(comma) d, yyyy
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Customizing Pronunciation with the Dictionary

The dictionary allows words to be spelled phonetically so that AlertFind can
pronounce it correctly. A dictionary file for each language pack the organization
has purchased can be customized.

To customize a dictionary, identify a word that the text-to-speech (TTS) engine
mispronounces, then add it as a dictionary entry along with its phonetic
pronunciation.

The dictionary file is an XML file, which is a different format than the other
properties files. While other properties files contain fields and value pairs, the
dictionary contains XML entries that provide the mispronounced word and the
phonetic override, such as these examples:

<entry>
<text>AlertFind</text>
<override>Uhlert Find</override>
<entry>
<entry>
<text>Angel Leiva</text>
<override>Ahnhel Layvuh</override>
</entry>
To add a custom dictionary to AlertFind:

1. Download the dictionary file to customize. Follow the instructions under
Downloading a Properties File.

« If you have never customized the dictionary file before, or if you want to
work with the original defaults provisioned for your organization, choose
to Download the Default file.

« If you have previously customized and uploaded a custom dictionary file
and want to change it, choose to Download the Customized file.

« If your organization uses multiple languages, specify the language file to
customize from the Locale drop-down list.

2. Important! Rename the downloaded file with the following naming con-
vention to indicate that the file is a custom file, the download date, language
and locale version. For example: Dictionary Custom 2009 12 08 en
US.xml.

3. Open the renamed dictionary file in a text editor that displays and saves the
file correctly, such as WordPad.

CAUTION
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Do not edit the default dictionary file and then upload it. Always edit and upload
the custom file.

4. Edit the dictionary file by adding a full <entry> for each item, including both
the <text> sub-entry that defines the word AlertFind mispronounces and the
<override> sub-entry that provides the phonetic pronunciation. Format
each element with opening and ending tags, as in this example:

<entry>
<text>www.override.com</text>
<override>W W W dot over ride dot com</override>
</entry>

5. Save the custom dictionary file.

Return to the AlertFind web interface and validate the custom dictionary file.
See Validating a Custom Properties File.

7. When the custom dictionary file passes validation, upload it. See Uploading
a Custom Properties File.

At any time, the customizations can be removed by deleting the custom dictionary
file. AlertFind reverts to using the default dictionary originally provisioned for your
organization. See Deleting a Custom Properties File.
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Downloading a Properties File

To download a properties file:

1. From the left navigation menu Administration section, click Application Set-
tings .

2. Under the Customization Settings section, click the Edit button that appears
next to the type of properties file to customize.

Prompts

« Constants
« Date and Time Formats

o Dictionary

Properties and Dictionary Files

Prompts : Al TTS, web, email, and other prompts.

Constants : All constants used in the system (e.g., values for various message priorities). A0
Date and Time Formats : Date and time formats used in both the text and voice Uls.

Dictionary : Voice-specific overrides for words and phrases.

See Audio and Text Customization Overview and Prerequisites for details on
which information is controlled by each type of file.

3. Choose to download the Default properties file or a Customized properties
file.

Upload or download a Prompts properties file. Select the language for this properties file.

Process Properties File : (O Upload (will parform validation, file will became live if validation passes)
O validate Only
® Download
O Delete

Default / Custom : ® Customized
O Default

Locale : English (United State.. =
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« If you have never customized this type of properties file before, or if you
want to work with the original default file provisioned for your organ-
ization, choose to Download the Default file.

o If you have previously customized and uploaded a custom properties file
and want to change it, choose to Download the Customized file.

« If your organization uses multiple languages, specify the language file to
customize from the Locale drop-down list.

Click Save. A dialog box appears requesting you to save the file.

. Save the file with the following naming convention to indicate whether the
file is default or custom, the download date, language and locale version. For
example:

- Default properties files — Name a default properties file in a form such as
Constants Default 2017 12 08 en US.properties Or
Prompts Default 2017 12 08 fr FR.properties.

o Customized properties files — Name a customized properties file in a form
such as Constants Custom 2017 12 08 en US.properties or
Prompts Custom 2017 12 08 fr FR.properties.
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Creating a Custom Properties File

To customize the content of a properties file:

1.

Download the properties file to edit. Follow the instructions under Down-
loading a Properties File.

. Open the properties file in a text editor that will display and save the file cor-

rectly, such as WordPad.

. Customize the values in the properties file.

Do not change any field names (text that precedes the equal sign) or
any commands or variables contained inside the values. See Audio and
Text Customization Overview and Prerequisites and Commands and
Variables for an overview of working with field names, commands and
variables.

Anye.uncustomized fields can be left in the custom file or deleted. Sup-
port recommends that a custom file should include only fields that have
been customized, and delete any fields that should remain set to their
default values.

Seedthe following sections for specific customization examples for each
type of properties file:

For prompts customizations, including the outbound greeting, see
here.

For constants customizations, see here.
For date and time customizations, see here.

For dictionary customizations, see Customizing Pronunciation with
the Dictionary.

4. Save the customized properties file as a plain text (TXT) file with a name that

indicates its type and date, such as Constants Custom 2009 12 08
en US.properties Or Prompts Custom 2009 12 08 fr FR.-
properties.

Return to the AlertFind web interface and validate the custom properties file.
See Validating a Custom Properties File.

. When the custom properties file passes validation, upload it. See Uploading

a Custom Properties File.
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Validating a Custom Properties File

To validate a custom properties file:

1. From the left navigation menu Administration section, click Application Set-
tings .

2. Under the Customization Settings section, click the Edit button that appears
next to the type of properties file to be validated:

« Prompts
« Constants
o Date and Time Formats
o Dictionary
3. Select the custom properties file to be validated.
Selkect Validate Only from the list of file options.
Cligk Browse to specify the custom properties file to validate.

Selkct the Locale of the custom file to be validated, if multiple lan-
guages are available.

Upload or download a Prompts properties file. Select the language for this properties file.

Process Properties File : (O Upload (will perfarm validation, file will become live if validation passes)
® validate Only
O Download
O Delete

Upload Properties File . Choose File | SOURCE-sources txt

Locale : English (United State.. =

4. Click Save. A message states whether the file is valid or whether errors were
found. Fix any errors before uploading the custom file.
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Uploading a Custom Properties File

A newly uploaded custom file completely replaces the content of the previous
custom file. Be sure that the new custom file contains all of the fields to customize.
Any fields not listed in the custom file reverts to the values specified by the default
file.

To upload a custom properties file:

1. From the left navigation menu Administration section, click Application Set-
tings .

2. Under the Customization Settings section, click the Edit button that appears
next to the type of properties file to upload:

e Prompts
« Constants

« Date and Time Formats

o Dictionary

Upload or download a Prompts properties file. Select the language for this properties file.

Process Properties File : ® Upload (will parform validation, file will become live if validation passes)
O validate Only
O Download
O Delete

Upload Properties File . Choose File | SOURCE-sources txt

Locale : English (United State.. -

3. Select the custom properties file to be uploaded.
Selkct Upload from the list of file options.
Cligk Browse to specify the custom properties file to be uploaded.

Select the Locale of the custom file to be uploaded, if multiple lan-
guages are available.

CAUTION

The system does not validate that the file name or content of a custom file matches
the expected naming convention or content for the selected language. Therefore, it
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is possible to upload a German file in place of a custom English file, or vice versa.
Be sure to upload the custom file for the language selected.

4. Click Save.

If the file contains errors, the system displays an error message and does not
upload the file. If the file is valid, the system uploads the file and returns you to the
Settings page.

NOTE

It may take up to 30 minutes of system inactivity for changes to be noticeable in
AlertFind interfaces. This means customizations may not appear until all users are
logged off and the system is idle for 30 minutes.
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Deleting a Custom Properties File

When a custom properties file is deleted, AlertFind reverts to using the defaults
originally provisioned with the application. The default properties file cannot be
deleted.

CAUTION

There is no way to recover a deleted custom file. Support recommends that you
download and safely archive a copy of any custom files you create before you
delete them from AlertFind.

To delete a custom properties file and revert to defaults:

1. From the left navigation menu Administration section, click Application Set-
tings .

2. Under the Customization Settings section, click the Edit button that appears
next to the custom properties file to delete:

« Prompts

« Constants

« Date and Time Formats
o Dictionary

3. Download a copy of the custom file to be deleted and archive it for safe-
keeping. See Downloading a Properties File for instructions.

4. Select the custom properties file to be deleted.

Select Delete from the list of file options.

Selact the Locale of the custom file to be deleted, if multiple languages
are available.

Upload or download a Prompts properties file. Select the language for this properties file.

Process Properties File : (O Upload (will perfarm validation, file will become live if validation passes)
O validate only
O Download
® Delete

Locale : English (United State.. =

CAUTION
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Support cannot recreate custom files. Ensure you have a backup copy before you
delete the file.

5. Click Save.
6. Confirm the deletion by clicking OK.
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Default User Information

An administrator can define default settings for all AlertFind users in your
company, including settings for:

o Default user information, such as weekend days, time zone, and business
hours

. Default personal device escalation profiles, which define the order in which
devices should be contacted for a notification.

. Default personal escalation rules, which define which notification profile is
used to contact users during a notification.

To customize this information for individual users, edit the user account. See
Editing User Details and Customizing Notification Profiles and Rules.
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Setting Default Personal Information

The default values set in this section are used for users who have no custom
settings defined in their user accounts. Custom settings can override these
defaults whenever user account details are imported, manually created, or
manually edited using the web interface.

To define default information for all users:

1. From the left navigation menu Administration section, click Application Se
tings .

2. Scroll down to the Default User Information section. Click Edit next to
Default Personal Info. Step 3 of the Default Personal Escalation Wizard
appears.

Default User Information

Default Personal Escalations (Step 3 of 8)

Configure the default personal escalations and the default parameters geverning them for new users.

Default Parameters For New Users

Weekend Days : Sun OMon OTue OWed OThu O Fri @& Sat

Time Zone : (GMT+05:30) Asia/Calcutta v
Business Hours Start : 05:30 PM

Business Hours End 2 04 :30 AM

Default PIN : 0011

t-

3. Set the default Weekend Days for your users by checking the box below each

day to set as a weekend day.

4. Use the drop-down list to set the default Time Zone for your users. Time
zones are organized by the number of hours plus or minus GMT, alpha-

betically by geographical region, and then by city. Select the continent or city

time zone pair that is in the same time zone as the default you want to
choose. These continent or city time zone settings automatically adjust for
Daylight Savings Time and other special time zones.

5. Set the default business hours for your users. To set Business Hours Start

and Business Hours End, use the drop-down lists to select the times to use.

Set time using HH:MM format. You can set minutes in fifteen minute incre-
ments.
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6. To set a Default PIN for your users, type the PIN in the entry field. The PIN
must be a numeric value between 4 and 20 digits. You do not have to set a
default PIN.

7. Scroll to the bottom of the page and click Save.
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Managing Default Notification Profiles

Default notification profiles define the order in which devices should be contacted
for a notification. Default notification rules determine which notification profile
should be used at the time (such as during business hours or a holiday) a
notification is sent.

The default notification profiles are After Hours, Business Hours, and
Weekend. You can create new profiles and edit existing ones. An example of a
new profile you might create would be Holiday to define how your users should
be contacted on holidays.

Set up only the minimum number of profiles to adequately manage the different
ways in which your users should be notified. For example, if your users should be
notified the same way on holidays as they are on weekends, there is no need to
create a separate Holiday notification profile. You could rename the Weekend
notification profile to Weekends and Holidays and use that profile for both
instances.

Create a new default notification profile:

1. From the left navigation menu Administration section, click Application Set-
tings .

2. Locate the Personal Escalation Profiles section. Click Edit next to Personal
Escalation Profiles. Step 3 of the Default Personal Escalation Wizard
appears.

3. Under the Notification Settings section, click the Notification Profile tab.

Motification Settings

Motification Profile

Mame
After Hours
Business Hours

Weekend

4. To create a new profile, click New. The Edit Profile page appears.
1. Name the new profile by typing the name in the Profile Name field.
2. Optionally, provide a description in the Profile Type field.
3. Click Save. The Edit Notification Profile page appears.
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4. Add a device to the escalation list by clicking a device and dragging it to
the list in the right column.

5. To add a delay between devices, drag the After 5 minutes escalate to
option into the listin the right column. To change the amount of time to
any number other than 5 minutes, double-click the After 5 minutes...
option in the right column. This opens the Delay dialog box, where you
can type another number of minutes.

6. Click Save to save the new profile.
7. Click Save again at the Step 3 of the Default Personal Escalation Wizard.

Edit or delete a default notification profile:

1. From the left navigation menu Administration section, click Application Set-
tings .

2. Locate the Personal Escalation Profiles section. Click Edit next to Personal
Escalation Profiles. Step 3 of the Default Personal Escalation Wizard
appears.

3. Under the Notification Settings section, click the Notification Profile tab.

Motification Settings

Motification Profile

Mame
After Hours
Business Hours

Weekend

4. To edit a profile, either double-click it or highlight it and click Edit. The Edit
Notification Profile window appears. Add, remove, or reorder devices and
delays, then click Save.

5. To delete a profile, highlight it and click Delete.
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Managing Default Notification Rules

Notification rules define which notification profile is used to contact users during a
notification. The default notification rules are Business Hours, Weekend, and
After Hours. You can define as many custom notification rules as you need. A
common use of this feature might be to create a rule for company holidays that is
different from the rule for weekends.

Notification rules are evaluated in order the order in which they appear in the
interface. The notification uses the first applicable rule.

Create a new default notification rule

1. From the left navigation menu Administration section, click Application Set-
tings .

2. Locate the Personal Escalation Rules section. Click Edit next to Personal
Escalation Rules. Step 3 of the Default Personal Escalation Wizard appears.

3. Under the Notification Settings section, click the Notification Rule tab.

Notification Rule

1 2 T

Rule

Business Hours

Effective: During user specified business hours
Profile: Business Hours

Weekend

Effective: During user specified weekends
Profile: Weelend

After Hours

Effective: At all times when no other rule applies
Profile: After Hours

4. To create a new rule, click New. The Edit Notification Rule page appears.
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Add Notification Rule x

Rule Name : MNew Rule
Type : Company Rule
Scheduling : Custom -
Start Time : (] 11/14/2018 12 100 AM (Indian/Maldives)
End Time end by - 11/13/2018 12:30 AM
Recurrence Patiern : Mo Recurrence -
Notification Profile : Business Hours -
1. Type a name for the new rule. This field is required.
2. Optionally, provide a description for Rule Type.
3. In the Scheduling field, select Custom.
4. Set a Start Date and Start Time and an End Date and End Time for this

rule.
5. Check Start Immediately if the rule should start as soon as you create it.

6. Set a Recurrence pattern for any rule that should repeat Hourly, Daily,
Weekly, Monthly, or Annually. Fill out recurrence pattern details.

7. Select the Notification Profile to use with this rule. If you need an addi-
tional profile, create a new one using the instructions under Managing
Default Notification Profiles.

8. Click Save. The rule now appears in the list of rules.

9. Click Save again.
Edit or delete a default notification rule

1. From the left navigation menu, Administration section, click Application Set-
tings .

2. Locate the Personal Escalation Rules section. Click Edit next to Personal
Escalation Rules. Step 3 of the Default Personal Escalation Wizard appears.

3. Under the Notification Settings section, click the Notification Rule tab.
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Notification Rule

1 2 T

Rule

Business Hours

Effective: During user specified business hours
Profile: Business Hours

Weekend

Effective: During user specified weekends
Profile: Weelend

After Hours

Effective: At all times when no other rule applies

Profile: After Hours

4. To edit a rule:

1. Select the rule to be changed by either selecting the rule and clicking Edit
or by double-clicking the name. The Edit Notification Rule page appears.

2. Make the required changes and click Save.
5. To delete a rule, highlight the rule to delete, then click Delete.

6. Click Save to save the rule changes.
Change the order of default notification rules:

When a notification is sent, notification rules are evaluated to determine which one
applies at the time the notification is sent. The first rule that applies at this time is
used.

1. From the left navigation menu Administration section, click Application Set-
tings .

2. Locate the Personal Escalation Rules section. Click Edit next to Personal
Escalation Rules. Step 3 of the Default Personal Escalation Wizard appears.

3. Under the Notification Settings section, click the Notification Rule tab.
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Notification Rule

1 2 T

Rule

Business Hours

Effective: During user specified business hours
Profile: Business Hours

Weekend

Effective: During user specified weekends
Profile: Weelend

After Hours

Effective: At all times when no other rule applies
Profile: After Hours

4. To change the order in which rules are evaluated, highlight a rule to be
moved, then click Move Up or Move Down. The list of rules changes to show
the new order.

NOTE

Special rules should be listed first so that they are evaluated first. The After
Hours rule is required and must always be last in the list.

5. Click Save, then click Save again.

Hotline and Hotline Pro

Hotline and Hotline Pro provide one or more central phone numbers that users can
call for information. For example, a number can be provided for employees to call
on bad weather days to determine when or if they should come into the office. To
implement this, administrators and team leaders can send notifications and launch
notification templates using both Hotline and Hotline Pro.

Every organization that uses AlertFind has access to the basic Hotline. The basic
Hotline is a phone number that a user can call to hear an announcement or to
check his or her inbox. Administrators and team leaders with appropriate
permissions can send notifications or launch notification templates from the voice
interface. The features and uses of the basic hotline are covered under Basic
Hotline.

Organizations that need extended hotline functions can upgrade to Hotline Pro. In
addition to the basis Hotline functions, Hotline Pro allows you to customize the
voice interface in multiple languages, post announcements, gather information
from polls, and gather information from advanced reporting features. All of the
features and uses of Hotline Pro are covered under Hotline Pro.
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Basic Hotline

The basic Hotline is a phone number that users can call to hear an announcement
or to check their inboxes. Administrators and team leaders with appropriate
permissions can send notifications or launch notification templates from the voice
interface.

The Hotline for new customers contains three elements:

« Welcome message
o Notification inbox
« Compose Notification

You must contact Support to obtain a Hotline phone number.

As an administrator, you can customize the welcome message by editing the
prompts.properties file. See Customizing the AlertFind Interface.

Basic Hotline functions:

« Basic Hotline Features
« Responding to Notifications Through the Hotline
« Composing a Notification Using Hotline

o Using Quick Launch IDs
Basic Hotline Features

When you first call the Hotline number, you hear the welcome greeting. Users hear
this greeting and can, after entering a valid PIN, access their notification inbox.
Only administrators, and team leaders with appropriate permissions, can compose
notifications.

The Notification Inbox and Compose Notification option make up the Hotline Main
Menu.

NOTE

You can change the length of time that messages are stored on the Company
Settings page. See Hotline Notification History (Days)

NOTE

Hotline supports up to 20 levels in the tree, and up to 99 options and sub-options.
Responding to Notifications Through the Hotline

To listen to their messages, callers must identify and authenticate themselves.

The way they are requested to identify and authenticate themselves depends on
settings on the Company Settings page. See Hotline Default Identification Method.

The Hotline voice prompts informs the caller everything they need to know to
respond to a Hotline Notification. If they respond to the notification from an email
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address, the email message contains instructions. For more information about
responding to notifications, see Use the Notification Editor.

Composing a Notification Using Hotline

To compose a notification using the Hotline, call the Hotline and select Compose
Notification from the main menu. Listen to the voice prompts to select one of the
following starting points for your notification:

o Enter a Quick Launch ID

« Open an incident from a notification template
o Select a broadcast group

« Select an escalation group

A Quick Launch ID is a number assigned to a notification template, broadcast
group, or escalation group. To use a Quick Launch ID, use the keypad of your
phone to enter the number.

NOTE

All Quick Launch IDs must be unique. In other words, you cannot have a
notification template Quick Launch ID that is the same as a broadcast group or
escalation group Quick Launch ID.

To send a notification using the Hotline:

1. Select Compose Notification from the Main Menu.
2. Select one of the four methods described above to send the notification.

If you enter a Quick Launch ID for a notification template, AlertFind reads the
name of the notification template you have selected and offers you three
choices:

1. Press 1 to open an incident from this notification template and send all
notification tasks not set for manual execution. If you select this option,
the incident is immediately opened and sent to all recipients.

2. Press 3 to review notification tasks
TIP

It is possible to open an incident from a template that has no notification tasks. To
avoid this, review notification tasks before initiating the incident.

3. Press 9 to select a different notification template
4. Press 0 to return to the Main Menu

4. If you choose to open an incident from a notification template, AlertFind
reads your available notification templates to you. It then offers you the same
three choices you are offered if you select a Quick Launch ID.

5. If you choose to use a broadcast or escalation group, AlertFind reads the list
of groups to you.
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If ybu select a group that is on multiple teams, AlertFind requests you
to select the appropriate team.

AleztFind then requests you to record your message.
Using Quick Launch IDs

If your AlertFind instance has notification templates, broadcast groups, or
escalation groups with Quick Launch IDs, you can launch a notification using the
Hotline or Hotline Pro voice interface.

NOTE

All Quick Launch IDs must be unique. In other words, you cannot have a
notification template Quick Launch ID that is the same as a broadcast group or
escalation group Quick Launch ID.

Launch a notification with a broadcast group or escalation group Quick Launch ID

1. Call the Hotline or Hotline Pro phone number. If you are using Hotline Pro,
the Hotline must have a Compose Notification option.

Follow the voice prompts to select Compose Notification.
Identify yourself and enter your PIN.

Press 1 to enter a Quick Launch ID.

a B~ w0 DN

Use the keypad of your phone to type the Quick Launch ID. AlertFind reads
the name associated with the Quick Launch ID.

6. (Optional) If this Quick Launch ID is associated with multiple teams, you are
requested to select the appropriate team.

7. Press 1 to compose a notification for this group.
8. Record your message.

9. Follow the voice prompts to accept or rerecord the message. AlertFind
requests you to wait while it processes your request.

10. Select from one of the four options:
Preks 1 to send the notification.
Prekss 2 to set the priority of the notification.

Prexs 3 to define when or if notification results should be mailed to
you.

Preks 4 to turn on authentication for this notification. This requires
callers to authenticate themselves before hearing the notification.

AlertFind informs you that the notification has been initiated.

11. You can now review notification status by logging in to the AlertFind web
interface and clicking Sent Notifications.
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Launch a notification using a notification template Quick Launch ID

1. Call the Hotline or Hotline Pro number. The Hotline must have a Compose
Notification option.

Follow the voice prompts to select Compose Notification.
Identify yourself and enter your PIN.

Press 1 to enter a Quick Launch ID.

a A 0PN

Use the keypad of your phone to type the Quick Launch ID. You will hear a
message as “You are about to open an incident from the notification template
[template name] with description [description].” and AlertFind offers four
options:

Preks 1 to open an incident with this notification template and send all
notification tasks that are not set for manual execution.

Press 3 to review the notification tasks for this notification template. If
you select this option, AlertFind reads the notification tasks to you. It
also offers you the ability to review the recipient list and reads the pri-
ority of the notification to you.

NOTE

It is possible to send a notification template with no associated tasks. To
ensure you do not accidentally do this, press 3 to review notification tasks
before sending the notification template.

Press 9 to select a different notification template.
Preks 0 to return to the Main Menu.

7. Review notification status by logging in to the AlertFind web interface and
clicking Sent Notifications.

Hotline Pro

Hotline Pro enables you to have one or more customizable voice user interfaces,
accessible from one or more phone numbers. Callers to Hotline Pro can hear
announcements, respond to polls, and check their voice mail inbox. Administrators
and team leaders can use the customization features of the web interface to
compose polls and customize options available on a Hotline, and use the voice
interface to compose notifications and to launch incidents from notification
templates.

The Hotline Pro web interface enables you to interact with Hotlines to fine-tune
them to your specific needs.

Hotline Pro provides ability to perform the following tasks:

o Create Hotline Polls
o Create and customize multiple Hotlines

o Create custom Hotline menus for your organization
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Design team-specific Hotlines (with different Hotline numbers for each team)
Activate and deactivate Hotlines and Hotline options as necessary

Transfer callers to multiple conference call phone numbers

Transfer callers to a different Hotline phone number

Capture caller-entered response information and information on nodes callers
access during calls

Request identification by phone number, user name, or other identification
information. Other identification can include an employee ID number, other
company identifier, or an identifier from a third-party system. To use other
identification, this option must be enabled on the Company Settings page.

Request authentication with a PIN number

NOTE

Hotline Pro supports up to 20 levels in a tree, and up to 99 options and sub-
options.

To add Hotline Pro, contact Support.

Hotline Pro topics in this chapter:

Multiple Language Support

Creating a Hotline

Creating a Hotline Message Node
Creating a Notification Inbox Node
Creating a Compose Notification Node
Creating a Poll Node

Creating a Conference Call Node
Creating a Hotline Transfer Node
Creating a Numeric Capture Node
Security

Activating Your Hotline

Using Phone Numbers

Editing a Hotline

Changing the Order of Hotline Options
Using Quick Launch IDs

Gathering Data From Hotline Pro Calls

Archived Hotlines
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Multiple Language Support

If your company purchased language packs and multiple languages are enabled,
you can create Hotlines in multiple languages. One use of this might be to create a
Hotline with your poll in multiple languages (create the message and responses in
the desired language), and then create one master notification that enables callers
to press a key to transfer to a Hotline in their preferred language.

Languages are attached to Hotline phone numbers. You might have one phone
number for users who speak English, a second phone number for users who speak
French, and a third phone number for users who speak Spanish. All users who call
the same number hear the same voice and language.

Customizing the Welcome Message

You can customize the welcome message that callers hear by editing the
prompts.properties file for any language. See Customizing Prompts.

Edit the following line:

volice.hotline.greeting=Hello. Welcome to the
S{customer.voiceNotificationSystemName}

NOTE

S{customer.voiceNotificationSystemName} is a variable and cannot be
changed.

Customizing the Notification Subject

When you send a notification using Hotline Pro, the default subject in email
notifications is Notification. You can change this to be something more
specific, such as AlertFind Notification, by changing this elementin the
prompts.properties file.

To change the subject for notifications

1. Download the prompts.properties file for the language(s) for which you
want to change the subject. See Customizing Prompts.

2. Change the following line to replace Notification with your desired sub-
jectline:

voilice.hotline.sentnotification.subject=Notification

3. Save your changes.
4. Validate and upload the updated prompts.properties file.

For more information, see Custom Prompts Variables
Creating a Hotline

With Hotline Pro, you can log into AlertFind and use the Hotline Editor to build a
robust hotline that includes a variety of node types, including:
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Hotlines

> > [Editor
3 3 3 e | o | v

Drag to Add Options

B8 Transfer Line
B New Message

= MNew Notification Inbox

A New Compose Notification
© MNew Hotline Poll

& New Conference Call

(" New Hotline Transfer

# New Numeric Capture

+ Activate Hotline Save % Cancel

« New Message: Create a new message that callers hear when they call the
Hotline Pro phone number. Use this for company announcements such as
“We are closed today because of inclement weather.” This option does not,
by default, require the users to identify or authenticate themselves. Anyone
who calls in hears this message unless you specifically set up security for
this message. For more information about security, see Security.

- New Notification Inbox: Create a voice mail inbox for new and historical noti-
fications for callers to listen to them. Messages are stored in the inbox for
thirty days by default.

NOTE

You can change the length of time that messages are stored on the Company
Settings page.

« New Compose Notification: Enable administrators and team leaders with
appropriate permissions to create new notifications by calling into the Hot-
line.

« New Hotline Poll: Create a new Hotline Poll to gather votes from authen-
ticated users. You can create a poll that gathers numeric information from
callers to the Hotline, or alphanumeric information from users responding by
email. See "Creating a Hotline Pro Poll Node" for more details.

« New Conference Call: Present callers with multiple conference call numbers.
For example, you could have one conference call for the IT response team,
one for the disaster recovery team, and one for the management team.

« New Hotline Transfer:Transfer callers to a different Hotline. For example, in
the event of a flu pandemic, you might want to set up one Hotline for well
callers, and another number for sick callers. Using the New Transfer Call
option, callers are greeted and then offered two (or more) options that trans-
fer them to the appropriate Hotline.
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« New Numeric Capture: Gather a variety of numeric responses from callers.
Unlike a poll node that presents few options from which callers can choose, a
numeric capture node allows callers to enter numbers appropriate for their
situation. You might use a numeric capture node during a flu pandemic to
gather information on the body temperatures of callers who are ill. A numeric
capture node will allow callers to enter their exact temperatures in multiple
digits, such as 99.7 or102. 3.

TIP

To set up per-team Hotlines, first access the team for which you want to create the
Hotline, then create the Hotline. Repeat this for every team for which you want to
create a Hotline.

TIP

If you are creating Hotlines for multiple languages, enable all languages you want
to use before you add any options to the Hotlines. Doing this allows AlertFind to
display default template responses in the desired language.

To enable multiple languages,

click Language in the menu bar.
Select Language Settings.

Select languages you want to use.

A W N =

If you create a multilingual Hotline, you must complete all required fields for
all languages.

To create a new, customizable Hotline:

1. Click Hotlines in the navigation bar.

2. Click New, enter a name for the Hotline and click OK. The Hotline Editor
appears.

3. Build the Hotline using any of the available node types. You can add a node
using one of the following methods:

« Dragging and dropping nodes from the left column into the right column.
For the first option you add to the Hotline, a green plus sign indicates
when you can drop the new option into the Hotline. For subsequent
options, blue dotted lines appear to help you place the option exactly
where you want it in the Hotline.

« Clicking New from the Hotline Editor menu and then, selecting the node to
be added from the drop-down list.

« Right-clicking the Hotline name to display the drop-down list of nodes.
Select the node to be added from the drop-down list.

4. Add nodes. Refer to the following sections for more information on each type
of node you can add:
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« Add a New Message node to add typical Hotline navigation tree options,
such as “Press 1 to report an absence.” See Creating a Hotline Message
Node.

« Add a New Notification Inbox node to create a voice mail inbox for callers
to hear new and historical notifications. See Creating a Notification Inbox
Node.

« Add a New Compose Notification node to enable administrators and team
leaders with appropriate permissions to create new notifications by calling
into the Hotline. See Creating a Compose Notification Node.

« Add a New Hotline Poll node to Create a new Hotline Poll to gather votes
from authenticated users. See Creating a Hotline Pro Poll Node.

« Add a New Conference Call node to present callers with multiple con-
ference call numbers to which they can connect. See Creating a Con-
ference Call Node.

« Add a New Hotline Transfer node to transfer callers to a different Hotline.
See Creating a Hotline Transfer Node.

« Add a New Numeric Capture node to gather numeric input from callers.
See Creating a Numeric Capture Node.

5. When you are done adding and configuring each node of the Hotline, return

to the Hotline Editor and click Activate Hotline.

Creating a Hotline Message Node

Message nodes can contain text or audio announcements and other sub-options.
Message nodes form the basic navigation structure for most Hotlines.

To create a Hotline message node:

1.

Access the Hotline you want to add the message node to by clicking Hotlines
in the left menu bar, then selecting the appropriate Hotline. The Hotline
Editor appears.

. Add a New Message node to Hotline by dragging New Message from the left

column into the Hotline tree in the right column. The Hotline Option Editor
appears. Use this editor to set the options for this node.

In the Message Name field, type the text you want the TTS engine to read
when a caller accesses this node of the Hotline. Type the words that you
want callers to hear immediately after the option number. For example, to
build a message node that says, “Press 1 to hear weather updates for your
location,” type to hear weather updates for your location into
the Message Name field.

. You can click the Actions field name to bring up the Action Editor. Set up

action logging to capture information about callers accessing this node. See
Capturing Node Actions for more information on gathering information on
node actions.
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5. By default, message nodes have no security restrictions. You can increase
this to User Identification Required or User Identification and PIN Authentic-
ation Required. When you increase security for a node, a lock icon appears
on the node in the Hotline Pro tree. For more information about security, see
Security.

NOTE

When callers call in to Hotline Pro from a phone in their AlertFind personal
escalation list, AlertFind recognizes them but still asks them to identify themselves
by asking, “If you are Sam, press 1. If you are not Sam, press 2.”

TIP

You can control access to sub-options by setting security at the main message
level. Sub-options (children) inherit the security of the main message (the parent).
This can be used to simplify security management.

6. In the Message section, you can:
« Type a message for the AlertFind TTS engine to read.

« Click Call to Record and type the phone number AlertFind should call to
obtain the message. Click Call Now to initiate the call process. The status
of the call appears in the window so that you can track the progress of
recording. When the message has been recorded, the WAV appears on the
Hotline Option Editor page.

o Click Upload Audio to upload an audio file. The file you upload must be a
WAV file in a supported format. See Supported Audio Files.

7. Click Save to save this node. Continue adding other nodes or options to the
hotline until it is complete. To activate your Hotline, see Activating Your Hot-
line.

Creating a Notification Inbox Node

New notifications and confirmed notifications are stored in the notification inbox. A
notification inbox node requires that callers identify and authenticate themselves
before they can listen to messages. Messages are stored in the inbox for thirty
days (you can change this time on the Company Settings page).

To create a notification inbox node:

1. Access the Hotline you want to add the notification inbox node to by clicking
Hotlines in the left menu bar, selecting the appropriate Hotline, and clicking
Edit. The Hotline Editor appears.

2. Add a Notification Inbox node to Hotline by dragging New Notification Inbox
from the left column into the Hotline tree in the right column. The Hotline
Option Editor appears. Use this editor to set the options for this node.

3. In the Inbox Name field, type the text you want the TTS engine to read when
a caller accesses this node of the Hotline. Type the words that you want
callers to hear immediately after the option number. For example, to build a
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node that says, “Press 1 to access your personal inbox,” type to access
your personal inbox into the Inbox Name field.

4. Click the Actions field name to bring up the Action Editor.

5. Set up action logging to capture information about callers accessing this
node. See Capturing Node Actions for more information on gathering inform-
ation on node actions.

NOTE
Notification inbox nodes always require identification and authentication. This
security setting cannot be changed.

6. Click Save to save this node.

7. Continue adding other nodes or options to the hotline until it is complete.

To activate your Hotline, see Activating Your Hotline.
Creating a Compose Notification Node

Compose Notification nodes allow administrators and team leaders with
appropriate permissions to create new notifications by calling into the Hotline and
following the instructions under Composing a Notification Using Hotline.

To create a compose notification node:

1. Access the Hotline you want to add the message node to by clicking Hotlines
in the left menu bar, selecting the appropriate Hotline and clicking Edit. The
Hotline Editor appears.

2. Add a New Compose Notification node to Hotline by dragging New Compose
Notification from the left column into the Hotline tree in the right column. The
Hotline Option Editor appears. Use this editor to set the options for this
node.

3. In the Compose Name field, type the text you want the TTS engine to read
when a caller accesses this node of the Hotline. Type the words that you
want callers to hear immediately after the option number. For example, to
build a node that says, “Press 1 to compose a notification for the flu pan-
demic hotline,” type to compose a notification for the flu pan-
demic hotline into the Compose Name field.

4. Click the Actions field name to bring up the Action Editor.

5. Set up action logging to capture information about callers accessing this
node. See Capturing Node Actions for more information on gathering inform-
ation on node actions.

NOTE

Compose Notification node always require identification and authentication. This
security setting cannot be changed.

6. Click Save to save this node.

7. Continue adding other nodes or options to the hotline until it is complete.
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To activate your Hotline, see Activating Your Hotline.
Creating a Hotline Pro Poll Node

A Hotline Poll contains a question with a list of possible responses from which
recipients can choose. These responses can bridge callers to a conference call
and save numeric information entered by the recipient.

By default, Hotline Polls require identification. This is the minimum security
setting. You can increase this security to identification and authentication by
clicking the Security button on the Hotline Option Editor page and selecting the
identification and authentication choice. For more information, see Security.

To set up a Hotline Pro Poll:

1. Access the Hotline you want to add the message node to by clicking Hotlines
in the left menu bar, selecting the appropriate Hotline, and clicking Edit. The
Hotline Editor appears.

2. Add a New Hotline Poll node to Hotline by dragging New Hotline Poll from
the left column into the Hotline tree in the right column. The Hotline Poll
Option Editor appears. Use this editor to set the options for this node.

3. In the Poll Name field, type the text you want the TTS engine to read when a
caller accesses this node of the Hotline. Type the words that you want callers
to hear immediately after the option number. For example, to build a node
that says, “Press 1 to respond to the flu pandemic poll,” type to respond
to the flu pandemic poll into the Poll Name field.

4. Enter a Description for this poll. The description is required. It is how you
will find the poll results later in reports.

5. Click the Actions field name to bring up the Action Editor.

6. Set up action logging to capture information about callers accessing this
node. See Capturing Node Actions for more information on gathering inform-
ation on node actions.

NOTE

By default, Hotline Polls require at least the security level of User Identification
Required. You can increase the security level by clicking the Security field name
and selecting User lIdentification and PIN Authentication Required. For more
information, see Security.

7. In the Message section, you can:
« Type a message for the AlertFind TTS engine to be read.

o Click Call to Record and type the phone number AlertFind should call to
obtain the message. Click Call Now to initiate the call process. The status
of the call appears in the window so that you can track the progress of
recording. When the message has been recorded, the WAV appears on the
Hotline Option Editor page.
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o Click Upload Audio to upload an audio file. The file you upload must be a
WAV file in a supported format. See Supported Audio Files.

7. In the Responses section, provide the responses that callers can choose for
this poll. For instructions on options available in the Response Editor, see
Use the Response Editor.

NOTE

A poll can have only one conference call number regardless of settings in
individual responses. The last conference call number entered is the one used by
the Hotline.

8. Add scheduling options to the poll so that it is presented to callers only dur-
ing certain time-frames or days. See Setting Poll Scheduling or Recurrence
Options for more information.

9. Create email notifications to send poll results to specific recipients. See
Emailing Poll Result Reports.

10. Click Save to save the poll.
11. Continue adding other nodes or options to the hotline until it is complete.

To activate your Hotline, see Activating Your Hotline. You can view the results of
the poll by following the instructions under Viewing Hotline Poll Results.

Emailing Poll Result Reports

When you set up a poll, you can select to have the poll results mailed to specific
recipients.

To protect private data, permissions are applied to emailed poll results:

« If you send poll results to one of your own email addresses, your permissions
determine whether private data is visible in the report.

« If you send poll results to a different email address, AlertFind validates that
email address against the list of active AlertFind user addresses. If the email
address exists in AlertFind, the permissions associated with that email
address determine whether private data is visible in the report. If the address
cannot be validated, private data is not included in the report.

You can specify how long the poll will run before results are sent. This delay can
be in hours and minutes with a minimum of ten minutes. The results are emailed
based on the scheduled time of the Hotline Poll, or if the poll is not scheduled,
they are sent to you based on the time the Hotline was activated.

NOTE

If you send email results to a disabled user, the email is sent but no private data is
displayed, regardless of the permissions assigned to the recipient.

TIP
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To send the report to a distribution list, create a user with the distribution list
name. Grant that user permission to view (or not to view) private data. See here for
a list of permissions.

To email poll results:

1. Double-click the poll node in the Hotline tree. The Hotline Poll Option Editor

appears.
2. Click Email Results. The Email Results Editor appears.

3. Select Email to and type the email address to send results to.
4. For Send results after, enter a time in hours and minutes.

5. Click OK.

Setting Poll Scheduling or Recurrence Options

By default, the poll is presented to callers anytime they call the Hotline. You can
add scheduling options to the poll so that it is presented to callers only during
certain time-frames or days. To set scheduling and recurrence for a Hotline Poll:

1. Double-click the poll node in the Hotline tree. The Hotline Poll Option Editor
appears.

2. Click Scheduling. The Scheduling page appears.

3. To set date constraints to limit when the poll is presented, set a Start Time
and End Time.

4. To add a recurrence pattern, select an option from the Recurrence Pattern
drop-down list and provide specifics for the fields that appear.

TIP

When you set a recurring Hotline Poll to start in the past, the poll begins as soon
as you activate the Hotline, and then recurs on the pattern you specify.

5. Click Save. The Hotline Poll Option Editor page appears, and the Schedul-
ing field displays your entry.

Viewing Hotline Poll Results

You can view Hotline Poll results for one specific Hotline or for all Hotlines. To
view Hotline Poll Results:

1. Click Hotlines in the menu bar. The Hotlines page appears.

2. Click View Results on the Hotlines page menu and choose either:
« Poll Results for Selected Hotline
« Poll Results for All Hotlines

If you select Poll Results for Selected Hotline, the Hotline Polls page for the
selected Hotline appears.

AUREA CONFIDENTIAL 330



AlertFind Administrator Guide

You can search this list by subject or by state (All, Current, Completed,
Future). The Current list includes expired and disabled polls. Future occur-
rences of recurring polls appear when you select Future. Past occurrences of
recurring polls appear when you select Completed.

To sort the list alphabetically (ascending or descending), click the Subject
column heading.

Click Download to download a summary report about this Hotline; click Down-
load Detailed to download a detailed report about this Hotline.

Click the plus sign to display the poll question and the Details button, which
displays the Results page for this poll.

The Results page displays the Responses, Time Summary, and Recipients
tabs. It also displays Basic Info, Delivery Options, and Conference Calls
Info.

If you select Poll Results for All Hotlines, the Hotline Polls page appears with a
list of all Hotlines Polls on all Hotlines in this team context.

You can search the list by subject.

To sort the list alphabetically (ascending or descending), click the Subject
column heading.

To download a summary report or a detailed report for this set of Hotlines,
click the appropriate download button.

Click the plus sign to display the poll question and the Details button, which
displays the Results page for this poll.

The Results page displays the Responses, Time Summary, and Recipients
tabs. It also displays Basic Info, Delivery Options, and Conference Calls
Info.

Creating a Conference Call Node

You can add a conference call node to allow callers to transfer to a conference

call.

To add a conference call node:

1.

2.

Access the Hotline you want to add the message node to by clicking Hotlines
in the left menu bar, selecting the appropriate Hotline, and clicking Edit. The
Hotline Editor appears.

Add a New Conference Call node to Hotline by dragging New Conference
Call from the left column into the Hotline tree in the right column. The Hotline
Option Editor appears. Use this editor to set the options for this node.

. In the Conference Call Name field, type the text you want the TTS engine to

read when a caller accesses this node of the Hotline. Type the words that
you want callers to hear immediately after the option number. For example, to
build a message node that says, “Press 1 to connect to the conference call,”

AUREA CONFIDENTIAL 331



AlertFind Administrator Guide

type to connect to the conference call intothe Conference Call
Name field.

4. Click the Actions field name to bring up the Action Editor.

5. Set up action logging to capture information about callers accessing this
node. See Capturing Node Actions for more information on gathering inform-
ation on node actions.

NOTE

« By default, conference call nodes have no security restrictions. You can
increase this to User Identification Required or User Identification and PIN
Authentication Required. When you increase security for a node, a lock icon
appears on the node in the Hotline Pro tree. For more information about
security, see Security.

« When callers call in to Hotline Pro from a phone in their AlertFind personal
escalation list, AlertFind recognizes them but still asks them to identify them-
selves by asking, “If you are Sam, press 1. If you are not Sam, press 2.”

TIP

You can control access to sub-options by setting security at the main message
level. Sub-options (children) inherit the security of the main message (the parent).
This can be used to simplify security management.

5. To enter the conference call phone number, select US/Canada or Other and
enter a valid Phone Number.

Enter the conference call Meeting ID.

If your conference call provider requires additional dialing prefixes, suffixes,
or settings, select on for Custom conference call provider settings and enter
any data required.

8. Click Save to save this node.
9. Continue adding other nodes or options to the hotline until it is complete.

To activate your Hotline, see "Activating Your Hotline".
Creating a Hotline Transfer Node

You can create Hotline Transfer nodes to transfer a caller from one Hotline to
another. You are limited only by the number of Hotline phone numbers you have
available. For example, in a flu pandemic situation, you might want to transfer well
callers to one Hotline and sick callers to another Hotline. In this case, you can
create two Hotline transfer options, one for well callers and one for sick callers.

If your company purchased language packs, you can use this feature to set up a
main Hotline that transfers callers to a Hotline in their preferred language.

To add a new Hotline Transfer node:

AUREA CONFIDENTIAL 332



AlertFind Administrator Guide

. Access the Hotline you want to add the message node to by clicking Hotlines

in the left menu bar, selecting the appropriate Hotline, and clicking Edit. The
Hotline Editor appears.

. Add a New Hotline Transfer node to Hotline by dragging New Hotline Trans-

fer from the left column into the Hotline tree in the right column. The Hotline
Option Editor appears. Use this editor to set the options for this node.

In the Hotline Transfer Name field, type the text you want the TTS engine to
read when a caller accesses this node of the Hotline. Type the words that
you want callers to hear immediately after the option number. For example, to
build a message node that says, “Press 1 to transfer to the English language
hotline,” type to transfer to the English language hotline into
the Hotline Transfer Name field.

. Click the Actions field name to bring up the Action Editor.

. Set up action logging to capture information about callers accessing this

node. See Capturing Node Actions for more information on gathering inform-
ation on node actions.

NOTE

o By default, hotline transfer nodes have no security restrictions. You can

TIP

increase this to User Identification Required or User Identification and PIN
Authentication Required. When you increase security for a node, a lock icon
appears on the node in the Hotline Pro tree. For more information about
security, see Security.

When callers call in to Hotline Pro from a phone in their AlertFind personal
escalation list, AlertFind recognizes them but still asks them to identify them-
selves by asking, “If you are Sam, press 1. If you are not Sam, press 2.”

You can control access to sub-options by setting security at the main message
level. Sub-options (children) inherit the security of the main message (the parent).
This can be used to simplify security management.

6.

In the Select a phone number section, choose the hotline to transfer callers
to when they choose this option.

. Click Save to save this node. Continue adding other nodes or options to the

hotline until it is complete.

To activate your Hotline, see "Activating Your Hotline".

Creating a Numeric Capture Node

A numeric capture node allows you to collect specific numeric information from
callers. For example, you can add a Numeric Capture node to find out how many
days an employee has been sick with the flu, or how high the employee’s body
temperature has been during the last 24 hours.
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When a caller provides a numeric response to a numeric capture node, the
Capture Data Field Name (that you provide when you create the node) and value
(as entered by the caller) are written to the call log report.

Hotline User Call Call Start Action Call Data Call Data
Name Name ID Time Time Name Value
Flu Data Julie 1215 8/5/2018 8/5/2018 Employee 1002
Collection Smith 13:38 13:38 Fever

Flu Data Julie 1215 8/5/2018 8/5/2018 Days Sick 1
Collection Smith 13:38 13:39

There are a few important considerations you must plan for when you use numeric
capture nodes:

- Field names are reusable during calls. If a caller accesses the same node
more than once and enters data each time, your call log report will show each
successive field name and value pair captured during the call.

« AlertFind does not process, filter, or manipulate these reports in any way. For
example, if a caller responds to a node and then goes back to respond again,
your report might look like the following. See Best Practices for Hotline Data
Collection for important planning considerations and methods for using
numeric capture along with node Action reporting.

Hotline User Call Call Start Action Call Data Call Data
Name NETulE ID Time Time Name Value
Flu Data Julie 1215 8/5/2018 8/5/2018 Employee 1002
Collection Smith 13:38 13:38 Fever

Flu Data Julie 1215 8/5/2018 8/5/2018 Days Sick 1
Collection Smith 13:38 13:39

Flu Data Julie 1215 8/5/2018 8/5/2018 Days Sick 2
Collection Smith 13:38 13:40

To create a numeric capture node:

1. Access the Hotline you want to add the message node to by clicking Hotlines
in the left menu bar, selecting the appropriate Hotline, and click Edit. The
Hotline Editor appears.

2. Add a New Numeric Capture node to Hotline by dragging New Numeric Cap-
ture from the left column into the Hotline tree in the right column. The Hotline
Option Editor appears. Use this editor to set the options for this node.

3. In the Numeric Capture Name field, type the text you want the TTS engine to
read when a caller accesses this node of the Hotline. Type the words that
you want callers to hear immediately after the option nhumber. For example, to
build a message node that says, “Press 1 to enter the number of days you

AUREA CONFIDENTIAL 334



AlertFind Administrator Guide

have had flu symptoms,” type to enter the number of days you
have had flu symptoms into the Numeric Capture Name field.

. Provide a descriptive Field Name for the data you are requesting the caller to

enter, such as Number of Days Ill orHighest temperature in
last 24 hours.

NOTE

Because this feature is so highly customizable, numeric capture labels are written
to the report exactly as you enter them in the Capture Data Field Name field.
AlertFind does not process, filter, or manipulate numeric capture data in any way.

5. Click the Actions field name to bring up the Action Editor.

6. Set up action logging to capture information about callers accessing this
node. See "Capturing Node Actions" for more information on gathering inform-
ation on node actions.

NOTE

« By default, hotline transfer nodes have no security restrictions. You can

TIP

increase this to User Identification Required or User Identification and PIN
Authentication Required. When you increase security for a node, a lock icon
appears on the node in the Hotline Pro tree. For more information about
security, see "Security".

When callers call in to Hotline Pro from a phone in their AlertFind personal
escalation list, AlertFind recognizes them but still requests them to identify
themselves by asking, “If you are Sam, press 1. If you are not Sam, press 2.”

You can control access to sub-options by setting security at the main message
level. Sub-options (children) inherit the security of the main message (the parent).
This can be used to simplify security management.

6.

7.
8.

In the Message section, you can:
« Type a message for the AlertFind TTS engine to read.

o Click Call to Record and type the phone number AlertFind should call to
obtain the message. Click Call Now to initiate the call process. The status
of the call appears in the window so that you can track the progress of
recording. When the message has been recorded, the WAV appears on the
Hotline Option Editor page.

o Click Upload Audio to upload an audio file. The file you upload must be a
WAV file in a supported format. See Supported Audio Files.

Click Save to save this node.

Continue adding other nodes or options to the hotline until it is complete.

To activate your Hotline, see Activating Your Hotline.
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Security

Compose Notification and Notification Inbox nodes require that users identify
themselves with a phone number or name (or external key, if that option is used by
your company), and authenticate with a PIN. Hotline Poll nodes require at least
identification (but not authentication).

Other node types do not require security settings. You can choose:

« No restrictions—Anyone can hear the message.

. User Identification Required—Callers must identify themselves to AlertFind
before hearing the announcement or continuing to further sub-options.

. User Identification and PIN Authentication Required—Callers must identify
themselves to AlertFind and enter their PIN before hearing the announcement
or continuing to further sub-options.

You can also set security on the welcome message after you have authenticated
yourself to AlertFind. Adding security at this level prevents callers from accessing
any of your Hotline Pro options until they identify or authenticate themselves
(depending on the security setting you select).

NOTE

When callers call in to Hotline Pro from a phone in their AlertFind personal
escalation list, AlertFind recognizes them but still requests them to identify
themselves by asking, “If you are Sam, press 1. If you are not Sam, press 2.”

The lock icon indicates a node that has security explicitly set to be higher than its
parent option or its default security level. Any options inside this node will inherit
its security settings.

Activating Your Hotline

When you have added all of your options to the Hotline, click Activate Hotline. The
Hotline Activation Editor page appears. The Hotline Activation Editor page
displays all of the available Hotline numbers. Select the phone numbers you want
to assign to this Hotline and click Save.

You can also activate your Hotline by selecting it, clicking Edit, and then clicking
Activate.

NOTE

Your Hotline is not available to callers until you activate it. You must reactivate
after any changes to hear those changes.

Using Hotline Pro Phone Numbers

When Hotline Pro is provisioned, you are given one Hotline phone number. To
request additional numbers, contact Support.
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If you assign a Hotline Pro phone number, which is already assigned to another
Hotline, to a new Hotline, the phone number is removed from the first Hotline and
reassigned to the new Hotline.

TIP

You may assign useful labels such as Tol1l Free to Hotline Pro numbers so that
users can select the appropriate Hotline Pro phone number.

NOTE

Each Hotline phone number is associated with one language. If you want to have
Hotlines available in different languages, you must purchase additional language
packs and Hotline phone numbers, and have the languages enabled by Support.

Editing a Hotline

To make changes to a Hotline, select the Hotline and then select Edit > Edit
Hotline Details or right-click on the Hotline and select Edit Hotline Details. Doing
so creates a draft Hotline that can be edited without changing the original Hotline.
You can edit active and inactive Hotlines.

To view the Hotline without creating a draft, double-click on the Hotline or select
the Hotline and select View on the toolbar.

When you edit a Hotline, you edit a draft copy of the selected Hotline. Your
changes are not made active (available to be heard in the Hotline) and will not
affect the active Hotline until you re-activate the Hotline.

Users with Manage Hotline permissions may edit Hotlines by calling the
Hotline’s phone number. Once the Hotline has been connected, press the pound
key on your phone (#), enter your pin number, and follow the prompts.

Changes made over the phone will become active immediately. If there is an
inactive draft of the Hotline made through the website, changes made over the
phone will not affect the draft copy, changes will only affect the active version of
the Hotline.

You cannot activate an archived Hotline. You must restore it first, then reactivate
it.

Changing the Order of Hotline Options

To change the order of options in your Hotline, drag them into place. The blue
dotted lines show you where the option will be placed.

To make an option a sub-option, select the option you want to move and drag it
onto the option that is the parent option. The parent option is grayed when itis
selected.

Using Quick Launch IDs with Hotline Pro

If your AlertFind instance has notification templates, broadcast groups, or
escalation groups, or Smart Groups with Quick Launch IDs, you can launch a
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notification using the Hotline Pro voice interface.

NOTE

All Quick Launch IDs must be unique. In other words, you cannot have a
notification template Quick Launch ID that is the same as a broadcast group,
escalation group, or Smart Group Quick Launch ID.

Launch a notification with a broadcast group, escalation group, or Smart Group Quick
Launch ID:

1.

N o o A WD

13.

14.

Call the Hotline Pro number. The Hotline must have a Compose Notification
option.

Follow the voice prompts to select Compose Notification.
Identify yourself and enter your PIN.

Press 1 to enter a Quick Launch ID.

Use the keypad of your phone to type the Quick Launch ID.
AlertFind reads the name associated with the Quick Launch ID.

If this Quick Launch ID is associated with multiple teams, you are asked to
select the appropriate team.

. Follow the voice prompts to compose a notification for this group.
. Record your message.

10.
11.
12.

Follow the voice prompts to accept or rerecord the message.
AlertFind requests you to wait while it processes your request.
Select from one of the four options:

Preks 1 to send the notification.

Prekss 2 to set the priority of the notification.

Prexs 3 to define when or if notification results should be mailed to
you.

Preks 4 to turn on authentication for this notification. This requires
callers to authenticate themselves before hearing the notification.

After setting the priority, defining email results behavior, and setting authen-
tication (if required), press 1 to send the notification. AlertFind informs you
that the notification has been initiated.

You can now review notification status by logging in to the AlertFind web
interface and clicking Sent Notifications.

Launch a notification using a notification template Quick Launch ID:

1.

Call the Hotline Pro number. The Hotline must have a Compose Notification
option.

2. Follow the voice prompts to select Compose Notification.

Identify yourself and enter your PIN.
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4. Press 1 to enter a Quick Launch ID.
5. Use the keypad of your phone to type the Quick Launch ID.

6. AlertFind informs, “You are about to open an incident from the notification
template [template name] with description [description].” You are offered four
options:

Preks 1 to open an incident with this notification template and send all
notification tasks that are not set for manual execution.

Prekss 3 to review the notification tasks for this notification template. If
you select this option, AlertFind reads the notification tasks to you. It
also offers you the ability to review the recipient list and reads the pri-
ority of the notification to you.

NOTE

It is possible to send a notification template with no associated tasks. To ensure
you do not accidentally do this, press 3 to review notification tasks before sending
the notification template.

Press 9 to select a different notification template.
Preks 0 to return to the Main Menu.

7. You can now review notification status by logging in to the AlertFind web
interface and clicking Sent Notifications.

Gathering Data From Hotline Pro Calls

Using Hotline Pro, you can report on information gathered during calls. You can
gather information by adding Numeric Capture nodes to a Hotline, or by adding
Action options to any node. See the following sections for instructions:

o Creating a Numeric Capture Node
o Capturing Node Actions

« Best Practices for Hotline Data Collection
Capturing Node Actions

For any type of node that you add to a hotline, you can collect and report on when
callers access (or traverse) each node during calls. To capture and report on
callers accessing a selected node, define an Action that is written to the call log
report whenever callers access the node.

For example, the sample Hotline in this figure contains several message nodes
that collect information about whether employees or their family members are
showing any signs of the flu. These two message nodes indicate either that the
employee is showing flu symptoms or that the employee is not showing any
symptoms.

AUREA CONFIDENTIAL 339



AlertFind Administrator Guide

Hotlines

>

= (I K

Drag to Add Options

= B Flu Data Collection
B New Message
& New Notification Inbox # Press 1 1o provide the number of days the employee has been having flu symptons &
A New Compose Notification
© New Hotline Poll
& Mew Conference Ca
¢? Mew Hotline Transfer

# New Numeric Capture

Collect information on nodes during a call:

For each node you want to report on, click the Actions button to define a Field
Name and corresponding Value to be reported in the call log.

For example, to gather responses from node 1 (Press 1 if the employee is
not showing any signs of the flu), add an Action to that message node
using the following Field Name and Value.

» New Action

Message Name ; Log Call Data
Actions ; Field Name... Employee Flu Symptoms
Value * ; No

« Dk ® Cancel

NOTE

Because this feature is so highly customizable, the fields and values captured are
written to the report exactly as you enter them in the Action dialog boxes. AlertFind
does not process, filter, or manipulate the field or value data in any way.

When a caller presses 1 in response to this message, this field name and value
are written to the call log report.
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Hotline Action Call Data

Name Time NETulE

Flu Data John 1201 8/5/2018 8/5/2018 Employee Flu NO
Collection Smith 13:38 13:38 Symptoms

To gather responses from node 2 (Press 2 if the employee is showing
symptoms of the flu), add an Action to the message node using the following
Field Name and Value.

Hotlines

» New Action

Message Name : Log Call Data
Actions : Field Name... Employee Flu Symptions
Value * ; Yes

+ Dk ® Cancel

When a caller presses 2 in response to this message, this field name and value
are written to the call log report.

Hotline Call Data

Name Name

Flu Data John 1205 8/5/2018 8/5/2018 Employee Flu YES
Collection Doe 13:52 13:53 Symptoms

You can choose to collect information on only one of these nodes. For example, to
collect and report only on confirmed cases of employee illness, set the Action only
on node 2 (Press 2 if the employee is showing symptoms of the
flu). Your report would contain entries only for actions on node 2.

CAUTION

If you manually deactivate and edit a Hotline with Action reporting after it has been
activated, you will lose any node action reporting that had been collected prior to
the changes being made to the Hotline. If you need to edit a Hotline with Action
reporting after it has been activated, use one of these workarounds to preserve
your reporting data:

AUREA CONFIDENTIAL 341



AlertFind Administrator Guide

« Do not manually deactivate the Hotline before you edit it. Instead, edit the
Hotline while it is in the Active state. This will cause the system to auto-
matically archive the original Hotline (and its reporting results) before activ-
ating the new Hotline with your changes. You can find the results of the
original Hotline in the archive.

- Archive the Hotline before you edit and reactivate it. This will archive the
data collected up to the time of the archive, edit, or reactivation.

« Run and save a Hotline Pro Call Details report for the Hotline before editing
it. This will give you a report of the data collected up to the time of the edit.

Best Practices for Hotline Data Collection

Because neither Node Action nor Numeric Capture field names have to be unique
and can be reused as many times as they are accessed during a call, you must
plan and set up your data collection Hotline to use field names and values to
produce usable reports.

For example, you could use a Numeric Capture node to collect information on how
many days an employee or any members of the employee’s household have been
sick with the flu. You could create a Numeric Capture node with a Capture Data
Field Name of bays Sick.

Hotlines

> > > Editor

View: English ~
Mumeric Capture Name * 3 to provide the number of days the employee has been having flu symptons
Capture Data Field Name * : Days sick
Security * 3 & User Identification Required

Message *. call to record <3 Upload Audio

B I u o 4 =~ = A A A A A Y <> = ek~ - - LY
Use your telephone keypad, please enter the number of days the employee has shown flu symptoms, then press the star key
B Ssave % Cancel

When a caller uses this node to report than an employee has been ill for three
days, an entry appears in the call log reading as in the example below.

Hotline User Call Call Start Action Call Data Call Data
Name Name ID Time Time Name Value
Flu Data Julie 1215 8/5/2018 8/5/2018 Days Sick 3
Collection Smith 13:38 13:40

AUREA CONFIDENTIAL 342



AlertFind Administrator Guide

If you also wanted to gather information on how many days that other members of
the employee’s household have been sick, you could copy the Numeric Capture
node you created and modify it to ask for the number of days other household
members have been sick. This copied node would also have a Capture Data Field
Name of Days Sick.

= | AlertFind

Hotlines

» » Editor

View: English ~
Mumeric Capture Name * : to provide the number of days the family members have been having flu symptoms
Capture Data Field Name * ] Days sick
Security * 3 & User |dentification Required

B I U % p]

Using your telephone keypad, please enter the number of days that anyene in the heusehold has shown flu symptoms, then press the star key.

B save ® Cancel

When a caller uses this node to report that another member of the employee’s
household has been ill for two days, a second entry will appear in the call log as in
the example below. Without any additional identifying information, this report
would tell you the number of days people have been sick, but would give you no
way to classify that data by days of employee illness versus days of household
member illness.

Hotline User Call Call Start Action Call Data Call Data
Name Name ID Time Time Name Value
Flu Data Julie 1215 8/5/2018 8/5/2018 Days Sick 3
Collection Smith 13:38 13:40

Flu Data Julie 1215 8/5/2018 8/5/2018 Days Sick 1
Collection Smith 13:38 13:41

If you were only interested in compiling a general report of the number of days
employees or their family members have been sick, then reusing this same field
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name could be acceptable. However, if you were interested in classifying the
number of days employees have been sick separately from the number of days
household members have been sick, reusing this field name will not allow you to
extract such details from the call log report.

There are two ways to differentiate these two different data points to create a more
robust, usable report.

« Define unique Capture Data Field Names for each Numeric Capture node.
One method to capture clearly identifiable data is to use a different Capture
Data Field Name for each Numeric Capture node. In this case, you could
copy the Numeric Capture node you created for the employee and modify it to
ask for the number of days other household members have been sick. You
would also have to change the Capture Data Field Name to a more descript-
ive value, such as Household Members Days Sick. You mightalso
provide a descriptive value for the employee days sick field name, such as
Employee Days Sick. Using these unique Capture Data Field Names,
entries in your call log report would look like this:

Hotline Call Data
Name Name
Flu Data Julie 1215 8/5/2018 8/5/2018 Employee 3
Collection Smith 13:38 13:40 Days Sick
Flu Data Julie 1215 8/5/2018 8/5/2018 Family 1
Collection Smith 13:38 13:41 Member Days

Sick

. Combine generic, reusable Capture Data Field Names with unique Action
Node Field Names. A second method allows you to reuse generic Capture
Data Field Names in conjunction with Action Node field names. Using this
method, you could keep both Capture Data Field Names setto bays Sick,
but you would add an Action to each Numeric Capture node to identify which
node the caller is responding to. For example, the Numeric Capture node ask-
ing how many days the employee has been sick would include an Action like
this:
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Hotlines

» [Editor

Numeric Capture Name * : to provide the number of days the emplyee have been having flu symptoms
Capture Data Field Name * : Days sick

Action: Log Call Data
Field Name: Enter Employee Number of days ill
Value: Yes

Security * : & User Identification Required

T

B I U % 0

Using your telephone keypad, please enter the number of days the employee| has shown flu symptoms, then press the star key.

[ Save ® Cancel

And Numeric Capture node asking how many days other members of the household
have been sick would include an Action like this:
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Hotlines

» » [Editor

View: English ~
Numeric Capture Name * . to provide the number of days the family members have been having flu symptoms
Capture Data Field Name * - Days sick
Action: Log Call Data
Field Name: Enter Employee Mumber of days ill
Value: Yes
Security * : & User Identification Required

B I U %

Using your telephone keypad, please enter the number of days that anyone in the household has shown flu symptoms, then press the star key.

The combination of capturing the Action on the node plus the Numeric Capture
information provides a report like the following one.

Hotline Action Call Data Name

Name Time

Flu Data Julie 1215 8/5/2018 8/5/2018 Entered Employee YES

Collection Smith 13:38 13:40 Number of Days Il
Flu Data Julie 1215 8/5/2018 8/5/2018 Days Sick 3
Collection Smith 13:38 13:40
Flu Data Julie 1215 8/5/2018 8/5/2018 Entered Family YES
Collection Smith 13:38 13:41 Member Number of
Days Il
Flu Data Julie 1215 8/5/2018 8/5/2018 Days Sick 1
Collection Smith 13:38 13:41
CAUTION
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If you manually deactivate and edit a Hotline with Action reporting after it has been
activated, you will lose any node action reporting that had been collected prior to
the changes being made to the Hotline. If you need to edit a Hotline with Action
reporting after it has been activated, use one of these workarounds to preserve
your reporting data:

« Do not manually deactivate the Hotline before you edit it. Instead, edit the
Hotline while it is in the Active state. This will cause the system to auto-
matically archive the original Hotline (and its reporting results) before activ-
ating the new Hotline with your changes. You can find the results of the
original Hotline in the archive.

- Archive the Hotline before you edit and reactivate it. This will archive the
data collected up to the time of the archive, edit, or reactivation.

« Run and save a Hotline Pro Call Details report for the Hotline before editing
it. This will give you a report of the data collected up to the time of the edit.

Archived Hotlines

To view archived Hotlines, click Archive under Hotlines drop-down list located at
the top of the Hotlines page. The list of archived Hotlines appears.

To reactivate an archived Hotline:

1. Select the Hotline you want to reactivate.
2. Click Edit in the menu. The drop-down list appears.

3. Select Restore selected archive. This Hotline now appears in your list of Hot-
lines (visible when you click Hotlines in the left menu bar.

NOTE

You can hide information about archived Hotlines by right-clicking on the column
heading to display the drop-down list. From this list, select Columns. Uncheck the
columns you do not want to display.

Reporting

Several types of reports are available to administrators and team leaders. On any
page that has a Download button, a CSV report of the information on that page can
be downloaded.

In addition, the following reports are available:

1. Reports Lists provides many reports that can be customized to provide only
the information needed, then viewed interactively, exported in CSV or PDF,
or saved to recreate new reports with the same parameters. See Report Lists
- Report Templates and Report Lists - My Reports .

2. Device Reports provide information about users and devices, such as users
with no configured devices, or with specific devices configured. Reminders
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can be sent to users based on the results of Device Reports. See Devices
Report.

Report Lists - Report Templates

The Report Lists menu option allows administrators, and other users with
permission, to create and customize many AlertFind reports.

Most reports are generated exactly the same way. See the following sections for
general instructions:

o Create Reports - General Instructions
« Configure and Save Custom Reports

For report-specific information, refer to the following report sections:

o Audit Trail Reports (see Audit Trails Reports )
« Group Reports (see Group Reports )

« Hotline Reports (see Hotline Reports )

« Incident Reports (see Incident Reports )

o Notification Reports (see Notification Reports )
« Team Reports (see Team Reports )

« Usage Reports (see Usage Reports )

« User Reports (see User Reports )

You can run the reports in real time from the Report Templates tab, or you can
configure and save customized settings for reports that you run frequently or that
you want to schedule to generate on a recurring basis. These customized report
settings are then saved for you in the report you have named on the My Reports
tab. See Report Lists - My Reports.

Create Reports - General Instructions
Create a report:

1. Verify the correct team context. For more information, see Team Security Con-
text.

2. From the left navigation menu, Reporting section click Report Lists. The
available reports appear on the Report Templates tab. Scroll down for more
reports.
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Report Lists

» Report List

Report Template

@ Audit Trails
[l User Authentication Summary il Event Log Summary
Audit logs of successful user logins and logouts. Data available for most recent 6 months Audit logs of changes (such as to Devices, Groups, etc.) by Administrators, Team Leaders

and Users. Data available for most recent 6 months.

an e

3. Double-click the report to bring up the Define Report Parameters page.

Report Lists

> Run Report

Some features are only available in reports that are saved to "My Reports” list. Click "Copy To My Reports” to enable these features.

Copy To My Reports

Report Type
Report Description

Generate Report As

User Authentication Summary

Audit logs of successful user logins and logouts. Data available for most recent & months.

O Interactive Report

O CSV Report (MS Excel)

® PODF Report

Filter Options
Period * : Last Full Month
EventType : All User Authentication
Field Settings
standard Fields 2 User

Email Address

IP Address

Ewvent Log Time

4. Choose the report output format from the Generate Report As choices. Not all
options are available for all reports.

« Interactive Report: creates a web-based report displayed in the web
browser. You can choose to save the report as a PDF or CSV file after you
view it in interactive mode. If you cannot see all the fields in the Inter-
active Report window, you can resize each column of data or the entire
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window by dragging and resizing with the mouse.

« CSV Report: creates a CSV (comma separated values) version of the file.
You have the option of saving the CSV report template on the My Reports
tab. You can download the CSV report and open it with any spreadsheet
program that handles CSV files. You can also use the Report Notification
Editor to send a generated CSV report to recipients. See Set Notification
Options.

« PDF Report: creates a PDF version of the file. You have the option of sav-
ing the PDF report template as a report on the My Reports tab. You can
download the PDF report and open it with Adobe Acrobat Reader. You can
also use the Report Notification Editor to send a generated PDF report to
recipients. See Set Notification Options.

« Preview Report: displays a subset of data in the web browser. It does not
display the full data set. For full reports, you must save as PDF or CSV
and view the saved report.

NOTE:

« When you generate a report as PDF or CSV, or when you save an interactive
report, the report appears in the Pending and Completed Reports section at
the bottom of the Report Lists page. See Pending and Completed Reports .

« The Advanced Options section is grayed out until after you have copied a
report configuration to My Reports. See Report Lists - My Reports for inform-
ation on saved reports.

o If you are planning to save a customized report to run on a recurring sched-
ule, set the Filter Options and Field Settings options first, copy the report to
My Reports, and then set the Advanced Options. See Configure and Save
Custom Reports for instructions.

5. Under the Filter Options section, the report results can be narrowed by set-
ting options that are unique for each report. See the specific report detail sec-
tion for information on available fields and search criteria.

« If you provide no specific search criteria, the search returns all information
available for your current team context.

« Many reports allow defining the report time Period. See Define a Report
Time Period for definitions of the data returned.

« Many reports allow access to the Criteria Editor. See Using the Criteria
Editor.

6. Under Field Settings is a list of all the Custom Fields and Standard
Fields available for this report. The listed fields vary for each report. See
the specific report detail section for information on fields available. Select
which fields are to be included in the report. All fields are preselected, which
is shown as the field names being displayed with a blue background. To
unselect a field, click it and the backgrounds turns white. To reselect it, click
it a second time.
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7. To run this report with the options selected, click Run Report. AlertFind gen-

erates the report.

« If Interactive or Preview report are selected, the reportis displayed in a
new window.

« On the View Report page, click Edit to change the report parameters and
run it again. You can also click Save as PDF or Save as CSV to save the
report.

o If PDF or CSV output is selected, the report will be run in the background.
See Pending and Completed Reports.

8. To save this report configuration as a custom report under the My Reports

tab, click Copy to My Reports. This will make the additional fields available
such as a Report Title to label the saved report. See Configure and Save Cus-
tom Reports for instructions.

Define a Report Time Period

NOTE

All reports have a Time Zone automatically included in the time Period.

Under the Filter Options section, many reports allow the report results set to be
narrowed by defining the report time Period.

1.

Today—Returns entries from midnight today up to time the reportis run. This
is always a partial day report. If the reportis run at 2:37PM (14:37), it will
cover the hours from 0:00 to 14:37.

. Yesterday—Returns the full 24-hour report for yesterday, starting at midnight

yesterday and ending at midnight today. If the report is run on November 29,
the report will contain all of the information from YYYY-11-28 0:00 to YYYY-
11-29 0:00.

. Last Full Hour—Returns the report for the last completed full hour. If the

reportis run at 2:37PM (14:37), it contains data from 1:00-2:00PM (13:00 to
14:00).

. Last Full Week—Returns the report for the last completed full week, from mid-

night on Sunday of the previous week up to midnight last Sunday. If the
report is run on Wednesday, November-29, it will contain information from
midnight on Sunday, November-19 (YYYY-11-19 0:00) up to midnight on
Saturday, November 25 (YYYY-11-25 0:00).

. Last Full Month—Returns the report for the last completed full month, from the

first day of the previous month to the first day of the current month. If the
report is run on November 29, it will contain information from midnight on
October 1 (YYYY-10-01 0:00) up to midnight on November 1 (YYYY-11-01
0:00).

. Last Full Year—Returns the report for the last completed full year, from the

first day of the previous year to the first day of the current year. If the report is
run on November 29, 2010, it will contain information from midnight on
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January 1, 2009 (2009-01-01 0:00) up to midnight on January 1, 2010 (2010-
01-01 0:00).

7. Last 12 Full Months—Returns the last twelve complete months of data. If the
report is run on November 29, 2010, it will contain information from midnight
on November 1, 2009 (2009-11-01 0:00) up to midnight on November 1, 2010
(2010-11-01 00:00).

8. Specific Dates—Returns the report from the Sstart Date date and time up to
the End Date date and time. Use the calendar icons to set the start and end
dates, and the drop-down menu to select the times.

Pending and Completed Reports

All PDF and CSV reports are run in the background so you can continue to perform
AlertFind functions while the reports are processing. After a PDF or CSV report
has been initiated, it is added to the Pending and Completed Reports pane. Also,
all PDF or CSV reports initiated from the My Reports tab are listed in this pane.

Pending And Completed Reports

Submit Time Report Name Report Type File Type Status

- Date: Today (4 Reports)

I 11/15/18, 513 PM Incident Summary csv Complete
11/15/18, 512 PM Broadcast Groups Membership Summary csv Complete
11/15/18, 5:12 PM User Authentication Summary pdf Complete
11/15/18, 512 PM Event Log Summary pdf Complete

When the report has finished processing, the Status changes from Pending to
Completed. The Status refreshes automatically, but if you want to check the
report’s status before the page refreshes, click the Refresh button.

To open or download a report, either click once on the report’s table row to select
the report and then click the Download button, or just double-click the report’s row.
If multiple reports are selected, only the first report is downloaded.

All PDF and CSV reports are retained in case you want to view them at a later
date. When you view a report listed in the Pending and Completed reports table,
you are viewing a saved report, not regenerating the report. Each report contains
the date it was generated.

To remove a report from the list, select the report and then click the Delete button.
You can select a range of reports to delete using the SHIFT key or several reports
using the CTRL key.

Audit Trails Reports

The Audit Trails section contains the following two reports:
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Event Log Summary Report

The Event Log Summary report provides a detailed view of the audit logs of
changes (such as to Devices, Groups, etc.) by Administrators, Team Leaders and
Users.

The following Generate Report As options are available:

« Interactive Report
« PDF Report
« CSV Report (MS Excel)

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

« Event Type: This field sets the specific Event Type to be reported. The
default value is A11 Events, any other choice in the drop-down list reports
only that one specific Event Type. The following Event Types are available:

o Broadcast Group: Created, Removed, Members Added, or Members
Removed

o Escalation Group: Created, Removed, Members Added, or Members
Removed

« Smart Group: Created, Removed, or Criteria Changed
« User Role Updated

o Notification Template: Created, Removed, or Changed
« User: Created, Removed, Enabled, or Disabled

« User Device: Created, Deleted, Enabled, or Disabled
« Password Policy Update

« In the Field Settings section, the following standard report fields are avail-
able:

e User: User who performed the event.

« Email Address: Email address of the user who preformed the event.
« IP Address: IP address of the user who performed the event.

« EventLog Time: Time the event was performed.

« Event Type: A description of the event type.

o Description: A description of the event performed, such as the email
address of the user disabled, the name of the group to which members
were added, or the name of a disabled device and owner’s email address.
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User Authentication Summary Report

The User Authentication Summary report provides a detailed view of the audit logs
of user sign-in and sign-out behavior.

The following Generate Report As options are available:

« Interactive Report
« PDF Report
« CSV Report (MS Excel)

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

« Event Type: This field sets the specific Event Type to be reported. The
default value is A11 User Authentication, any other choice in the drop-
down list reports only that one specific Event Type of user Sign in or Sign
out events.

In the Field Settings section, the following standard report fields are available:

o« User: User who signed in or out.

o Email Address: Email address of the user.

« IP Address: IP address of the user.

« EventLog Time: Time the user signed in or out.
« Event Type: A description of the event type.

o Description: The name of the user who signed in or out.
Group Reports
You can create the following types of group reports:
Broadcast Groups Membership Summary Report

The Broadcast Groups Membership Summary report provides a summary of a
membership of selected or all broadcast groups, including broadcast group, name
and type information.

The following Generate Report As options are available:

« Interactive Report
« CSV Report (MS Excel)

The following Filter Options are available:

o« Group Filter Option: This filter displays the criteria editor to limit the list of
groups to those who meet the selected criteria. To include all groups, leave
the field blank. For information on how to use the criteria editor, see Using
the Criteria Editor.
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In the Field Settings section, the following standard report fields are available:

« Broadcast Group: The name of the broadcast group.
« Name: The name of the group.
e« Type: The type of the membership.

Broadcast Group Summary Report

The Broadcast Group Summary report provides a summary of all broadcast groups,
including group description, team, and quick launch ID information.

The following Generate Report As options are available:

o Interactive Report
« CSV Report (MS Excel)

The following Filter Options are available:

o Group Filter Option: This filter displays the criteria editor to limit the list of
groups to those who meet the selected criteria. To include all groups, leave
the field blank. For information on how to use the criteria editor, see Using
the Criteria Editor.

In the Field Settings section, the following standard report fields are available:

« Name: The name of the group.

o Description: The group’s description field.

« Team: The team context the group belongs to.

e Quick Launch ID: The group’s quick launch ID number.
o Status: Whether the group is enabled or disabled.

Smart Group Summary Report

The Smart Group Summary report provides a summary of all smart groups,
including group description, team, criteria, and quick launch ID information.

The following Generate Report As options are available:

« Interactive Report
« CSV Report (MS Excel)

The following Filter Options are available:

o« Group Filter Option: This filter displays the criteria editor to limit the list of
groups to those who meet the selected criteria. To include all groups, leave
the field blank. For information on how to use the criteria editor, see Using
the Criteria Editor.

In the Field Settings section, the following standard report fields are available:

« Name: The name of the group.

o Description: The group’s description field.
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« Team: The team context the group belongs to.
o Criteria: The criteria selected.
e Quick Launch ID: The group’s quick launch ID number.

Escalation Group Membership Summary Report

The Escalation Group Membership Summary report provides a summary of
membership of selected or all escalation groups, including user name, type and
delay information.

The following Generate Report As options are available:
« Interactive Report
« CSV Report (MS Excel)

The following Filter Options are available:

o« Group Filter Option: This filter displays the criteria editor to limit the list of
groups to those who meet the selected criteria. To include all groups, leave
the field blank. For information on how to use the criteria editor, see Using
the Criteria Editor.

In the Field Settings section, the following standard report fields are available:
o Escalation Group: The Escalation group name.
« Name: The name of the group.
« Team: The team context the group belongs to.
« Type: The membership type.

Escalation Group Summary Report

The Escalation Group Summary report provides a summary of all escalation
groups, including group description, team, and quick launch ID information.

The following Generate Report As options are available:
« Interactive Report
« CSV Report (MS Excel)

The following Filter Options are available:

o« Group Filter Option: This filter displays the criteria editor to limit the list of
groups to those who meet the selected criteria. To include all groups, leave
the field blank. For information on how to use the criteria editor, see Using
the Criteria Editor.

In the Field Settings section, the following standard report fields are available:

« Name: The name of the group.
o Description: The group’s description field.

« Team: The team context the group belongs to.
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e Quick Launch ID: The group’s quick launch ID number.

o Status: Whether the group is enabled or disabled.
Hotline Reports

The available Hotline reports will depend on the features that have been enabled
for your organization. The following four reports are available if all Hotline
features are enabled:

Hotline Pro Call Details Report

The Hotline Pro Call Details report provides a detailed view of the data collected
from callers during Hotline calls.

The following Generate Report As options are available:

« Interactive Report
« PDF Report
« CSV Report (MS Excel)

The following Filter Options are available:

« Hotline Name: Limits the report results to a subset of Hotlines. Enter all or
part of a Hotline name. Only Hotlines whose names match the criteria you
enter in this field will appear in the report. To show results for all Hotlines,
leave this field blank.

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

« Edit Criteria: Limits the report results by the User information, such as user
name or description. See Using the Criteria Editor for more information on
using the Criteria Editor.

In the Field Settings section, all custom fields are listed along with the following
standard report fields:

« Hotline Name

« User Name, if captured during the call

o CallID

o Call Start Time

o Action Time: The time when the data was captured during the call

o Call Data Name: The field name captured during the call, as defined by the
person who created the Hotline.

o Call Data Value: The field value captured during the call, as defined by the
person who created the Hotline.
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NOTE

For more information on how to gather information from Hotline calls using Call
Data Name and Call Data Value fields, see Gathering Data From Hotline Pro
Calls.

Hotline Poll Details Report

The Hotline Poll Details report provides response details for Hotline polls during a
specified period.

The following Generate Report As options are available:

« Interactive Report
« PDF Report
« CSV Report (MS Excel)

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

« Poll Name: Limits the report results to a subset of polls. Enter all or part of a
poll name. Only polls whose names match the criteria you enter in this field
will appear in the report.

o Edit Criteria: Limits the report results by the User information, such as user
name or description. See Using the Criteria Editor for more information on
using the Criteria Editor.

In the Field Settings section, all custom fields are listed along with the following
standard report fields:

« Hotline Name
« Poll Name

« User Name

e« Time

« Response

« Extra Data

Hotline Poll Non-Responders Report

The Hotline Poll Non-Responders report information for users who did not respond
to Hotline polls during the specified period.

The following Generate Report As options are available:

o Interactive Report
« PDF Report
« CSV Report (MS Excel)

The following Filter Options are available:
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o Period: This filter sets the time period for the report. The default value is

Last Full Month. For descriptions of the time period options, see Define

a Report Time Period.

« Poll Name: Limits the report results to a subset of polls. Enter all or part of a
poll name. Only polls whose names match the criteria you enter in this field

will appear in the report.

- Edit Criteria: Limits the report results by the User information, such as user

name or description. See Using the Criteria Editor for more information on

using the Criteria Editor.

In the Field Settings section, all custom fields are listed along with the following

standard report fields:

« Name: the name of the users who have not responded to the poll.
Hotline Summary Report
The Hotline Summary report shows a summary of all your active Hotlines.
The following Generate Report As options are available:

« Interactive Report
« PDF Report
« CSV Report (MS Excel)

There are no Filter Options available for this report

In the Field Settings section, the following standard report fields are listed:

e« Number: The hotline number.

Hotline: The name of the hotline.

« Team: The team the hotline belongs to.
. Last Edited: The time the hotline was last edited.
o Last Edited By: The user who last edited the hotline.

Incident Reports
Only one Incident summary report can be created.
Incident Summary Report

The Incident Summary Reportis a summary view of all incidents, including
incident description, opening and closing information.

The following Generate Report As options are available:

o Interactive Report
« CSV Report (MS Excel)

The following Filter Options are available:

« Incident Filter Options: Limits the report results by the following fields:
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« Closed Date
« Incident Description
o« Opened Date

o Incident Title

See Using the Criteria Editor for more information on using the Criteria Editor.

In the Field Settings section, all custom fields are listed along with the following
standard report fields:

Title: the title of the Incident.

Description: the Incident’s description.
Opener: the user who opened the Incident.
Opened Date

Closer: the user who closed the Incident.
Closed Date

Notification Reports

You can create the following types of Notification reports:

Notification Response Details Report

The Notification Response Details displays the possible responses for a set of
notifications, including the recipients and their selected response.

The following Generate Report As options are available:

Interactive Report
PDF Report
CSV Report (MS Excel)

The following Filter Options are available:

Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

Notification Criteria: opens the Criteria Editor to narrow the report by select-
ing one of the following notification fields:

o Priority

« Received by

« Response abbreviation
« Sent by

o Sent time

e Subject
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« Edit Criteria: Limits the report results by the User information, such as user
name or description.

See Using the Criteria Editor for more information on using the Criteria
Editor.

In the Field Settings section, the following standard report fields are available:

« Sent Time: Date and time Notification was sent.

« Subject: Subject of the Notification.

« Team: The team originating the notification.

o Incident Name: Incident name, if applicable.

« Sender: The name of the user who sent the Notification.

o« Recipient Name: The name of the user who received the Notification.

o« Possible Response: This column combined with the next column state
whether or not the user responded to the Notification.

o« Device Name: The name of the device.

o Device Address: The address of the device.

o First Confirmed Time: The time at which the first confirmation is received.
o Last Confirmed Time: The time at which the last confirmation is received.

o First Confirmed Elapsed Time: The elapsed time since the first confirmation
was received.

Scheduled Notification Detail Report

The Scheduled Notification Detail displays a detailed view of scheduled
notifications with a record for each recipient (user or group).

The following Generate Report As options are available:

« CSV Report (MS Excel)

The following Filter Options are available:

« Notification Criteria: opens the Criteria Editor to narrow the report by select-
ing one of the following notification fields:

o Priority

« Received by

« Response abbreviation
o Sent by

« Senttime

o Subject

See Using the Criteria Editor for more information on using the Criteria Editor.

In the Field Settings section, the following standard report fields are available:
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« Team: The team originating the notification.

o Incident Name: The name of the incident.

« Sender: The name of the user who sent the Notification.

o Subject: Subject of the Notification.

« Message: The message included in the Notification.

« Recurrence: The pattern of the recurrence of the Notification.

« Expiration: The expiry date of the Notification.

o Priority: The priority of the Notification.

« Authenticated: Identifies whether the notification is authenticated or not.
o Hotline: Specifies the hotline number to be used.

« Attachments: Files to be attached to the Notification.

« Email Results: Specifies the email status.

o« Current Status: Status of the Notification.

« Recipient Name: The name of the recipient.

« Recipient Type: The type of the recipient (user, team or group).

o Description: Description of the Notification.

Sent Notification Detail + Recipient Custom Fields Report

The Sent Notification Detail + Recipient Custom Fields displays a list of all
recipients of all sent notifications along with their responses, including recipient
custom fields.

The following Generate Report As options are available:

« CSV Report (MS Excel)

The following Filter Options are available:

« Notification Criteria: Opens the Criteria Editor to narrow the report by select-
ing one of the following notification fields. It already has two Sent Time cri-
teria set by default that cannot be deleted:

o Priority

« Received by

« Response abbreviation
« Sent by

« Sent time

« Subject

See Using the Criteria Editor for more information on using the Criteria Editor.

In the Field Settings section, the following standard report fields are available:
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« Sent Time: The time at which the Notification was sent.

« Sender: The name of the user who sent the Notification.

« Subject: Subject of the Notification.

« Team: The team originating the notification.

« Incident Name: The name of the incident.

o Current Status: Status of the Notification.

« Recipient Name: The name of the recipient.

« Response: Specifies whether the response was received or not.
« Last Notification Result Log Event: A log of events.

o Last Confirmed Device Name: The device name from where the last con-
firmation is received.

o Last Confirmed Device Address: The device address from where the last con-
firmation is received.

Sent Notification Summary Report

The Sent Notification Summary report shows all notifications sent during a
specified time frame for your current team context. From this summary report, you
can select a specific notification to see the Notification Response Details report for
that Notification, which provides an overview so that you can evaluate its
effectiveness.

The following Generate Report As options are available:

« Interactive Report
« PDF Report
« CSV Report (MS Excel)

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

« Notification Criteria: opens the Criteria Editor to narrow the report by select-
ing one of the following notification fields:

o Priority

« Received by

« Response abbreviation
o Sent by

« Senttime

o Subject

See Using the Criteria Editor for more information on using the Criteria Editor.

Under Field Settings, the following standard report fields are listed:
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« Sent Time

o Subject

e Team

o Incident Name

« Canceled

« Sender

« Total Recipients

« Recipients Responded

From the Sent Notification Summary report, click the Subject of the notification for
which you want to view details. The Notification Response Details report appears
for the notification selected.

Team Reports
You can create the following team reports:
Team Leadership Report

The Team Leadership report provides a list of team leaders and their permissions
on the specified team.

The following Generate Report As option is available:

« CSV Report (MS Excel)

In Filter Options, you just have the option to provide a team name.
In the Field Settings section, the following standard report fields are available:

e« Team Leader Name: The name of the team leader.
e« Team Name: The name of the team.

« The status (enabled or disabled) of the all the team permissions (SN, VR,
CN, MlI, Ol, VI, MT, MG, MU, VP, MP, MA, SP, MH, and VW) are listed

Team Membership Report

The Team Membership report provides a list of sub-teams and members of a
specified team.

The following Generate Report As option is available:

« CSV Report (MS Excel)

In Filter Options, you just have the option to provide a team name.
In the Field Settings section, the following standard report fields are available:

e« Team Name: The name of the team.
« Parent Team: The name of the parent team.

e« Member Name: The name of the team member.
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« Member Type: The type of member (user or group)

« Data Source: The source of the data (created in the Ul or imported).
Team Summary Report

The Team Summary report shows a summary of all the teams for your organization
and their hierarchy.

The following Generate Report As options are available:

« Preview Report: This interactive preview report displays Team information for
the Global team and the first two levels of sub-teams beneath the Global
team. To see a report listing all teams generate a PDF or CSV report.

« PDF Report
« CSV Report (MS Excel)

This report does not have any Filter Options or Field Settings.
The Team Summary report contains the following fields:

« Name: The name of the Team.
o Description: The Team’s description.

o Source: The column displays whether the Team was imported or manually cre-
ated.

o« User Members: Number of users that are members of the Team.
Usage Reports
You can create the following three types of Usage reports:
Usage Summary Report

The Usage Summary report gives an estimate of system usage. All call durations
are rounded up to the nearest minute.

The following Generate Report As options are available:
« Interactive Report
« CSV Report (MS Excel)
« PDF Report

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

In the Field Settings section, the following standard report fields are available:
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e User Count: The number of users.

e Outbound Minutes: The total duration of voice phone calls sent from AlertFind
Notifications to users. All call durations are rounded up to the nearest
minute.

o Outbound Calls: The count of voice phone calls sent from AlertFind Noti-
fications to users.

o Inbound Minutes: The total duration of voice phone calls from users to Hot-
lines. All call durations are rounded up to the nearest minute.

e Inbound Calls: The count of voice phone calls from users to Hotlines.

o« Total Minutes Used: The accumulated duration of Inbound and Outbound
minutes.

o« Total Call Count: The accumulated count of Inbound and Outbound calls.

« Conference Minutes: The total duration of phone calls transferred to con-
ference calls. All call durations are rounded up to the nearest minute.

o« Conference Calls: The count of phone calls transferred to conference calls.

« Emails: The count of emails sent by AlertFind Notifications, includes mes-
sages sent to devices defined as SMTP handsets.

« Pages: The count of pager messages sent by AlertFind Notifications.

« SMS Messages: The count of SMS (text) messages sent by AlertFind Noti-
fications.

« Faxes: The count of faxes sent by AlertFind Notifications.

o« Total Activations: The count of Notifications sent. If a Notification is sent to
more than one user, that will be counted as one activation.

Team Usage Summary Report

The Team Usage Details report gives an estimate of AlertFind system usage
broken down per team.

The following Generate Report As options are available:
o Interactive Report
« CSV Report (MS Excel)
« PDF Report

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

In the Field Settings section, the following standard report fields are available:

e« Team Name: The name of the team.

o All User Count: Number of users (enabled and disabled) in the team.
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« Enabled User Count: Number of enabled users in the team.

e Outbound Minutes: Total duration for all outbound phone notifications sent by

AlertFind to the users of the team, in minutes.

e Outbound Calls: Total number of outbound phone calls sent from AlertFind to

users of the team.

o Inbound Minutes: Total duration of all IVR phone calls sent by the users of
the team to AlertFind.

o Inbound Calls: Total number of IVR phone calls sent by the team members to

AlertFind system.

o Total Minutes Used: Total duration of outbound and IVR phone calls of the
team, in minutes.

o Total Call Count: Total number of outbound and inbound phone calls of the
team.

« Conference Minutes: Total time, in minutes, of all conference calls ran by the

team.
« Conference Calls: Total number of conference calls started by the team.
« Emails: Total number of emails sent by the team.
o« Pages: Total number of pages sent by the team.
o Faxes: Total number of faxes sent by the team.
« SMS Messages: Total number of text messages sent by the team.

« Total Activations: Number of messages (a message may be sent to one or
more recipients, but it's only counted once) sent by the team.

Usage Details Reports
You can create the following types of Usage Details reports:

Usage Conference Calls Details

The Usage Conference Calls Details report provides a summary of your conference

calls use.
The following Generate Report As options are available:

« Interactive Report
« CSV Report (MS Excel)
« PDF Report

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is

Last Full Month. For descriptions of the time period options, see Define

a Report Time Period.

In the Field Settings section, the following standard report fields are available:
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o Call Start: The time at which the conference call was initiated.

« Call End: The time at which the conference call ended.

« Minutes: Duration of the conference call in minutes

« Sender: The sender's name who initiated the call.

« Recipient: The recipient's name to whom the call is made.

o Subject: The subject of the call.

« Phone Number: The phone number that is used to make the call.
« Conference Start Date: The start date of the conference.

« Conference End Date: The end date of the conference.

« Conference Minutes: Duration of the conference.

« Conference Phone Number: The phone number to which the conference is
associated with.

« Notification ID: The notification ID.

Usage Outbound Calls Details

The Usage Outbound Calls Details report provides a summary of your outbound
calls use.

The following Generate Report As options are available:

o Interactive Report
« CSV Report (MS Excel)
« PDF Report

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

In the Field Settings section, the following standard report fields are available:

o Call Start: The time at which the conference call was initiated.

« Call End: The time at which the conference call ended.

o Minutes: Duration of the conference call in minutes

« Sender: The sender's name who initiated the call.

« Recipient: The recipient's name to whom the call is made.

« Subject: The subject of the call.

« Phone Number: The phone number that is used to make the call.

« Notification ID: The notification ID.
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Usage Email Notifications Details

The Usage Email Notifications Details report provides a summary of your email
notifications use.

The following Generate Report As options are available:

o Interactive Report
« CSV Report (MS Excel)
« PDF Report

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

In the Field Settings section, the following standard report fields are available:

« Sent Time: The time at which the email notification is sent.

« Sender: The sender's name who sent the email notification.

« Recipient: The recipient's name to whom the notification is sent.
« Email: The email ID used for sending the notification.

o Subject: The subject of the notification.

« Notification ID: The notification ID.

Usage Fax Notifications Details

The Usage Fax Notifications Details report provides a summary of your fax
notifications use.

The following Generate Report As options are available:

o Interactive Report
« CSV Report (MS Excel)
« PDF Report

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

In the Field Settings section, the following standard report fields are available:
« Sent Time: The time at which the fax notification is sent.
« Sender: The sender's name who sent the fax.
o Recipient: The recipient's name to whom the fax is sent.

« Fax Number: The fax number used for sending the notification.
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« Subject: The subject of the fax notification.

o Notification ID: The notification ID.
Usage Pager Notifications Details

The Usage Pager Notifications Details report provides a summary of your pager
notifications use.

The following Generate Report As options are available:
« Interactive Report
« CSV Report (MS Excel)
« PDF Report

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

In the Field Settings section, the following standard report fields are available:

« Sent Time: The time at which the pager notification is sent.

« Sender: The sender's name who sent the pager notification.

Recipient: The recipient's name to whom the pager notification is sent.
« Pager Number: The pager number used for sending the notification.

Subject: The subject of the pager notification.

o Notification ID: The notification ID.
Usage SMS Notifications Details

The Usage SMS Notifications Details report provides a summary of your SMS
notifications use.

The following Generate Report As options are available:
« Interactive Report
« CSV Report (MS Excel)
« PDF Report

The following Filter Options are available:

o Period: This filter sets the time period for the report. The default value is
Last Full Month. For descriptions of the time period options, see Define
a Report Time Period.

In the Field Settings section, the following standard report fields are available:

e Delivered Time: The time at which the SMS is delivered.

e Sender: The sender's name who sent the SMS.
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Recipient: The recipient's name to whom the SMS notification is sent.
SMS Number: The phone number used for sending the SMS notification.
Subject: The subject of the SMS notification.

Notification ID: The notification ID.

User Reports

One report is available in the Users section of the Report Lists page.

User List Report

The User List Reportreport provides data about the users under your current team
context. You can narrow the report to include users only for specific roles or
custom fields.

The following Generate Report As options are available:

Interactive Report
CSV Report (MS Excel)

The following Filter Options are available:

User Name: To narrow the report by user name, enter all or part of a user
name. Do not use a wild-card character in this field. The report returns all
users whose user names contain the search string in any part of their user
names (first names or last names). For example, if you enter 1au, your
search will return Laura and Klaus. If you enter ab, your search will return
Abbi and Sabrina.

Role: To narrow the results by role, enter User or Administrator.

Site Name: To narrow the results by Site Name, enter the name of the Site.
As the letters are entered, the drop-downs entries change to help auto-com-
plete the Site Name.

Group Selector: To narrow the results by Group, first select the type of group
from the Group Selector drop-down, and then select the Group from the Group
Name field.

Group Name: Once the type of Group as been selected, enter the group
name. As the letters are entered, the drop-downs entries change to help auto-
complete the Group Name. Group Names are case sensitive.

Edit Criteria: Limits the report results by the User information, such as user
name or description.

See Using the Criteria Editor for more information on using the Criteria Editor.

In the Field Settings section, all custom fields are listed along with the following
standard report fields:

Name Timezone Work Email

Description Weekend Days Work Phone
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Primary Email Address Business Hours Custom Email

External Key Cell Phone Custom Phone
User Name Fax Custom Pager

Data Source Home Phone Custom Fax

Role Pager Custom SMS Phone
Status Personal Email

Hotline SMS Phone

Report Lists - My Reports

You can run the reports in real time from the Report Templates tab, or you can
configure and save customized settings for reports that you run frequently, or that
you want to schedule to generate on a recurring basis. These customized report
settings are then saved for you in the report you have named on the My Reports
tab. See Configure and Save Custom Reports .

You can also send reports that you run from the My Reports tab to recipients by
adding notification options to the customized report template. See Set Notification
Options.

Configure and Save Custom Reports

You can configure and save customized settings and options for reports that you
run frequently or that you want to schedule to generate on a recurring basis.

To configure a report template and save it to My Reports:

1. From the left navigation menu Reporting section, click Report Lists. The
available reports appear on the Report Templates tab.

2. On the Report Templates tab, double-click the report you want to configure
and save or click the report and then click the pop-up Run Report. button.
The Run Report - Define Report Parameters window opens.
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Report Lists
» Run Report

| Some features are only available in reports that are saved to "My Reports” list. Click "Copy To My Reports” to enable these features.

Report Type Event Log Summary

Audit logs of changes (such as to Devices, Groups, etc.) by Administrators, Team Leaders and Users. Data available

Report Description
for most recent 6 months.

Generate Report As : O Interactive Report

O csV Report (MS Excel)

® PDF Report

Filter Options
Period * : Last Full Week "
EventType E All Events v
Field Settings
Standard Fields : User

Email Address

IP Address

Event Log Time h

3. Use the Generate Report As field to set the type of report you want to run

(Interactive, PDF, or CSV). If PDF or CSV are chosen, after these report para-
meters are saved to My Reports, the Advanced Options pane becomes edit-

able to allow you to set notification or scheduling options.

4. Configure the Filter options and the Field Settings that available for the type
of report you selected. The standard fields in the report are listed under Field
Settings, All fields are preselected. To delete a field, click it. To undelete it,

click it a second time. The standard Field Settings and available Filter

Options are unique to each report. See the following sections for descriptions

of the report options:

o Audit Trails (see Audit Trails Reports )

o« Group Reports (see Group Reports )

« Hotline Reports (see Hotline Reports )

o Incident Reports (see Incident Reports )

« Notification Reports (see Notification Reports )

« Team Reports (see Team Reports )
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« Usage Reports (see Usage Report)
« User Reports (see User Reports )

5. When you have configured the basic report parameters, click the Copy to My
Reports button. Clicking Copy to My Reports inserts a Report Name field
and, depending on settings, may enable editing in the Advanced Options
pane.

6. Provide a descriptive Report Name. The Report Type and Report Descrip-
tion fields are not editable.

7. For PDF and CSV reports, you can set scheduling and notifications para-
meters under the Advanced Options section. Note that scheduling and noti-
fication options are not available for interactive reports.

ClickScheduling 1. In the Scheduling pane, check the Start Time check
box and use the Calendar menu and time drop-down
list to set the date and time when the report should
run.

2. To schedule a report to run on a recurring basis,
select the pattern from the Recurrence Pattern list:
Daily, Weekly, Monthly, Annually, Oor Hourly.
Set the desired recurrence pattern.

3. When the schedule is set, click the Save button.

To set notification 1. Click Notification. See Set Notification Options for
and escalation instructions.
options for the 2. Use the Notification Settings field to choose whether

saved report to always send reports, even if they contain no data,

or to never send empty reports.

8. Verify the Filter options and Field Settings sections have been to set cor-
rectly for the report you want to generate.

9. When all the report options are configured, to save the configuration in My
Reports, click Save Report. The report will run at its next scheduled date.
Alternatively, click Save and Run Report to save the configuration and run
the report immediately.

PDF and CSV reports appear in the Pending and Completed Reports pane. See
Pending and Completed Reports.

Set Notification Options

For PDF and CSV reports that you have configured and copied to My Reports
using the instructions under Configure and Save Custom Reports, you can add
notification options using the instructions in this section.

When you add notification options for a saved report, the report can be sent as an
email attachment to the recipients you specify after the report runs on its schedule.
Notifications are not available for Interactive Reports.
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To add notification options to a saved report:

1.

From the Define Report Parameters page of a report you have already
copied to My Reports, in the Advanced Options section, click Notification.

Report Lists

To Select Recipient
Subject 2 Areport is available
Escalation

= T ] o [+ [+

> » Notification Editor

Use specified escalation instead of user personal escalations.

® Delete

A~ B I U 4

m
4
i
iii

=

There are no response options for this notification.
% Only the FIRST device in the recipient's personal
escalation is notified, unless an escalation
A report is available override is selected as described below:
If & custom device escalation is selected, the
notification is sent to ALL specified devices
« |f "skip specified devices” is selected, the
notification is sent to the first available device in
the recipient’s personal escalation

<>

Click "New" to create a response option

2. To specify recipients who should receive the report every time it is scheduled

to run, click To. Use the Recipient Editor to choose the list of recipients, then
click Save. See Use the Recipient Editor for more detailed instructions.

Provide a descriptive Subject. This text will appear as the subject line of the
email sent to recipients with the report attached.

To set a custom escalation for the notifications that are sent to recipients of
this report, click Escalation Overrider. See Use the Escalation Editor for
more detailed instructions.

Use the Message section to customize the text of this notification as it will
appear in written notifications (email, fax, SMS, pager) and as it is spoken by
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Call to record or Upload Audio to complete this field.

6. Use the Responses section to create the possible responses for the noti-
fication. See Use the Response Editor for additional details.

7. When you have configured the notification options for this report, click Save.
You are returned to the Define Report Parameters page.

Devices Report

To create a device report:

1. In the left navigation menu, under Reporting, click Devices Report. The list
of available reports appears.

Devices Report
> Device Report List

Select Report: || avices - A Send Reminder @ Show Disabled

List of all users including their devices.

Review users who have the selected device(s). Click the @ to see a list of the user's devices. Click on a user's name to view the full details for that user.

Name Local Time Active Escalation
@ JoeDoe Thu, 4:36 PM Weekend
Voice Phones
@9 Cell Phone Not Configured
@9 Home Phone Mot Configured
@@ Work Phone Not Configured

2. The four types of device reports that you can display are:
« All Devices Report—A list of all users and all of their devices.

« No Devices Configured Report—A list of users who have no devices con-
figured in their personal escalation list.

« Any Device Configured Report—A list of users who have at least one
device configured in their personal escalation list.

- Specific Devices Report—A list of users who have a specified device con-
figured or not configured, depending on your selection when you run the
report. For a Specific Devices report, select a type of device from the
drop-down list, then select either configured or not configured from the
second drop-down list.

3. Click Display next to the type of report you want to generate the report.
Report results are displayed in the Report Results section of the page. Use
the paging commands just above the report table to customize how the report

is displayed. Click the plus button, I#, to show a list of the user’s devices.
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4. To download a CSV copy of the report, click Download. The standard File
Download dialog box appears. Choose to Save or Open the report.

To send a reminder, click the Send Reminder button. See Send Reminders.

To show disabled devices, click the Show Disabled button. To hide disabled
devices, click the button again, which is now labeled Hide Disabled.

Send Reminders
You can send reminders to users who still need to configure devices.
To send a reminder:

1. Generate the appropriate report. See Devices Report.

2. In the Report Results section, click the Send Reminder button.

Devices Report

» Device Report List

Select Report: ) novices - <A Send Reminder @ show Disabled

List of all users including their devices.

| Review users who have the selected device(s). Click the © to see a list of the user's devices. Click on a user's name to view the full details for that user.

Name Local Time Active Escalation
© Sys Admin1 Thu, 4:47 PM Business Hours
© sysadmin2 Thu, 4:47 PM Business Hours
Q@ System Manager Thu, 4:47 PM Business Hours
© Testuser Thu, 4:47 PM Business Hours
Q@ VP Operations Thu, 4:47 PM Business Hours
Q@ VP Operator Thu, 4:47 PM Business Hours

Pages 1 of1 Total : 17 ltems per page 50

3. The Notification Editor window appears.
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Devices Report

> Send Reminder

Advanced

© Scheduling ™ Normal Priority ~

Subject 2 New Report
A- B I u 8 =E~- E=E = ¢ B

Reminder notifications are sent to all recipients immediately. A link will be included for the recipients to log in to update their
information. You can use the following variables in the message body, which will be replaced with user-specific values: ${user.name} -
user’s full name. ${user.userMames[0]} - user’s username/login ID. ${url} - URL to access account. ${devices} - all
configured/unconfigured standard and custom devices for user.

4. By default, the reminder is sent to a dynamically created Ad Hoc Group
called Report Users. To see or edit the list of users in this ad hoc group,
click the To button to bring up the Recipient Editor. Double-click the Report
Users entry in the In the Recipients section of the Recipient Editor to display
the users for this report. From this list, you can restrict or add to the list of
recipients for the reminder.

NOTE

Reminders are sent to the user’s email address. Reminders cannot be sent to
phone devices.

5. Enter a Subject for the reminder. A subject is required. You cannot send a
reminder without a subject.

6. Compose the notification as discussed in Compose Notification. You can use
the following variables in your message:

e S{user.name} — The user’s full name.
e S${user.userNames[0]} — User's user name or login ID.
e S{url} — Address to access AlertFind.

e ${devices} — All configured and unconfigured devices, both standard
and custom, for the user.
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NOTE

The variable must be typed in the message exactly as they appear above. All
variables start with s (dollar sign) and be enclosed in{} (curly braces).

7. Click Send to send the reminder.
Example of a Message Sent to Users With No Cell Phone Configured

To send a reminder to users who have no cell phone configured, generate a
Specific Devices report and select Cell Phone is not configured using the drop-
down fields.

A sample message requesting that users configure their cell phones might look
like this:

Good morning ${user.name},

You currently have no cell phone defined in AlertFind.
Please follow the 1link in this email message to log in to
AlertFind and update this information.

s{url}

AUREA CONFIDENTIAL 379



AlertFind Administrator Guide

Custom Prompts Variables

This section includes the following topics:
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Customizing Variables in the prompts.property File

The prompts.properties file contains customizable text for the AlertFind
interface, including prompts for the web interface, error messages, and email, fax,
phone, or SMS notifications. This file also includes prompts spoken by the text-to-
speech (TTS) engine, such as the outbound greeting.

NOTE

All variables detailed in this chapter are valid only for the prompts.properties
file and are not recognized in any other setting, with two exceptions:

e S{user.name} and ${user.userNames[0]} may be used when com-
posing notifications. See Compose Notification.

e S{user.name}, S{user.userNames[0]}, ${url},and ${devices}
may be used when composing a reminder. See Send Reminders.

For each language purchased, the prompts component is controlled by an
individual prompts file. For example, if your organization uses the default United
States English language and purchased an additional language pack for French,
your set of customizable prompts files would include both an English file and a
French file.

The following sections define the variables that can be used for customer
customizations in the prompts.properties file.

Each variable used in the prompts file must be preceded by a $ (dollar sign) and
enclosed in {} (curly braces). For example:

e S{customer.fromAddress}
e S{group.name}
e S{url}
Not all variables are valid in all prompts.
See the following sections for detailed procedures to customize AlertFind prompts:
o Audio and Text Customization Overview and Prerequisites
o Customizing the Outbound Greeting
o« Customizing Prompts

Contact Support for more assistance.
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Customizing the Hotline Greeting
1.

Download the prompts.properties file as discussed here. Locate the fol-
lowing line:

voice.hotline.greeting=Hello.

Welcome to the <#if hotline??
&& hotline.team?? &&

hotline.team.voiceNotificationSystemName?has

content>${hotline.team.voiceNotificationSystemName}<#else>S$
{customer.voiceNotificationSystemName}</#1if>

2. You can customize this to say, “Hello, Joe. Welcome to the Genericorp Noti-
fication System.” To do this, edit the prompts file to look like this:

voice.hotline.greeting=Hello ${user}. Welcome to the
S{customer.voiceNotificationSystemName} .

3. Save your changes and upload the updated file.
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Web Confirmation Prompts and Variables

Administrators can configure web confirmation messages by modifying the
prompts.Parameters file, so that each organization can have custom text
displayed on the web interfaces as they interact with AlertFind components.
Customizing Prompts

The following tables list the prompts and variables available for web
confirmations.

web.confirmationform.login.pin

Parameters Values

Text To view the authenticated message, type your PIN and click Sub-
mit.

Prompt web.confirmationform.login.pin

Available S{customer}

variables

S{notification}

web.confirmationform.contains.errors

Parameters Values

Text Please correct errors or omissions below.
Prompt web.confirmationform.contains.errors
Available S{customer}

variables

S{notification}

web.confirmationform.selectresponse

Parameters Values

Text Please select a response from the list below.
Prompt web.confirmationform.selectresponse
Available S{customer}

variables

S{notification}

S{user}

web.confirmationform.title
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Parameters Values
Text Confirmation
Prompt web.confirmationform.title

Available variables ${customer}
S{notification}

S{user}

web.confirmationform.instructions

Parameters Values
Text Click OK to confirm the message.
Prompt web.confirmationform.instructions

Available variables ${customer}
S{notification}

S{user}

web.confirmationform.method

Parameters Values
Text Method
Prompt web.confirmationform.method

Available variables ${customer}
S{notification}

S{user}

web.confirmationform.subject

Parameters Values
Text Subject
Prompt web.confirmationform.subject

Available variables S{customer}
S{notification}

S{user}

web.confirmationform.message
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Parameters Values
Text Message
Prompt web.confirmationform.message

Available variables ${customer}
S{notification}

S{user}

web.confirmationform.attachments

Parameters Values
Text Attachments
Prompt web.confirmationform.attachments

Available variables ${customer}
S{notification}

S{user}
web.confirmationform.conferencecallnumber

Parameters Values

Text Conference Call Number

Prompt web.confirmationform.conferencecallnumber
Available S{customer}

variables

S{notification}

S{user}

web.confirmationform.meetingid

Parameters Values
Text Meeting ID
Prompt web.confirmationform.meetingid

Available variables S{customer}
S{notification}

S{user}

web.confirmationform.possibleresponses
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Parameters Values

Text Possible Responses

Prompt web.confirmationform.possibleresponses
Available S{customer}

variables

S{notification}

S{user}

web.confirmationform.responselimitsreached

Parameters Values

Text I’'m sorry, but all response limits have been reached for this
response. You may not choose any of the response options. Click
OK to confirm that you attempted to respond to the message.

Prompt web.confirmationform.responselimitsreached
Available S{customer}
variables

S{notification}

S{user}

web.confirmationform.disabled

Parameters Values
Text Disabled options are no longer available.
Prompt web.confirmationform.disabled

Available variables ${customer}
S{notification}

S{user}
web.confirmationform.recipientdata

Parameters Values

Text Additional info

Prompt web.confirmationform.recipientdata
Available S{customer}

variables

S{notification}

S{user}

web.confirmationform.thankyou.title
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Parameters Values

Text Thank You!

Prompt web.confirmationform.thankyou.title
Available S{customer}

variables

S{notification}

S{user}

web.confirmationform.thankyou.confirmed

Parameters Values

Text You have confirmed the message.
Prompt web.confirmationform.thankyou.confirmed
Available S{customer}
variables
S{user}

S{notification}

web.confirmationform.invalidconfirmationcode.title

Para- Values

meters

Text Error

Prompt web.confirmationform.invalidconfirmationcode.tit
le

Available None

variables

web.confirmationform.invalidconfirmationcode.error

Para- Values

meters

Text AlertFind is unable to find a message with your confirmation
information.

Prompt web.confirmationform.invalidconfirmationcode.err
or

Available None

variables

web.confirmationform.invalidconfirmationcode.instructions
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Values

Text Please make sure the link you followed is complete. Check the URL
and try again.

Prompt web.confirmationform.invalidconfirmationcode.inst
ructions

Available None
variables

web.myaccount.pin_label

Parameters Values

Text PIN

Prompt web.myaccount.pin label

Available variables None
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Email Notification Prompts and Variables

Administrators can configure email notification prompts by modifying the
prompts.Parameters file, so that each organization can have custom text
displayed on the emails as they interact with AlertFind components. Customizing

Prompts

The following tables list the prompts and variables available for email
notifications.

email.auth_intro

Parameters Values

Text You have a message from the ${cus-
tomer.notificationSystemName}.

Prompt email.auth intro

Available vari- ${customer}

ables

S{notification}

S{user}

email.auth_instructions

Parameters Values

Text To view and/or respond to this notification from a web browser,
click this link: ${url}.

Prompt email.auth instructions

Available S{customer}

variables

S{notification}

S{user}

email.callback_prefix

Text or
Prompt email.callback prefix
Available variables ${customer}

S{notification}

S{user}

email.audio_message
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Text Please listen to the attached audio message.
Prompt email.audio message
Available variables ${customer}

S{notification}

S{user}

email.audio_message_withheld

Parameters Values

Text Please listen to the audio message through this link:
${url}

Prompt email.audio message withheld

Available vari- ${customer}

ables

S{notification}

S{user}

email.withheld_attachments

Parameters Values

Text There are additional attachments for this message available
through this link: ${url}

Prompt email.withheld attachments

Available S{customer}

variables

S{notification}

S{user}

email.conference_call_instructions

Values

Text The conference call phone numberis ${no-
tific-
ation.conferenceCallTransfer.conferencePhoneNumber}
and the meeting ID is
${no-
tific-

ation.conferenceCallTransfer.conferenceMeetingId}.
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Values

Prompt email.conference call instructions
Available ${customer}
variables o .

S{notification}

S{user}

email.options_intro.available

Text Your response options are:
Prompt email.options intro.available
Available variables ${customer}

S{notification}

S{user}
email.options_intro.no_available

Parameters Values

Text We’re sorry. The AlertFind system has already received the max-
imum number of responses for all options. Original Options:

Prompt email.options intro.no available

Available S{customer}

variables

S{notification}

S{user}

email.option.limit_reached

Parameters Values

Text (the maximum number of responses of this option have been
reached).

Prompt email.option.limit reached

Available vari- S{customer}

ables

S{notification}

S{user}

email.instructions
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Parameters Values

Text To acknowledge receipt of this notification and register your
response either:

Prompt email.instructions

Available vari- ${customer}

ables

S{notification}

S{user}
email.instructions.limit_reached

Parameters Values

Text If you want to confirm receipt of this notification, do one of the fol-
lowing (any poll response will not be recorded):

Prompt email.instructions.limit reached

Available S{customer}

variables

S{notification}

S{user}

email.instructions.goto

Text Click this link: ${url}
Prompt email.instructions.goto
Available variables ${customer}

S{notification}

S{user}

email.instructions.reply_to

Parameters Values

Text Reply to this email message, include the body of this mes-
sage,

Prompt email.instructions.reply to

Available vari- S{customer}

ables

S{notification}

S{user}
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email.instructions.reply_to.available_responses

Parameters Values

Text and add the response number to the end of the subject, so that
the subject becomes:

Prompt email.instructions.reply to.available
responses

Available vari- S${customer}

ables o .
S{notification}

S{user}

email.instructions.reply_to.option_number

Parameters Values
Text (use the number appropriate for your response).
Prompt email.instructions.reply to.option number

Available variables S{customer}
S{notification}

S{user}

email.instructions.hotline

Text Call the ${customer.notificationSystemName}:
Prompt email.instructions.hotline
Available variables ${customer}

S{notification}

S{user}

email.limit_reached.no_available_responses

Parameters Values

Text Thank you for your response, but the ${cus-
tomer.notificationSystemName} has already received the
maximum number of responses for all options.

Prompt email.limit reached.no available responses
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Parameters Values

Available S{customer}

variables o ,
S{notification}

S{user}
email.limit_reached.available_responses

Parameters Values

Text Thank you for your response, but the ${cus-
tomer.notificationSystemName} has already received the
maximum number of responses for the selected option. If you
want to select a different response, follow the instructions below.

Prompt email.limit reached.available responses
Available S{customer}
variables

S{notification}

S{user}

email.bounce.instructions

Parameters Values

Text If you choose to select a new option, do one of the fol-
lowing:

Prompt email .bounce.instructions

Available vari- ${customer}

ables

S{notification}

S{user}

email.reminder.login.instructions

Text You can log in by following this link: s {url}
Prompt email.reminder.login.instructions
Available variables ${customer}

S{user}

email.reminder.device.unconfigured
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Text ${device.name} : (unconfigured)
Prompt email.reminder.device.unconfigured
Available variables ${customer}

S{user}

email.forgotpassword.subject

Text Your temporary AlertFind password
Prompt email.forgotpassword.subject
Available variables ${customer}

S{user}

email.forgotpassword.password

Text Your temporary AlertFind password is$ {password}
Prompt email.forgotpassword.password
Available variables ${customer}

S{user}

email.forgotpassword.instructions

Text Please go to the following link in $ {url}
Prompt email.forgotpassword.instructions
Available variables ${customer}

${user}

email.reminder.device

Text S{device.name}: ${device.addressObject}
Prompt email.reminder.device
Available variables ${customer}

S{user}
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email.reminder.device.pin

Parameters Values

Text ${device.name}: ${device.addressObject} pin
S${device.addressObjectMetal}
Prompt email.reminder.device.pin
Available S{customer}
variables
S{user}
email.stop

Parameters Values

Text This S{customer.notificationSystemName} device has
been disabled. You will no longer receive notifications on this
device. Please contact your ${cus-
tomer.notificationSystemName} administrator or call ${c-
allNumber} for assistance, if necessary.

Prompt email.stop
Available S{customer}
variables

S{notification}

S{user}
email.help

Parameters Values

Text Please contact your $ {cus-
tomer.notificationSystemName} administrator or call ${c-
allNumber} for assistance.

Prompt email.help
Available S{customer}
variables

S{notification}

S{user}
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Fax Notification Prompts and Variables

Administrators can configure fax notifications by modifying the
prompts.Parameters file, so that each organization can have custom text
displayed on the fax notification as they interact with AlertFind components.
Customizing Prompts

The following tables list the prompts and variables available for Fax notifications.

fax.banner

Text Alert
Prompt fax.banner
Available variables ${customer}

S{notification}

fax.tag
Parameters Values
Text An Emergency Message from the $ {cus-
tomer.notificationSystemName}
Prompt fax.tag
Available vari- S{customer}
ables

S{notification}

fax.attention

Text ATTN:
Prompt fax.attention
Available variables ${customer}

S{notification}

fax.regarding

Parameters Values
Text RE:
Prompt fax.regarding
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Parameters Values

Available variables S{customer}

S{notification}

fax.date
Parameters Values
Text DATE:
Prompt fax.date
Available variables S{customer}

S{notification}

fax.date.body

Text S{notification.sentTime?datetime}
Prompt fax.date.body
Available variables ${customer}

S{notification}

fax.from
Parameters Values
Text FROM:
Prompt fax.from
Available variables S{customer}
S{notification}
fax.phone
Parameters Values
Text PHONE:
Prompt fax.phone
Available variables S{customer}

S{notification}

fax.instructions_title
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Text Instructions
Prompt fax.instructions title
Available variables ${customer}

S{notification}

fax.auth_intro

Parameters Values

Text You have a message from the ${cus-
tomer.notificationSystemName}.

Prompt fax.auth intro

Available vari- S{customer}

ables

S{notification}

fax.message.body

Text ${notification.body}
Prompt fax.message.body
Available variables ${customer}

S{notification}
fax.audio_message

Parameters Values

Text The body of the message is an audio recording. Follow the
instructions below to listen to this message.

Prompt fax.audio message

Available S{customer}

variables

S{notification}

fax.conference_call_instructions

Para- Values

meters

Text The conference call phone numberis ${no-
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Values

tific-

ation. -
conferenceCallTransfer.conferencePhoneNumber} and
the meeting ID is ${no-

tific-
ation.conferenceCallTransfer.conferenceMeetingId}.

Prompt fax.conference call instructions
Available S{customer}

variables . .
S{notification}

fax.options_intro.available

Text Options:
Prompt fax.options intro.available
Available variables ${customer}

S{notification}
fax.options_intro.no_available

Parameters Values

Text We’re sorry. The AlertFind system has already received the max-
imum number of responses for all options. Original Options:

Prompt fax.options intro.no available

Available S{customer}

variables

S{notification}

fax.option.limit_reached

Parameters Values

Text (the maximum number of responses of this option has been
reached)

Prompt fax.option.limit reached

Available vari- ${customer}

ables

S{notification}

fax.instructions.hotline
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Parameters Values

Text To confirm receipt of this notification, call the ${cus-
tomer.notificationSystemName} :

Prompt fax.instructions.hotline

Available S{customer}

variables

S{notification}

fax.instructions.hotline.no_response_with_audio

Parameters Values

Text To listen to this notification, call the ${cus-
tomer.notificationSystemName}:

Prompt fax.instructions.hotline.no response with
audio

Available vari- ${customer}

ables o .
S{notification}

fax.instructions.hotline.limit_reached

Parameters Values

Text If you want to confirm receipt of this notification, call the ${cus-
tomer.notificationSystemName} (poll response will not be recor-
ded):

Prompt fax.instructions.hotline.limit reached

Available S{customer}

variables

S{notification}
fax.instructions.hotline.auth

Parameters Values

Text To retrieve this notification, call the ${cus-
tomer.notificationSystemName}:

Prompt fax.instructions.hotline.auth
Available vari- S{customer}

ables . .
S{notification}

fax.instructions.no_ivr.auth
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Text To retrieve this message goto ${url}.
Prompt fax.instructions.no ivr.auth
Available variables ${customer}

S{notification}
fax.hasattachments

Parameters Values

Text This message has attachments that follow. Please check your
email for copies of these documents.

Prompt fax.hasattachments

Available S{customer}

variables

S{notification}
fax.hasunsupportedattachments

Parameters Values

Text This message has attachments that could not be included in this
fax. Please check your email for all attachments.

Prompt fax.hasunsupportedattachments

Available S{customer}

variables

S{notification}
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Pager Notification Prompts and Variables

The following table lists the prompts and variables available for pager
notifications.

Text Prompt Available Vari-

ables

Please call the pager.instructio S{customer}
${customer.notificationSystemNa ns

me} at ${callNumber}. ${notificatio

n}
S{user}
S{team}
${device}

S{callnumber}
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SMS Notification Prompts and Variables

Administrators can configure SMS notification and prompts modifying the
prompts.Parameters file, so that each organization can customize the text
users see or hear as they interact with AlertFind components. Customizing

Prompts

The following tables list the prompts and variables available for SMS notifications.

sms.from
Parameter Values
Text (From S {customer.notificationSystemName}<#if noti-
fication.priority.value == "Normal"><#else> [${no-
tification.priority}]</#if>).
Prompt sms.from
Available S{customer}
variables o .
S{notification}
S{user}
S{team}

S{device}

${SentDate}

sms.request_auth

Parameter Values

Text A message requiring your authentication has been sent to you.
Reply to this message with the letters 'id' plus your PIN to authen-
ticate.

Prompt sms.request auth

Available S{customer}

variables . .

S{notification}
S{user}
S{team}

S{device}

${SentDate}

sms.limit_reached.no_available_responses

AUREA CONFIDENTIAL 404



AlertFind Administrator Guide

Parameters Values

Text The response limit has been reached for all options.
Prompt sms.limit reached.no available responses
Available S{customer}
variables . .

S{notification}

S{user}

S{team}

S{device}

S{SentDate}

sms.limit_reached.available_responses

Parameters Values

Text The response limit has been reached for the select option.
Prompt sms.limit reached.available responses
Available ${customer}
variables o .

S{notification}

S{user}

S{team}

S{device}

S{SentDate}
sms.audio_message

Parameters Values

Text Please check your email to review the audio associated with this
message.
Prompt sms.audio message
Available S{customer}
variables o ,
S{notification}
S{user}
S{team}

S{device}

S{SentDate}
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sms.message.body

Parameters Values

Text S{notification.body}.
Prompt sms.message.body
Available variables S${customer}
S{notification}
${user}
${team}
S{device}

S{SentDate}

sms.conference_call_instructions

Values

Text The conference call phone numberis ${no-
tific-
ation.conferenceCallTransfer.conferencePhoneNumber}
and the meeting ID is

${no-
tific-
ation.conferenceCallTransfer.conferenceMeetingId}.
Prompt sms.conference call instructions
Available ${customer}
variables o ,
S{notification}
S{user}
S{team}

S{device}

${SentDhate}

sms.hasattachments

Parameters Values

Text Attachments included in email.

Prompt sms.hasattachments

AUREA CONFIDENTIAL 406



AlertFind Administrator Guide

Parameters Values

Available variables ${customer}
${notification}
S{user}
${team}
S{device}

${SentDate}

sms.instructions.hotline

Parameters Values
Text Or call
Prompt sms.instructions.hotline

Available variables ${customer}
S{notification}
${user}
${team}
${device}

S{SentDate}

sms.response.intro

Parameters Values
Text Reply with
Prompt sms.response.intro

Available variables S$S{customer}
S{notification}
${user}

S{team}
${device}

S{SentDate}

sms.response.intro.international
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Parameters Values
Text Reply to ${replyToNumber} with
Prompt sms.response.intro.international

Available variables ${customer}
${notification}
S{user}
${team}
S{device}

${SentDate}

sms.response.instructions

Parameters Values

Text ${smsCode.code} torespond $S{response.shortDesc}.
Prompt sms.response.instructions
Available ${customer}
variables o ,
S{notification}
S{user}
S{team}

S{device}

S{SentDate}

sms.response.joiner

Parameters Values
Text or
Prompt sms.response.joiner

Available variables ${customer}
S{notification}
${user}
${team}
${device}

S{SentDate}

sms.response.no_available_responses.response
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Parameters Values

Text ${smsCode.code} to confirm your attempt to respond.
Prompt sms.response.no _availilable responses.response
Available S{customer}
variables o ,

${notification}

${user}

${team}

S{device}

S{SentDate}

sms.help

Parameters Values

Text Please contact your ${cus-
tomer.notificationSystemName} administrator or call ${c-
allNumber} for assistance. To stop receiving notifications on
this device, reply STOP.

Prompt sms.help
Available S{customer}
variables

S{callNumber}

sms.stop

Parameters Values

Text This ${customer.notificationSystemName} device has
been disabled. You will no longer receive notifications on this
device. Please contact your ${cus-
tomer.notificationSystemName} administrator or call ${c-
allNumber} for assistance, if necessary.

Prompt sms.stop
Available S{customer}
variables

S{user}

S{device}

S{callNumber}

sms.stop.email_confirmation.body
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Parameters Values

Text By request message from your ${device.name}, your
${device.name} has been disabled for receiving text noti-
fications. Please contact your ${cus-
tomer.notificationSystemName} administrator or call
${callNumber} for assistance, if necessary.

Prompt sms.stop.email confirmation.body
Available S{customer}
variables

${user}

S{device}

S{callNumber}

sms.stop.email_confirmation.subject

Parameters Values

Text Your ${device.name} has been disabled in the ${cus-
tomer.notificationSystemName}.

Prompt sms.stop.email confirmation.subject

Available S{customer}

variables
S{user}

S{device}

S{callNumber}

sms.invalid

Parameters Values

Text I'm sorry, but'S{code}'is invalid. Please try again or contact
your ${customer.notificationSystemName} administrator.
Prompt sms.invalid
Available S{customer}
variables
S{code}

sms.invalid.nocustomer

Parameters Values

Text I'm sorry, but'S{code}'is invalid. Please try again or contact
your AlertFind administrator.
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Parameters Values

Prompt sms.invalid.nocustomer
Available S{code}
variables

Sms.no_messages

Parameters Values

Text You have no new messages from the ${cus-
tomer.notificationSystemName}.
Prompt Sms.no_messages
Available S{customer}
variables
S{user}

sms.confirmed

Parameters Values

Text Your response S${response.shortDesc} has been recorded.
Prompt sms.confirmed

Available S{customer}

variables

S{response}
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Mobile Email Device Notification Prompts and Variables

Administrators can configure mobile notification by modifying the
prompts.Parameters file,so that each organization can have custom text
displayed on the mobile notification as users interact with AlertFind components.
Customizing Prompts

The following tables list the prompts and variables available for mobile email.

smtphandset.auth_intro

Parameters Values

Text You have a message from the ${cus-
tomer.notificationSystemName }

Prompt smtphandset.auth intro
Available vari- ${customer}
ables

S{notification}

smtphandset.hasattachments

Parameters Values

Text Attachments included in email.
Prompt smtphandset.hasattachments
Available variables S{customer}

S{notification}

smtphandset.conference_call_instructions

Para- Values

meters

Text The conference call phone numberis ${no-
tific-

ation.conferenceCallTransfer.conferencePhoneNumber}
and the meeting ID is

${no-

tific-
ation.conferenceCallTransfer.conferenceMeetingId}.

Prompt smtphandset.conference call instructions

Available ${customer}

variables . .
S{notification}

smtphandset.callback_prefix
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Text or
Prompt smtphandset.callback prefix
Available variables ${customer}

S{notification}

smtphandset.instructions.hotline

Parameters Values
Text Call the ${customer.notificationSystemName}.
Prompt smtphandset.instructions.hotline

Available variables S{customer}

S{notification}

smtphandset.audio_message

Parameters Values

Text Please check your email to review the audio associated with
this message.

Prompt smtphandset.audio message

Available vari- ${customer}

ables

S{notification}

smtphandset.chunk_prefix

Parameters Values
Text <#i1if 1<chunks>${chunk} of S$S{chunks} </#if>
Prompt smtphandset.chunk prefix

Available variables S{customer}

S{notification}

AUREA CONFIDENTIAL 413



AlertFind Administrator Guide

Voice Prompts and Variables

Administrators can configure voice prompts modifying the prompts.Parameters
file, so that each organization can customize the voice prompt available as they
interact with AlertFind components. Customizing Prompts

The following list displays the prompts and variables available for voice
notifications.

Prompt: voice.general.sorry.
o Text: I'm sorry
o Available variables: none
Prompt: voice.general.select options
o Text: Please select from one of the following S {numOptions} options.
o Available variables: $ {numOptions}
Prompt: voice.general.option
o Text: Press S{optionKey} S{optionInstructions}.
« Available variables:
S{optionKey}
S{optionInstructions}
Prompt: voice.general.repeat options.
o Text: Press ${Constants.keypad star} torepeatthese options.
o Available variables: none
Prompt: voice.general.repeatlist
o Text: Press s{Constants.keypad star} torepeatthis list.
« Available variables: none
Prompt: voice.general .mainmenu
o Text: Press 0 to return to the main menu.
o Available variables: none
Prompt: voice.general .mainmenuoption
o Text: to return to the main menu.
o Available variables: none
Prompt: voice.general.goodbye
o Text: Thank you. Goodbye.
o Available variables: none

Prompt: voice.general.timestamp today
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o« Text: today at s{date?time}
o Available variables: none
Prompt: voice.general.timestamp yesterday
o Text: yersterday at S{date?time}
o Available variables: s {date}
Prompt: voice.general.timestamp
o Text:on S{date?date} atsS{date?time}
o Available variables: s {date}
Prompt: voice.general.thankyou
o Text: Thank you
o Available variables: none
Prompt: voice.general.no options
o« Text: There are no available options
« Available variables: none
Prompt: voice.general.selectoption.invalid
o« Text: Thatis not a valid entry. Please try again.
« Available variables: none
Prompt: voice.general.selectoption.noinput
o Text: You must select an option or this call will disconnect.
« Available variables: none
Prompt: voice.general.entry.noinput
o Text: You must make an entry or this call will disconnect.
o Available variables: none
Prompt: voice.general.final.noinput
o Text: We did not detect any input.
o Available variables: none
Prompt: voice.general.pin label
o Text: pin number
o Available variables: none

Prompt: voice.error.getuserbydevice.none

e Text: The phone number ${identifier} could not be found. Please be
sure to enter the complete phone number including area code or country
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code.
o Available variables:
S{cuastomer}
S{identifier}

Prompt: voice.error.getuserbydevice.invalid

e Text: S{identifier} is nota valid phone number. Please be sure to enter
the complete phone number including area code or country code.

o« Available variables:
S{castomer}
S{identifier}

Prompt: voice.error.getuserbyusername.none

e Text: That user name could not be found. Please be sure to enter all of the
characters before the at sign in your user name.

o Available variables:
S{customer}
S{identifier}
Prompt: voice.error.getuserbyusername.none

o« Text: The external key S{identifier} could not be found. Please be sure
to enter your external key exactly.

« Available variables:
S{cuastomer}
S{identifier}

Prompt: voice.error.getuser.toomany

« Text: There are too many users that matched your input. Please select
another method of identification.

« Available variables:
S{castomer}
S{identifier}

Prompt: voice.error.tryagain

o Text: Please try again.

« Available variables: none

Prompt: voice.error.general

o« Text: An error has occurred. Please contact your customer service rep-
resentative.
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o Available variables: none

Prompt: voice.error.bad audio
o« Text: There was a problem playing the audio file.
o Available variables: ${customer}

Prompt: voice.error.confirm.limit reached

o Text: The maximum number of responses for the selected option has been
reached. Please select another response.

o Available variables: ${customer}
Prompt: voice.selectuseridentificationmethod.mainmenu
o Text: Press zero to select another form of identification.
o Available variables: ${customer}
Prompt: voice.selectuseridentificationmethod.bydevice
o Text: to login using any of your contact numbers
o Available variables: ${customer}
Prompt: voice.selectuseridentificationmethod.byusername
o Text: to login using your AlertFind user name
« Available variables: ${customer}
Prompt: voice.selectuseridentificationmethod.byexternalkey
o Text: to login using your external key
« Available variables: ${customer}
Prompt: voice.conferencecalldetails.confcallnumber
o Text: The conference call numberis ${callNumber}
o Available variables: ${customer}
Prompt: voice.conferencecalldetails.meetingid
o Text: The meeting ID is S {meetingId}.
o Available variables:
S{castomer}
${meetingId}

Prompt: voice.conferencecalldetailsfield.instructions

o Text: Press s{Constants.keypad star} torepeatthe conference call
information. Press one to continue.

o« Available variables: ${customer}

Prompt: voice.conferencecalltransfer.holdmusic
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o Text: Please continue to hold while we transfer your call.
o Available variables: ${customer}

Prompt: voice.conferencecalltransfer.failed

e Text: The conference call transfer failed.
« Available variables: ${customer}

Prompt: voice.conferencecalltransfer.busy

o Text: The conference call was busy.
o Available variables: ${customer}

Prompt: voice.conferencecalltransfer.noanswer

e Text: There was no answer at the conference call center.
« Available variables: ${customer}

Prompt: voice.conferencecalltransfer.tryagain

o Text: Please try the call again later.
o Available variables: ${customer}

Prompt: voice.confirmed.pollresponse

o Text: Yourresponse ${response.description} has been recorded.
o Available variables:

${customer}

S{notification}

S{user}

$S{response}

Prompt: voice.confirmed.response

o Text: Your response has been recorded.
« Available variables:
${customer}
S{netification}
S{user}
${response}
Prompt: voice.confirmed.recipientdata
o Text: You entered ${data}.
o Available variables:
S{cuastomer}

S{notification}
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S{user}

S{data}

Prompt: voice.confirmed.confcalltransfer

o Text: You will now be connected to the conference call. Please stay on the
line while we transfer your call.

« Available variables:
S{castomer}
S{notification}
S{user}

Prompt: voice.confirmed.returntoinbox

o Text: You will now be returned to the list of your received messages.
o Available variables:

S{customer}

S{notification}

S{useer}

Prompt: voice.confirmed.returntomainmenu

o Text: You will now be returned to the main menu.
o Available variables:

S{castomer}

S{netification}

S{user}

Prompt: voice.ivrinvalidaccess.instructions

o Text: I'm sorry, but you are not allowed to access this function.
« Available variables:

S{castomer}

S{user}

Prompt: voice.ivridentifyuser.confirm

o Text: ifyou are S{user.name}.
o Available variables:
S{castomer}

S{user}

Prompt: voice.ivridentifyuser.noconfirm
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o Text: if you are not S{user.name}.

« Available variables:
S{cuastomer}

S{user}

Prompt: voice.ivrloginentry.enterpin

o Text: Please enter your pin number, followed by the ${Con-
stants.keypad pound} key.

o« Available variables:
S{castomer}

S{user}

Prompt: voice.ivrloginentry.mainmenu

o Text: Ifyou are not S{user.name}, please press zero to return to the main
menu.

o Available variables:
S{customer}
S{user}
Prompt: voice.message.received
o Text: You have received the following S {notification.priority} mes-

sage on S{notification.sentTime?date} at s${no-
tification.sentTime?timel}..

« Available variables:
S{castomer}
S{notification}
S{user}

Prompt: voice.message.body

o Text:S{notification.body}

« Available variables:
S{castomer}

S{notification}

S{user}
Prompt: voice.message.hasattachments

o Text: This message has attachments. Please check your email.
« Available variables:

$S{customer}
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S{notification}

S{useer}
Prompt: voice.message.pollconfirmed

o Text: You have already confirmed this message with response ${re-

sponse.description} on S{status.timestamp?date} ats{status. -
timestamp?time}.

o Available variables:
S{customer}
S{notification}
S{ueer}
S{response}

S{scatus}
Prompt: voice.message.pollconfirmed.availableoptions

o Text: If you want to change your response,
« Available variables:

${customer}

S{netification}

S{user}

${response}

S{s&catus}

Prompt: voice.message.confirmed

o Text: You have already confirmed this message on S{status. -
timestamp?date} atS{status.timestamp?time}.

« Available variables:
S{cuastomer}
S{notification}
S{user}
${response}

S{scatus}

Prompt: voice.message.pollresponse
o Text: torespond ${response.description}.
o Available variables:
S{castomer}

S{notification}
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S{user}
S{response}

Prompt: voice.message.response

o Text: torespond ${response.description}.
o Available variables:
S{customer}
S{notification}
S{user}
S{response}
Prompt: voice.message.response.broadcast description
o Text: I confirm that | have received this message.
o Available variables:
S{customer}
S{notification}
S{useer}
S{response}
Prompt: voice.message.response.broadcast short description
o Text: confirmed
o Available variables:
S{castomer}
S{notification}
S{useer}

S{response}
Prompt: voice.message.response.broadcast short description

o Text: confirmed

« Available variables:
S{castomer}
S{notification}
S{ueer}

S{response}
Prompt: voice.message.response.confirmentry

o Text: You entered

« Available variables:
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S{cuastomer}
S{notification}
S{user}
S{response}

Prompt: voice.message.confcallconnect

o Text: This option will automatically connect you to the conference call
o Available variables:

S{customer}

S{notification}

S{user}

Prompt: voice.message.confcallold

o Text: Please note that this message was received more than six hours ago.
As a result, the conference call may no longer be in progress.

o Available variables:
S{customer}
S{notification}
S{user}

Prompt: voice.message.noavailableoptions

o Text: I'm sorry, but all response limits have been reached for this message.
o Available variables:

S{cuastomer}

S{netification}

S{user}
Prompt: voice.message.noavailableoptions option

o Text: to confirm that you attempted to respond to the message
« Available variables:

S{castomer}

S{notification}

S{ueer}

Prompt: voice.message.pollrepeat

o Text: Press s{Constants.keypad star} to repeatthis message and
response options.

« Available variables:

$S{customer}
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S{notification}
S{ueer}

Prompt: voice.message.repeat

o Text: Press s{Constants.keypad star} to repeatthis message.
o Available variables:

S{customer}

S{notification}

S{user}

Prompt: voice.message.response data instructions

o Text: Please enter any additional information. Press S{Con-
stants.keypad pound} to continue.

o Available variables:
S{customer}
S{notification}
S{user}

Prompt: voice.selectusermenu.selectname

o Text: Please select your name from the list.
o Available variables: ${customer}
Prompt: voice.selectusermenu.nameoption
e« Text: ifyou are S{user.name}
o Available variables:
S{castomer}

${ueer.name}
Prompt: voice.selectusermenu.instructions
o Text: Press zero if you are not in this list.
o Available variables: ${customer}

Prompt: voice.getdeviceaddressform.instructions

o Text: Please enter any of your contact phone numbers followed by the s {Con-
stants.keypad pound} key.

o« Available variables: ${customer}

Prompt: voice.getusernameform.instructions

o Text: Please enter your AlertFind user name using the letters on your keypad
followed by the ${Constants.keypad pound} key.

o Available variables: ${customer}
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Prompt: voice.getexternalkeyform.instructions

o Text: Please enter your external key using the letters on your keypad fol-
lowed by the s {Constants.keypad pound} key.

« Available variables: ${customer}

Prompt: voice.inbox.nomessages

o Text: You have no messages

« Available variables:
${customer}
S{user}

Prompt: voice.inbox.mainheader intro

o Text: You have

« Available variables:
S{castomer}
S{user}

Prompt: voice.inbox.newmessage none

« Text: no new messages

o Available variables:
S{cuastomer}
S{user}

Prompt: voice.inbox.newmessage one

o Text: one new messages

o Available variables:
S{cuastomer}
S{ueer}

Prompt: voice.inbox.newmessage count

e Text: S{count} new messages
o Available variables:
S{customer}

S{user}
Prompt: voice.inbox.newmessage joiner

e Text: and

« Available variables:
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S{cuastomer}
S{ueer}

Prompt: voice.inbox.oldmessage none

o Text: no old messages

o Available variables:
S{customer}
S{user}

Prompt: voice.inbox.oldmessage one

o Text: one old messages

o Available variables:
S{customer}
S{user}

Prompt: voice.inbox.oldmessage count

e Text: S{count} old messages
o Available variables:
S{castomer}
S{user}
S{ceount}

Prompt: voice.inbox.mainheader history

o Text: from the last s{count} days.
o Available variables:

S{cuastomer}

S{ueer}

S{count}

Prompt: voice.inbox.subheader intro

o Text: Please select from the following
« Available variables:
$S{customer}
S{user}
Prompt: voice.inbox.subheader moremessages
o Text: Press 9 for more messages

« Available variables:
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S{cuastomer}

S{user}

Prompt: voice.inbox.messageoption.new

o Text: for new message S{notification.subject} which was sentto you
S{notification.sentTime?datetime}

o« Available variables:
S{castomer}

S{user}
Prompt: voice.inbox.messageoption.confirmed

o Text: for confirmed message ${notification.subject} which was sent
to you S{notification.sentTime?datetime}

o Available variables:
S{customer}
S{user}
S{netification}
Prompt: voice.inbox.moremessagesoption
o Text: for more messages
o Available variables:
S{cuastomer}
S{useer}
Prompt: voice.error.inbox.message.bad language
o Text: the message in not available in this language.
o Available variables:
S{castomer}

S{user}

Prompt: voice.hotline.greeting

o Text: Hello. Welcome to the <#if hotline?? && hotline.team?? &&
hotline.team.voiceNotificationSystemName?has con-
tent>S{hotline.team.voiceNotificationSystemNamel}<#else>
S{customer.voiceNotificationSystemName}</#1if>.

o« Available variables:
S{castomer}

S${hotline}

Prompt: voice.hotline.greeting
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e Text: S{hotline.introduction}.
« Available variables:

S{castomer}

S{hotline}

Prompt: voice.hotline.announcement.body

e Text: S{announcement.body}.
o Available variables:
S{customer}
${hotline}
S{aanouncement}
Prompt: voice.mainmenu.reviewmessagesoption
o Text: to review your received messages
o Available variables: ${customer}
Prompt: voice.mainmenu.sendmessageoption
o Text: to send a notification
o Available variables: ${customer}
Prompt: voice.mainmenu.listteamsoption
o Text: to select a team
o Available variables: ${customer}
Prompt: voice.selectsendnotificationmethod.openincidentoption
« Text: to open an incident from a notification template.
o Available variables:
S{customer}
S{user}
Prompt: voice.selectsendnotificationmethod.

enterbroadcastgroupquicklaunchoption

e Text: to enter a Quick Launch code.
« Available variables:
S{customer}

S{user}

Prompt:
volice.selectsendnotificationmethod.selectbroadcastgroupoption
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« Text: to select a broadcast group
o Available variables:
S{castomer}

S{user}

Prompt:
voice.selectsendnotificationmethod.selectescalationgroupoptio
n

o Text: to select an escalation group
o Available variables:
S{customer}
S{user}

Prompt: voice.scenario.header

o Text: You are about to open an incident from the notification templates {in-
cidentTemplate.name}.

o Available variables:
${customer}
S{hotline}
S{iancidentTemplate.name}
Prompt: voice.scenario.description
o Text: with description ${incidentTemplate.description}.
« Available variables:
S{castomer}
S{hotline}
S{ieancidentTemplate.name}
Prompt: voice.scenario.reviewrtasklistoption
« Text: to review the notification tasks for this notification template.
o Available variables:
S{cuastomer}
S{hetline}

S{imcidentTemplate.name}
Prompt: voice.scenario.sendmessageoption

o Text: to open an incident with this notification template and send all noti-
fication tasks that are not set for manual execution

« Available variables:
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S{cuastomer}
S{hotline}
S{imcidentTemplate.name}

Prompt: voice.scenario.selectdifferentscenarioption

o Text: to select a different notification template
« Available variables:
${customer}
S${hotline}
S{incidentTemplate.name}

Prompt: voice.selectscenarionotificationtaskfromlist.notasks

o Text: there are no notification tasks for this notification template
o Available variables:

S{customer}

${hotline}

S{iancidentTemplate.name}

Prompt:
volce.selectscenarionotificationtaskfromlist.instructions

o Text: Please select from the following ${count} notification tasks for noti-
fication template S{incidentTemplate}

o Available variables:
S{cuastomer}
S{hetline}
S{imcidentTemplate.name}

Prompt: voice.selectscenarionotificationtaskfromlist.moretasks

o Text: Press 9 for more notification tasks
« Available variables:
S{castomer}
S${hotline}
S{imncidentTemplate.name}

Prompt: voice.selectscenarionotificationtaskfromlist.taskoption

o Text: for notification task ${in-
cidentTemplateNotificationTask.subject}

« Available variables:

$S{customer}
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S${hotline}
S{imncidentTemplate.name}

S${imncidentTemplateNotificationTask.subject}

Prompt:
voice.selectscenarionotificationtaskfromlist.moretasksoption

o Text: for more notification tasks

o Available variables:
S{customer}
${hotline}

S{ieacidentTemplate.name}
Prompt: voice.scenarionotificationtask.header

o Text: fYou are about to send the following <#if incid-
entTemplateNotificationTask.priority.value ==

"Normal'"><#else>S{in-
cidentTemplateNotificationTask.priority}</#if> S${in-

cidentTemplateNotificationTask.msgType} message.
o Available variables:
${customer}
S{hetline}
S{iancidentTemplate.name}

S{imncidentTemplateNotificationTask.subject}

Prompt: voice.scenarionotificationtask.header manual

o Text: The following <#if incid-
entTemplateNotificationTask.priority.value ==

"Normal'"><#else>S{in-
cidentTemplateNotificationTask.priority}</#if> S${in-

cidentTemplateNotificationTask.msgType} message will be put on
hold awaiting manual execution.

« Available variables:
S{cuastomer}
S${hotline}
S{ieancidentTemplate.name}
S${incidentTemplateNotificationTask.subject}

Prompt: voice.scenarionotificationtask.subject

o Text: This message will have a subject of ${in-
cidentTemplateNotificationTask.subject}.
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o Available variables:
S{customer}
S${hotline}
S{imncidentTemplate.name}
S${imncidentTemplateNotificationTask.subject}
Prompt: voice.scenarionotificationtask.subject
o Text: S{incidentTemplateNotificationTask.body}.
o Available variables:
${customer}
S${hotline}
S{incidentTemplate.name}
S{incidentTemplateNotificationTask.subject}
Prompt: voice.scenarionotificationtask.pollresponses
o Text: The message will have the following possible responses.
S{cauastomer}
${hotline}
S{iancidentTemplate.name}
S{iecidentTemplateNotificationTask.subject}

Prompt:
volice.scenarionotificationtask.reviewrecipientlistoption

o« Text: To review the recipient list
S{castomer}
S{hotline}
S{ieancidentTemplate.name}
S${imncidentTemplateNotificationTask.subject}
Prompt: voice.scenarionotificationtask.returntoscenario
o Text: To return to the notification template
« Available variables:
S{castomer}
S${hotline}
S{imncidentTemplate.name}
S${imncidentTemplateNotificationTask.subject}

Prompt: voice.scenariorecipientlistview.norecipients
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« Text: There are no recipients for this notification template
o Available variables:
S{cuastomer}
S{hotline}
S{imcidentTemplate.name}
S{iecidentTemplateNotificationTask.subject}

Prompt: voice.scenariorecipientlistview.norecipients

o Text: The recipients for this notification template are as follows,
o Available variables:

S{customer}

${hotline}

S{ieacidentTemplate.name}

S{iecidentTemplateNotificationTask.subject}

Prompt:
voice.scenariorecipientlistview.morerecipentsinstructions

o Text: Press 9 for more recipients.

« Available variables:
${customer}
S{hotline}
S{iancidentTemplate.name}

S{imncidentTemplateNotificationTask.subject}
Prompt: voice.scenariorecipientlistview.immediatelynotify

o Text: Immediately notify.
o Available variables:
S{cuastomer}
S{hetline}
S${imcidentTemplate.name}
S{incidentTemplateNotificationTask.subject}

Prompt: voice.scenariorecipientlistview.notify

o Text: Notify.
o Available variables:
S{cuastomer}

S{hotline}
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S{imcidentTemplate.name}

S{iecidentTemplateNotificationTask.subject}
Prompt: voice.scenariorecipientlistview.recipient

e Text: S{recipient.type} S{recipient.name}
o Available variables:
S{customer}
${hotline}
S{ieacidentTemplate.name}
S{iecidentTemplateNotificationTask.subject}

Prompt: voice.scenariorecipientlistview.delay.one

o Text: after S{delayInMinutes} minute escalate to
o Available variables:
S{customer}
${hotline}
S{delayInMinutes}
S{iancidentTemplate.name}
S{incidentTemplateNotificationTask.subject}

Prompt: voice.scenariorecipientlistview.delay

o Text: after S{delayInMinutes} minute escalate to
o Available variables:
S{cuastomer}
S{hetline}
S{delayInMinutes}
S{ieancidentTemplate.name}
S${imncidentTemplateNotificationTask.subject}

Prompt: voice.scenariorecipientlistview.returnoption

o Text: to return to the notification template
« Available variables:
S{castomer}
S${hotline}
S{delayInMinutes}
S{imcidentTemplate.name}

S{iecidentTemplateNotificationTask.subject}

Prompt: voice.scenariosent.message
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o Text: Thank you, the notification template you have selected has been ini-
tiated. You can now track message status in real-time by logging in to the
AlertFind web site.

o Available variables:
S{cuastomer}
S{hetline}
S{imcidentTemplate.name}
S{iecidentTemplateNotificationTask.subject}

Prompt: voice.selectscenariofromlist.noscenarios

o« Text: There are no notification templates avaiable.
o Available variables:

S{customer}

S{user}

Prompt: voice.selectscenariofromlist.instructions

o Text: Please select from the following s {count} notification templates.
o Available variables:

S{cuastomer}

S{user}

S{count}

Prompt: voice.selectscenariofromlist.morescenarios

o Text: Press 9 for more notification templates.
o Available variables:

S{cuastomer}

S{user}

Prompt: voice.selectscenariofromlist.scenariooption

o Text: for notification templates S{incidentTemplate.name} of team
S{team.name}

« Available variables:
S{cuastomer}
S{team}
S{incidentTemplate}

S{user}

Prompt: voice.selectscenariofromlist.morescenariosoption
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« Text: for more notification templates
o Available variables:

S{cuastomer}

S{useer}

Prompt: voice.selectgroupfromlist.nogroups

e Text: There are no ${groupType}Ss available.
o Available variables:

S{customer}

S{user}

S{geoupType}

Prompt: voice.selectgroupfromlist.instructions

o Text: Please select from the following ${count} ${groupType}S.
« Available variables:

${customer}

S{user}

S{geoupType}

S{count}

Prompt: voice.selectgroupfromlist.moregroups

o Text: Press 9 for more S{groupType}S.
o Available variables:

S{cuastomer}

S{user}

${geoupType}

Prompt: voice.selectgroupfromlist.groupoption

e Text: for S{groupType} S{group.name} ofteam S${team.name}
« Available variables:

S{cuastomer}

S{team}

S{user}

S{geoup}

S{gxoupType}

Prompt: voice.selectgroupfromlist.moregroupsoption
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o Text: for more S{groupType}s
o Available variables:
S{cuastomer}
S{ueer}
${geroupType}

Prompt: voice.group.header

o« Text: You have selected ${group.memberType} S{group
S{team.name}.

o Available variables:
S{customer}
S{team}
S{user}
S{gxoup}
S{geoupType}

Prompt: voice.group.isthiscorrect

o« Text: If this is correct,

« Available variables:
${customer}
S{team}
S{user}
S{geoup}
S{geoupType}

Prompt: voice.group.sendmessageoption

o Text: to compose a notification for this group
o Available variables:

S{castomer}

S{team}

S{user}

S{geoup}

S{geoupType}

Prompt: voice.group.returntoquicklaunchentry

o Text: to enter a different Quick Launch code
« Available variables:

S{cuastomer}
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${team}
S{user}
S{gxoup}
S{geoupType}

Prompt: voice.getgquicklaunchform.instructions

o Text: Please enter the Quick Launch code followed by the s{Con-
stants.keypad pound} key.

o« Available variables:
S{castomer}
S{user}

Prompt: voice.error.quicklaunch.no id

o Text: The quick launch code s{code}cannot be found. Please try again.
« Available variables:

${customer}

S{user}

S{code}

Prompt: voice.error.quicklaunch.too many id

o« Text: The quick launch code s {code} applies to multiple groups. Please con-
tact your AlertFind administrator to correct the problem.

« Available variables:
S{cuastomer}
${berand}
S{user}

S{code}

Prompt: voice.error.notification.emailResultsDelay.outofrange

e Text: S{delay} isinvalid. Please specify a delay between ${delayMin}
and s{delayMax} hours.

« Available variables:
S{cuastomer}
S{user}
S{delay}
S{delayMin}
S{delayMax}

Prompt: voice.entryfooter.error
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o Text: you entered
o Available variables: none

Prompt: voice.entryfooter.confirm

e Text: is notthe correct ${fieldName} .
o Available variables: ${fieldName}

Prompt: voice.entryfooter.confirm.no data

o Text: You did not enter any data.
o Available variables: none

Prompt: voice.entryfooter.confirm.instructions

o Text: if this is correct, press 1. If not, press 3.
o Available variables: none

Prompt: voice.answeringmachineafterbeep.greeting

o Text: Hello. This is the <#if notification.team?? && noti-
fication.team.voiceNotificationSystemName?has con-
tent>S{notification.team.voiceNotificationSystemNamel}<#else>S
{customer.voiceNotificationSystemName}</#if> calling for
S{user.name}.

o« Available variables:
S{castomer}
S{user}

S{netification}
Prompt: voice.answeringmachineafterbeep.unauthenticatedmessage

« Text: We have attempted to contact you on S{currentTime?date} at
S{currentTime?time} with the following <#if noti-
fication.priority.value == "Normal'"><#else>S{no-

tification.priority}</#1if> message.
o Available variables:
S{castomer}
S{notification}
S{user}

S{carrentTime}
Prompt: voice.answeringmachineafterbeep.body
e Text: S{notification.body}

« Available variables:

${customer}
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S{notification}
S{ueer}
S{cauarrentTime}

Prompt: voice.answeringmachineafterbeep.authenticatedmessage

« Text: We have attempted to contact you on S{currentTime?date} at
S{currentTime?time}. You have a message that requires your PIN num-
ber for authentication.

« Available variables:
S{castomer}
S{notification}
S{user}
S{cuarrentTime}

Prompt: voice.answeringmachineafterbeep.ivrinstructions

o« Text: Please call s{hotlinePhoneNumber} to listen to your message and
confirm receipt. Again, the number to call is S{hotlinePhoneNumber}.

o Available variables:
S{cuastomer}
S{notification}
S{user}
S{hoetlinePhoneNumber}
S{currentTime}

Prompt: voice.answeringmachineafterbeep.ivrinstructions

« Text: Please call one of the following numbers to listen to your message and
confirm receipt.

o Available variables:
$S{castomer}
S{notification}
S{user}

S{caurrentTime}
Prompt: voice.answeringmachineafterbeep.eachivr
o Text: S{hotlinePhoneNumber)}
o Available variables:
S{castomer}

S{notification}
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S{user}

S{cuarrentTime}
S{hetlinePhoneNumber}
S{hotlinePhoneNumberLabel}

Prompt: voice.outbound.greeting

o Text: Hello. This is the <#if notification.team?? && noti-
fication.team.voiceNotificationSystemName?has con-
tent>S{notification.team.voiceNotificationSystemName}

<#else>S{customer.voiceNotificationSystemName}</#if> call-
ing for S{user.name}.

o« Available variables:
S{customer}
S{notification}

S{user}

Prompt: voice.outbound.instructions.unauth
o Text: Please unlock the keypad if necessary, and press 1 to continue
« Available variables:
${customer}
S{notification}
S{user}
Prompt: voice.outbound.countdown.three
o« Text: This message will repeat three times.
« Available variables:
S{castomer}
S{notification}
S{user}
Prompt: voice.outbound.countdown.two
o« Text: This message will repeat two more times.
o Available variables:
S{cuastomer}
S{notification}

S{user}

Prompt: voice.outbound.countdown.one
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o Text: This message will repeat one more time.
o Available variables:

S{cuastomer}

S{netification}

S{user}
Prompt: voice.outbound.human.enterpin

- Text: Please enter your pin number, followed by the S{Con-
stants.keypad pound} key.

o Available variables:
S{customer}
S{notification}
S{ueer}

Prompt: voice.invalidlogin.instructions

o Text: Please contact your AlertFind administrator.
o Available variables: ${brand}

Prompt: voice.ivrselectteamforgroup.noteams

o Text: There are no teams available.
o Available variables:
S{cuastomer}
S{netification}

S{user}
Prompt: voice.ivrselectteamforgroup.instructions

o Text: You have selected ${group.memberType} S{group.name} which
is on multiple teams. Please select from the following S {count} teams.

« Available variables:
S{cuastomer}
S{notification}
S{user}
${count}

Prompt: voice.ivrselectteamforgroup.teamoption

o Text: Forteam ${team.name}
« Available variables:
S{customer}

S{notification}
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S{user}
S{count}

Prompt: voice.selectteamfromlist.noteams

« Text: There are no teams available
o Available variables:
S{customer}
S{user}

Prompt: voice.selectteamfromlist.instructions

o Text: Please select from the following teams.
o Available variables:

S{customer}

S{count}

S{user}

Prompt: voice.selectteamfromlist.instructions

o Text: Please select from the following ${count} teams.

« Available variables:
S{cuastomer}
${ceount}
S{user}

Prompt: voice.selectteamfromlist.moreteams

o Text: Press 9 for more teams.

« Available variables:
S{castomer}
S{user}

Prompt: voice.selectteamfromlist.teamoption

o Text: forteam S{team.name}

« Available variables:
$S{customer}
S{ueer}

S{count}

Prompt: voice.hotline.option

e Text: S{option.caption}

« Available variables:
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S{cuastomer}
S{hotline}
S{option}
Prompt: voice.hotline node.disabled

o« Text: The selected option is not currently available.
« Available variables:

${customer}

S${hotline}

Prompt: voice.selectivrorhotline.startoption

o Text: tolog in
o« Available variables: ${customer}

Prompt: voice.hotlineedit.instructions

o Text: Press 1 to post an announcement. Press 0 to return to the main menu.
o Available variables:

S{cuastomer}

S{hotline}

Prompt: voice.hotlineedit.editoption

o Text: to edit this announcement

o Available variables:
S{cuastomer}
S{hetline}

Prompt: voice.hotlineannouncementrecord.currentannouncement

e Text: The current announcementis
o Available variables:
S{customer}
${hotline}

S{aeanouncement}

Prompt:
voice.hotlineannouncementrecord.currentannouncement.empty

o« Text: There currently is no announcement.
o Available variables:
S{customer}

${hotline}

Prompt: voice.hotlineannouncementrecord.instructions
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o Text: At the tone, please record the announcement. Press any key to end the
recording.

o« Available variables:
S{castomer}
S{hetline}

S{amnouncement}
Prompt: voice.hotlineannouncementrecord.noinput

o Text: I didn't hear anything, please try again.
o Available variables:

S{customer}

${hotline}

S{aeanouncement}

Prompt: voice.hotlineannouncementrecord.preview

o« Text: The announcementis

o Available variables:
${customer}
S{hotline}
S{aannouncement }

Prompt: voice.hotlineannouncementrecord.preview.instructions

o Text: To keep this message, press 1. To rerecord, press 3. To cancel, press
0.

o Available variables:
S{cuastomer}
S{hoetline}
S{aaanouncement }
Prompt: voice.hotlineannouncementrecord.invalidentry
o Text: I'm sorry. That is not a valid entry. Please try again.
« Available variables:
S{castomer}
S${hotline}

S{amnouncement}
Prompt: voice.hotlineannouncementrecord.confirmed

« Text: The announcement has been posted.

« Available variables:
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S{cuastomer}
S{hotline}

S{aaanouncement}
Prompt: voice.hotlineannouncementrecord.warning.draftexists

o Text: There are currently working drafts for this hotline. Please be aware that
your change may be temporary.

o Available variables:
S{customer}
${hotline}
S{aanouncement}
Prompt: voice.hotline.sentnotification.subject
o Text: Notification
o Available variables:
${customer}
S{hotline}
Prompt: voice.notificationrecord.greeting

o Text: Hello. This is the <#if team?? && team.-
voiceNotificationSystemName?has con-

tent>S{team.voiceNotificationSystemName}<#else>S{customer.voic
calling to record the message for your notification.

« Available variables: ${customer}

Prompt: voice.notificationrecord.instructions

o Text: At the tone, please record the message. Press any key to end the
recording.

o Available variables: ${customer}
Prompt: voice.notificationrecord.noinput

o Text: I didn't hear anything, please try again.
o Available variables: ${customer}
Prompt: voice.notificationrecord.noinput.exit
o Text: I didn't hear anything.
o Available variables: ${customer}
Prompt: voice.notificationrecord.noinput.exit
o Text: I didn't hear anything.
o Available variables: ${customer}

Prompt: voice.notificationrecord.preview
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« Text: The message is
o Available variables: ${customer}

Prompt: voice.notificationrecord.preview.instructions

o« Text: To continue, press 1. To rerecord, press 3. To cancel this notification
and return to the main menu, press 0.

o« Available variables: ${customer}

Prompt: voice.calltorecord.preview.instructions

o Text: To save this recording, press 1. To rerecord, press 3. To cancel this
recording, press 0.

o Available variables: ${customer}

Prompt: voice.notificationrecord.invalidentry

o« Text: I'm sorry. This is not a valid entry. Please try again.

« Available variables: ${customer}

Prompt: voice.notificationrecord.cancelled

o« Text: The recording has been canceled.
o Available variables: ${customer}

Prompt: voice.notificationrecord.confirmed

o« Text: The recording has been recorded.
« Available variables: ${customer}

Prompt: voice.notificationrecord.wait

o Text: Please wait while we process your request.

o« Available variables: ${customer}

Prompt: voice.notificationsend.priority.instructions

o Text: The notification is currently setto S{priority}. Press 1 to setthe pri-
ority to s{Constants.priority Low voice}, press 2 to setthe priority
to ${Constants.priority Normal voice}, press 3 to setthe priority to
${Constants.priority High voice}, press 4 to set the priority to

${Constants.priority Test voice}. Press 0 to cancel and return to
the main menu.

o Available variables:
$S{castomer}
S{user}
S{peiority}

Prompt: voice.notificationsend.expirationDelay.current.one
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o Text: The results of this notification will be sent to you after one hour.
o Available variables:
S{cuastomer}

S{user}
Prompt: voice.notificationsend.expirationDelay.current

o Text: The results of this notification will be sent to you after S{count}
hours.

o« Available variables:
S{castomer}
S{user}

S{count}

Prompt: voice.notificationsend.expirationDelay.instructions

o Text: Enter the number of hours to delay before sending you the results of

this notification. Press 0 if you do not want results of this notification emailed
to you.

« Available variables:
S{cuastomer}

S{user}

Prompt: voice.notificationsend.setauthentication.authenticated

o Text: The notification currently requires authentication.
o Available variables:

S{castomer}
S{user}
Prompt:
volice.notificationsend.setauthentication.noauthenticated
o Text: The notification currently does not require authentication.
o Available variables:
S{cuastomer}

S{user}

Prompt: voice.notificationsend.setauthentication.instructions

o Text: Press 1 to require authentication. Press 2 to not require authentication.
Press 0 to cancel and return to the main menu

« Available variables:
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S{cuastomer}
S{ueer}

Prompt:
voice.notificationsend.confirm.instructions.sendnotification

o Text: Press 1 to send this notification.
« Available variables:

${customer}

S{user}

Prompt: voice.notificationsend.confirm.instructions.setpriority

o Text: Press 2 to set the priority
« Available variables:
${customer}

S{user}

Prompt:
voice.notificationsend.confirm.instructions.emailresults.none

o Text: Press 3 to have the results of this notification emailed to you
« Available variables:
S{castomer}

S{user}

Prompt:
voice.notificationsend.confirm.instructions.emailresults

o Text: Press 3 to change when the results are emailed to you or to cancel
emailing the results of this notification

« Available variables:
S{customer}

S{user}

Prompt:
volce.notificationsend.confirm.instructions.setauthentication

o Text: Press 4 to set whether authentication is required for this notification
o Available variables:
S{customer}

S{user}

Prompt: voice.notificationsend.confirm.instructions.cancel
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o« Text: Press 0 to cancel and return to the main menu.
o Available variables:

S{cuastomer}

S{ueer}

Prompt: voice.notificationsend.message

« Text: Thank you, the notification has been initiated. You can now track mes-
sage status in real-time by logging in to the AlertFind website.

« Available variables:
S{castomer}
${berand}
S{user}

Prompt: voice.hotlinetransfer.hotline.notfound

o Text: The selected option could not be found.
o Available variables: ${customer}

Prompt: voice.hotlinetransfer.hotline.notactive

o« Text: The selected option is not currently available.
o Available variables: ${customer}

Prompt: voice.notificationtemplate.header

o Text: You are about to open a notification from the notification template ${no-
tificationTemplate.subject}.

« Available variables:
S{cuastomer}
S{user}

Prompt: voice.notificationtemplate.playmessage

o Text: to play the notification message.
o Available variables:
S{customer}

S{user}

Prompt: voice.notificationtemplate.
selectdifferentnotificaitontemplateoption

o Text: to select a different notification template.
« Available variables:
${customer}

S{user}
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Prompt: voice.notificationtemplate.sendmessageoption

o Text: to send this notification.
o Available variables:
S{castomer}
S{user}
Prompt: voice.notificationtemplate.subject
o Text: with subject S{notificationTemplate.subject}.
o Available variables:

S{customer}

S{user}
Prompt: voice.notificationtemplatesent.message

o Text: Thank you, the notification template you have selected has been ini-

tiated. You can now track message status in real time by logging in to the
S{brand.name)} web site..

« Available variables:
S{cuastomer}

S{user}
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Support-Managed Settings

Some of the fields on the Settings page are provisioned and managed on your
behalf by Support. You can view but not edit these settings. Contact Support to

change any of these settings.
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Viewing Data Management Settings

The Data Management settings are managed by Support. You can view but not edit
the Import Source, Web Administration, and Custom Fields settings. To change
any of this information, contact Support.

Field Description

Import Source The name of the file used to import AlertFind users from your
system of record.

Web This setting controls whether users and groups can be edited
Administration using the web interface.

Custom Fields A list of any custom fields created for you by Support. Custom
fields can be used to create Smart Groups (see Smart Groups).
Importing Source Files

AlertFind provides an API to automate account creation using third-party
application calls. However, some configuration elements are not defined in the
account creation via the APIl. As an administrator, you must upload the
configuration file and configure the template manually in the web interface.

To import the source files:

1. In the left navigation pane, click Applications Settings.

2. Under Data Management Settings section, click on Edit button for Import
Source. Setup window is displayed.

Setup (Step 1 of 8)

Customer must allow either import or Ul management.

will Users And Groups Be Imported From An External Data Source? : O ¥es, import from Aurea EMS

O Yes, from another enterprise management system named x

® No
Will Users And Groups Be Managed Via The Web? : ® ves
Allow Customer Admin Users To Import Roster Files? : ® ves O No

3. Under Will users and groups be imported from an external data source?,
select Yes, import from Aurea EMS

AUREA CONFIDENTIAL 453



AlertFind Administrator Guide

4. Select the EMS server.
5. Select the importer version.
6. Indicate whether you want to integrate email devices with EMS or not.
7. Select an authentication scheme.
8. Click Save. Application Settings page is displayed.
9. Go to the Data Management Settings section.
10. Click Configure button of Manage Import Configuration Files option.

Manage ADMT Configuration Files x

Mo configuration files found. Please upload customer mapping file to setup customer for roster import

Uploaded file will be saved with proper naming convention needed by ADMT process.
* Mapping File would be saved as 1000teamgroupbraden.map
= Python Script File would be saved with same name as uploaded
+ System Files would be saved with same name as uploaded

Mote : File uploaded will overwrite file with above names, if already exists/configured for 1000 Team - Group - Braden customer.

Upload Customer Configuration File

File Type : Mapping File -

Configuration File . Choose File | No file chosen

In the Manage ADMT Configuration Files window, you can upload the following
types of customer configuration file:

« Mapping File

o Python Script

« System File
NOTE
Configuration files can be uploaded only by the cmcroot user.
11. Select the File Type from the drop-down list.

12. Using the Choose File button, browse to the configuration file and upload it.
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13. Click OK. The uploaded file will be saved with a proper naming convention
required by the ADMT process, as mentioned in the Manage ADMT Con-
figuration Files window.
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Viewing the Standard Devices List

Standard devices are defined by Support when AlertFind is provisioned. Users
with necessary permissions can create additional custom devices on a per-user
basis from the list of available standard devices. See Managing User Devices.

The types of standard devices include:

Phone Devices — Phone devices can receive voice notifications. Configure
phone devices using a telephone number, such as 555-555-1111.

Email Devices — An email device can receive email notifications using an
email address such as userl@genericorp.com. Some cell phone devices
can receive email notifications by configuring an email device that uses a
cell phone email address, such as 5555551111@carrier.com.

SMS Devices — SMS devices can receive short text notifications sent through
an SMS gateway. Configure an SMS device using a telephone number, such
as 555-555-1111.

Mobile Email Devices — Mobile email devices can receive short email mes-
sages through an SMTP email gateway. These devices are different from reg-
ular email devices (smart phones) in that they usually display a limited
number of characters for each message and they cannot process graphics or
attachments. In this way, messages sent to mobile email devices function sim-
ilarly to those sent to SMS devices. Configure a mobile email device using a
mobile email device email address, such as 5555551111Q@carrier.com.

Pager Devices — Pager devices can receive short text notifications. Con-
figure pager devices using a telephone number, such as 555-555-1111.

Fax Devices — Fax devices can receive document-based notifications sent
from one fax device to another. Configure a fax device using a telephone num-
ber, such as 555-555-1111.

To view standard devices:

1.

From the left navigation menu Administration section, click Application Set-
tings .

2. Scroll down to the Default User Information section.

Locate the Standard Devices section.

4. To add other standard devices, contact Support.
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Viewing User, Group, Team, and Site Management Settings

The User Management Settings, Group Management Settings, Team
Management Settings, and Site Management Settings sections contain tables that
display which users, group members, and team members have certain permissions
in the system. These permissions are set during the provisioning process, when
Support works with you to determine which information from your roster import is
public and which is private, and which users in your organization should have view
or edit permissions for each type of data.

By defining certain information as private, you can use permissions to control who
can see it. For example, a home phone defined as private is displayed only to
users who have been given View Private User Data (VP) permission. For
any user without such permissions, the label private appears instead of the
information.

Because permissions are set per team, a team leader may be able to view private
information for one team but not for another. The exceptions to this are:

« Administrators can always view public and private information.
o Users can always view their own private information.

To change private data, users must have View Private Data (VP) and
Manage Private User Data (MP) permission. To change public data, they
must have Manage Public User Data (MU) permission. For more information
about permissions, see Permissions.

The information in these sections is provided for your information only. It cannot be
edited from this page. To make any changes to these settings, contact Support.
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Viewing Optional Web Services Settings

If web services are enabled for your AlertFind instance, you can disable or select
the version number of the Notification APl and Data Management API here. You

can also select to allow update calls to create users and select the method by
which to find users.

NOTE

Do not change these settings unless you are familiar with the APIs.
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Web Services

The optional web services enable interaction automation using the application
programming interfaces (APIs), including help with debugging.

This feature must be enabled by Support when your instance of AlertFind is
deployed. If you want to add this feature, contact Support.
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API Overview

APIls are called using the simple object access protocol (SOAP) XML standard.
SOAP sends XML documents and responds with XML documents.

There are several toolkits that can be used with the web services feature. Some
popular ones are:

« Apache Axis (for Java)

« Sun Java Web Services Developer Pack (JWSDP)
« XMLSpy (for direct sending of XML requests)

« .NET Web Services

« SOAP:Lite (for Perl)

There are two application programming interfaces (APIls), the notification APl and
the data management API. To use the APIs, this feature must be enabled in your
company settings. This setting is controlled by Support.

To use the AlertFind APIs, you must understand object-oriented programming and
web services.
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Notification API

By using the AlertFind simple object access protocol (SOAP) API, you can allow
an external system to send predefined notifications. This is particularly useful if
your organization uses monitoring systems that can send triggers to an external
system.

The API mirrors Ul-based processes relating to notifications, though it requires
knowledge and understanding of the available objects and classes.

The SOAP APl is described using the web service description language (WSDL).
The WSDL file is available at your AlertFind data center and provides a standard
description of the AlertFind notification service APl. See Web Services for more
information about the WSDL file. Most programming languages understand the
WSDL and can automatically build interfaces that invoke the AlertFind notification
APIl. The WSDL file for AlertFind is located at:

https://BACKEND URL/soap-api/notification?WSDL
where, BACKEND URL is your AlertFind URL.
SOAP API Requirements

You must provide a valid user name and password for an account that has
permission to send, view, or cancel notifications and incidents. The specific
permission or permissions required depends on the API function you use.

Send a Notification

The sendNotification object enables sending a notification to users by
AlertFind administrators and team leaders with send notification permission.

Syntax for the sendNotification objectis:
long sendNotification (

string sender,
string password,
string teamName,
Notification message,
Recipient[ ] distribution,
long delay,
string customEscalationType,
PersonalEscalationStep[ ] personalEscalationSteps

) throws PermissionDeniedException,
invalidArgumentException;

where:
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« sender is the notification sender's user name.
e password is the notification sender's password.
e teamName is the AlertFind team with which this message is associated:

If the value of team is null and the sender has send notification per-
mission for only one team, AlertFind uses that team.

If the value of team is null and the sender is an administrator, AlertFind
uses the Global Team.

If the user identified as the sender has permission to send to more than
one team and this parameter is null, an error occurs.

« message is the message to send.
« distribution identifies the notification recipient or recipients.

e delay is the amount of time in milliseconds AlertFind waits between receipt
of the notification trigger and sending the notification.

e long sendNotification is a 64-bit number.
e« customEscalationType identifies the custom type of escalation.

e« personalEscalationSteps tracks the information relevant to a personal
escalation. A personal escalation is an ordered list of personal escalation
steps, each of which refers to a device and has a related time-out.

Notification Class

The notification class used in the sendNotification object describes a
message that the API can trigger.

Syntax for the notification class is:
class Notification {
string subject;
string body;
boolean authenticationRequired;
string confCallNumber;
string confCallMeetingId;
boolean stopOnResponses
Response|[ ] responses;
}
where:

e subject is the subject of the notification (cannot be null).

e« body is the text of the notification (cannot be null).
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authenticationRequired is optional; the default is false. If the value is
true, each notification recipient must enter a valid PIN to hear or read the noti-
fication.

confCallNumber and confCallMettingID (optional) provide information
AlertFind needs when it connects the recipient to a conference call. If these
properties are set:

Notifications include conference call details.

Responses where bridgeToConfCall equals “true” transfer recipient
to the conference call.

stopOnResponses specifies whether AlertFind should stop notifying addi-
tional recipients after the limits set for all possible responses are met.

responses provides a list of possible responses. If null or empty, the noti-
fication provides recipients with the standard response of “I confirm
that I’'ve received this message.”

Response Class

A Response class used in the Notification object provides available
responses from which notification recipients can select.

Syntax for the Response object is:

class Response {

}

string description;
string abbreviation;

int maxRecipients;
boolean bridgeToConfCall;

boolean allowRecipientData;

where:

description is the text spoken for this notification (or included as message
text if received as an email).

abbreviation is the abbreviation used as a reference to this response both
in the APl and the Ul.

maxRecipients (optional) is the maximum number of recipients allowed for
this response.

Default value is 0. When the value is 0, AlertFind contacts all identified
recipients.

When the number of responses received equals maxRecipients, Aler-
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tFind stops trying to deliver the notification to additional recipients.
e bridgeToConfCall (optional)

e The default value is false.

« When true, AlertFind automatically transfers recipients to the specified
conference call.

e allowRecipientData (optional)
e The default value is false.

« When true, AlertFind automatically transfers recipients to the specified
conference call.

Recipient Class

The Recipient class used in the sendNotification objectidentifies the
recipients for a specified notification.

Syntax for the Recipient class is:
class Recipient {
string type;
string id;
long delayAfter
}
where:

« type is the type of recipient. Possible values are:
use« for a user name.
groap for the name of a group.
dis«& for the name of a predefined distribution list (escalation group).

. id is the identification of the recipient. The meaning of this property varies
with type.

e delayAfter is the amount of time in milliseconds that AlertFind waits
between recipients when it sends the notification. If the value of
delayAfter is 0, AlertFind sends the notification to all recipients sim-
ultaneously.

Cancel a Notification
The cancelNotification object cancels an in-progress notification.
Syntax for the cancelNotification objectis:

boolean cancelNotification (

String username,
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String password,
long notificationId

) throws InvalidNotificationException,
PermissionDeniedException, InvalidArgumentException;

where:

e sender is the user name of the user who is initializing the cancellation.
« password is the password of the user who is initializing the cancellation.

e notificationId identifies the notification to be canceled. This value is set
when the APl initiates the notification.

Query the Status of a Notification

The queryNotificationStatus object searches for and returns summary
information about a notification. The query results resemble the notification status
information that appears on the Notifications page of the Ul.

Syntax for the queryNotificationStatus objectis:

NotificationStatusSummary queryNotificationStatusSummary

(
String username,
String password,
long notificationId

) throws InvalidNotificationException,
PermissionDeniedException, InvalidArgumentException;

where:

e username is the user name of the user performing the query.
e password is the user’'s password.

e notificationId identities the notification for which status information is
needed. This value is set when the APl initiates the notification.

NotificationStatusSummary Class

The NotificationStatusSummary class used in the
gqueryNotificationStatus object returns the status of a specified notification.

Syntax forthe NotificationStatusSummary class is:
class NotificationStatusSummary {
string status;

ResponseCount|[ ] responses;
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where:

« status is the status of the notification. Possible statuses are:
Manaal—Notification is waiting for manual execution.
Pending—Notification is pending.

Scheduled—Notification is scheduled.

Cancelled-The notification was canceled.
Scheduling—Notification is being scheduled.
Error—Notification has an error.

Executing—Notification is executing.

Comp lete—Notification is completed.

Notd fications Completed—Notifications are completed.

responses is a value array containing a breakdown of counts by
response. Additionally, the final array element represents the number
of contacts who have not responded in any way. In situations where
one or more of the response options has been defined with a response
limit, then there is an additional array entry preceding the final one and
it holds the number of contact attempts terminated because their limit
was reached. For example, if the possible responses are delayed and
confirmed and no responses limits were established, then:

response [0] shows the number of contacts whose responses were
delayed.

response [1] shows the number of contacts who responded. con-
firmed.

response [2] shows the number of contacts who have not responded
in any way.

Alternately, if the possible responses are delayed and confirmed and a responses
limits was specified, then:

response [0] shows the number of contacts whose responses were
delayed.

response [1] shows the number of contacts who responded
confirmed.

response [2] shows the number of contact attempts have been ter-
minated because the response limits were reached.

response [3] shows the number of contacts who have not responded
in any way.

ResponseCount Class

The ResponseCount class used in the queryNotificationStatus objectis
an array containing a breakdown of counts by response.

AUREA CONFIDENTIAL 466



AlertFind Administrator Guide

Syntax for the ResponseCount class is:
class ResponseCount {
string abbreviation;

int count;

}
where:
e abbreviation is one of the following:

Theesabbreviation corresponding to the selected response.

Nullkindicates no abbreviation has been specified for this response or
that an extra one or two summary responses occur at the end.

e count is the number of recipients:
Who selected the response specified by the abbreviation.
Nulleis an integer.

Query the Status of a Notification Recipient

The queryRecipientStatus object retrieves recipient status. This information
resembles the information displayed on the Recipients tab of the Notification
Details page. This object returns the most complete status, but not necessarily the
last activity, of the notification recipient. For example, if the user acknowledged
the message using their Work Phone device, the latest activity is “Hung up,” but
the reported status is “Work Phone: Confirmed”.

Syntax for the queryRecipientStatus objectis:
RecipientStatus[ ] queryRecipientStatus (
string username,
string password,
long notificationId

) Throws InvalidNotificationException,
PermissionDeniedException, InvalidArgumentException

where:

e sender is the user performing the query.
e password is the user’'s password.

e« notificationId is the notification the object is to query.
RecipientStatus Class

The RecipientStatus class used in the queryRecipientStatus object
provides information about the queried recipient.
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Syntax of the RecipientStatus class is:

class RecipientStatus {
string name;
string userName;
string timestamp;
int statusCode;
string statusMessage;
string response

}

where:

name is the display name of the recipient.

userName is the recipient’s user name. If the recipient has more than one
user name, this user name cannot match the user name in the Recipients
object for the sendNotification method (though both user names identify
the same user).

timestamp is the time stamp of the status event.
statusCode is the internal status code for the event. See table below.
statusMessage is the descriptive text associated with the status event.

response contains the abbreviation corresponding to the recipient’s
response, if any, to the notification. If the recipient did not respond to the noti-
fication, the value returned for response is null.

Status Meaning

Code

0 Preparing to notify recipient.

3 Notification in progress (for example, “dialing”)

4 Error indicating delivery retry (for example, “Number busy”)

5 Permanent error (for example, “Invalid number”)

6 Notification canceled

7 User contacted, but no response received (for example, “Left voice
mail message”)

8 User responded
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Send a Notification Using a Scenario (deprecated)

The sendScenario object sends a notification using a pre-created scenario. The
sender of the notification must have permission to send both notifications and
scenarios to the team.

Syntax of the sendScenario objectis:
long sendScenario(
String sender,
String password,
String teamName,
String scenarioName,
long delay

) throws RemoteException, PermissionDeniedException,
InvalidArgumentException;

where:

e sender is the sender's user name. It returns a token that identifies this incid-
ent that can be used to query the message status.

e password is the sender's password.
e scenarioName is the name of the scenario to be sent.

e delay is the period of time in minutes to delay before sending the noti-
fication.
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Question & Answers

This topic aims to clarify questions from our customers about the use of the
AlertFind API.

Expand the question to find the respective answer.

General Questions

Is there any Size limit restriction when sending email or SMS from Notification
API1?

There are restrictions from some SMS carriers:

Element Restriction

Subject 256 characters.

Body 4096 characters. For body 4096 is the
limit only for plain text characters. You
can send notification with HTML con-
tent as body text with a much higher
limit than 4096 characters. AlertFind
converts the HTML text into plain text
(plain text should not exceed 4096).
Email and Mobile app support HTML
text in Notification body. Voice, SMS,
FAX, Pager devices will receive plain
text notification.

What is the maximum attachment size AlertFind accepts?

AlertFind can support up to 5 attachments of 5 MB each. As of now attachments are
not supported via sendNotification API. Users need to use notifications templates
with attachments to achieve that.

How many attachments can be added to a message?

AlertFind can support up to 5 attachments of 5 MB each.

Does AlertFind notification APl support both HTML and plain text format?

The API supports Plain-text only. However, the API can trigger notification
templates that include rich-text and basic HTML.

Does AlertFind support both Synchronous and Asynchronous calls?
NOTE

The information here refers to API calls, not voice calls.

AlertFind supports both kind of APIs based on usage. For example, Data
Management APIs to create users is a synchronous API, while Sending Notification
is an asynchronous API. Roster import is also an asynchronous API call.
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Data Management APIs are synchronous API, while sendNotification APl is
asynchronous.

If AlertFind supports asynchronous calls can AlertFind callback the customers' API
to let them know the status of the message?

AlertFind’s APl is entirely query-driven from the customer side. If the customer
uses the API to query the sent notification for its status, AlertFind will return the
results.

AlertFind does not provide callback functionality. A client must call
queryNotificationStatus API to get latest status of an asynchronous
sendNotification API call.

SendNotification Method

If a user creates one service account for all messages, can the user send service
account user ID and password instead of actual user ID and password to the
sendNotification method?

Yes, you can create an admin user account as service account and use that to call
sendNotification API.

What is the minimum and maximum value for delay parameter?

There is no minimum or maximum value for the delay parameters. However, it is
recommended to keep the delay between 1 minute to a maximum of 30 minutes.
Ideal delay is 5 minutes.

If the distribution parameter has recipient details, is there any need to send the
value to team name? If sending a blank value to the team name and send the value
in distribution parameter what will happen?

Every customer has default team named as Global which is top in team hierarchy.
If a team name is not provided, AlertFind uses the Global team context.

Whatis customEscalationType and what values we need to send to this para-
meter?

The customEscalationType is optional and it can have three values:

Value Description

NONE This option is the default. With this
value, the Notification works based on
customer/user profile/rule.

CUSTOM This option can be used to override
default Notification profile/rule. This is
useful if you need to send a noti-
fication to only SMS devices or any
groups of devices type, irrespective of
how customer/user profile/rules are
configured. This option will override
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Value Description

default customer/user profile/rule.

SKIP_DEVICES This option is used to skip provided
devices type and send a notification to
the rest of them based on default cus-
tomer/user profile/rule.

Which fields are there in the personalEscalationSteps class?

Information about personalEscalationSteps type is missing. The class
details are not in the documentation.

This class has two fields:

o String deviceName
« long timeoutMsec
What are the expected return values for sendNotification Method?

This method returns notification ID on successful submission of
sendNotification request. If it fails due to any reason, then it will return error
response with proper description.

Later on, you can use the notificationId to check the status of notification.

Notification Class

Parameter stopOnResponses. What value we need to assign to this parameter
and how it works?

This value is a boolean field - possible values are 0 and 1.
It is used to stop escalation when the first response is received from the user.

Parameter authenticationRequired. Isita unique PIN for the user or for
every message the PIN varies?

NOTE
A PIN is created for each user and not for each notification.

The PIN may or may not be unique per user. If notification is sent with PIN enabled
functionality, then the user need to enter the PIN before they access notification
on devices. Notification with authentication required as false, do not ask for PIN
before delivering notification to user’s devices.

Method Responses. What are the possible response values we can send to Aler-
tFind?

It is up to the customer what sort of response they want to send for each
notification. Response options may vary for each notification. A response option
has abbreviation and full text. User on receiving notification can choose any
response option to reply to notification message. The reply for each user gets
logged in the AlertFind application. Check response options in sample API call
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below.

Recipient Class

What value should be sent to the ID parameter? From where to get the ID value?

The ID would be the username for a user. A username is typically

<<name>>@<<domainname>>

Each user is created with unique username in AlertFind. Customer while creating a

user from any platform always need to provide the username.

Do we have any sample test APl calls?

Here is an example of SOAP API call to send notification.

<soapenv:Envelope xmlns:soapen-
v="http://schemas.xmlsoap.org/soap/envelope/" xmlns:aler-
="http://messageone.com/af/wsdl/v2/AlertFindNotificationService">
<soapenv:Header/>

<soapenv:Body>
<aler:sendNotific

ticationRequired>false</authenticationRequired>

message.</description>

fication</subject>
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Data Management API

The AlertFind Data Management API provides alternative methods for creating and
modifying user information. If you maintain the user information in a separate
database, the Data Management API can programmatically propagate the
information to AlertFind. The API does this by acting as an AlertFind administrator,
with all administrator permissions defined in your company settings.

The Data Management APl enables you to:

o Create users.

o Update user information.

« Change user status.

o Delete users.

« Update users’ notification device information.
« Update users’ personal escalations.

o Assign users to groups.

Designed around a create, update, or delete model, with an additional method for
enabling and disabling users, the user management API| uses nulls in objects to
represent data that you do not want to modify. Fields are by default null unless
explicitly set to a value.

Classes included in the Data Management API include:
e AlertFindDataManagementService
e CustomFieldDetails
e DeviceDetails
e EscalationDetails
e EscalationStep
e UserDetails

Authentication

AlertFind uses HTTP basic authentication and the HTTPS protocol for all
transactions. If authentication fails, permission is denied and an appropriate
message appears.

AlertFindDataManagementService

The AlertFindDataManagementService class includes the following
methods:

e CreatelUser
e setUserState

e createBroadcastGroup
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e updateBroadcastGroup

e deleteBroadcastGroup

e addMembersToBroadcastGroup

e deleteMembersFromBroadcastGroup
e createEscalationGroup

e updateEscalationGroup

e deleteEscalationGroup

e addMembersToEscalationGroup

e deleteMembersFromEscalationGroup
e updateUser

e deleteUser

createUser

The createUser method creates a new user in AlertFind. For thi
successful, it must populate all required fields in the user profile.

The syntax of the createUser method is:
public void createUser (
userDetails user
) throws PermissionDeniedException,
DuplicateUserException,
InvalidArgumentException;
where:
e user provides the details of the user you want to create.

setUserState

The setUserState method enables or disables an existing user
cannot log in to AlertFind or receive notifications.

The syntax of the setUserState method is:
public void setUserState (
string userId,
boolean enabled
) throws PermissionDeniedException,
NoSuchUserException;

where:
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e userId is the user name or user ID of the user you want to enable or dis-
able.

e« enabled is set to true to enable the user; it is set to false to disable a user.

createBroadcastGroup

This method creates a new broadcast group in the system. All fields marked as
required must be populated for this call to be successful. The
broadcastGroupDetails name uniquely identifies this group if it should be
modified or deleted later.

The syntax of the createBroadcastGroup method is:
public void createBroadcastGroup (
string group

) throws PermissionDeniedException,

InvalidArgumentException,
NoSuchGroupException,
NoSuchUserException,
DuplicateGroupException;

Where group is the name of the broadcast group you want to create.

updateBroadcastGroup

Use this method to modify fields of an existing broadcast group.

The syntax of the updateBroadcastGroup method is:

public void updateBroadcastGroup (

string groupId;

string group;

) throws PermissionDeniedException,
NoSuchUserException,
NoSuchGroupException,
InvalidArgumentException,
DuplicateGroupException;

where:

e groupId is the name of the broadcast group you want to update.

e group contains the details to modify.
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deleteBroadcastGroup
Use this method to delete a broadcast group.
The syntax of the deleteBroadcastGroup method is:
public void deleteBroadcastGroup (
string groupId;
throws PermissionDeniedException,
NoSuchGroupException
InvalidArgumentException;
where groupId is the name of the broadcast group you want to delete.
addMembersToBroadcastGroup
Use this method to incrementally add members to a broadcast group.
The syntax of the addMembersToBroadcastGroup method is:
public void addMembersToBroadcastGroup (
string groupId;
string members;
throws PermissionDeniedException,
NoSuchGroupException,
InvalidArgumentException,
NoSuchUserException;
where:

e groupId isthe name of the group to which you want to add members.
« members are the names you want to add to the group.

deleteMembersFromBroadcastGroup

This method incrementally removes members from a broadcast group. It is typically
used when a set of users or groups change and all that is required is the exclusion
of certain members.

The syntax of the deleteMembersFromBroadcastGroup method is:
public void deleteMembersFromBroadcastGroup (
string grouplId;
string members;

throws NoSuchGroupException,
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InvalidArgumentException,

NoSuchUserException,

PermissionDeniedException;
where:

e groupId is the name of the group from which you want to remove members.

« members are the names you want to remove from the group.

createEscalationGroup

Use this method to create a new escalation group in AlertFind. All required fields
must be completed for this call to be successful. The name uniquely identifies the
group to be created. If a group with the name you use already exists, an error
occurs.

The syntax of the createEscalationGroup method is:
pubic void createEscalationGroup (
string group;
throws PermissionDeniedException,
InvalidArgumentException,
NoSuchGroupException,
NoSuchUserException,
DuplicateGroupException;
where group is the name of the escalation group you want to create.

updateEscalationGroup

This method modifies fields of an existing escalation group. Fields in the details
objects that are left null are not modified. For example, if you do not need to
modify members, leave the members array null.

To rename the group, specify the new group name in the details from the parameter
call.

The syntax of the updateEscalationGroup method is:
public void updateEscalationGroup (
string groupId;
string group;
throws PermissionDeniedException,
NoSuchUserException,

NoSuchGroupException,
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InvalidArgumentException,
DuplicateGroupException;

Where:

e groupId is the name of the escalation group that you want to update.

e group contains the details to be modified.
deleteEscalationGroup
This method deletes a specified escalation group from AlertFind.
The syntax of the deleteEscalationGroup method is:
public void deleteEscalationGroup (
string grouplId;
throws PermissionDeniedException,
NoSuchGroupException,
InvalidArgumentException;
Where groupId is the name of the escalation group you want to delete.
addMembersToEscalationGroup
This method incrementally adds members to an escalation group.
The syntax of the addMembersToEscalationGroup method is:
public void addMembersToBroadcastGroup (
string groupId;
String members;
throws PermissionDeniedException,
NoSuchGroupException;
InvalidArgumentException,

NoSuchUserException;

Where:

e groupId is the name of the escalation group to which you want to add mem-
bers.

« members are the names you want to add to the group.

updateUser

The updateUser method takes a user ID and a UserDetails object and
updates an existing user's data. User ID must be one of the usernames of an
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existing user - it's a login ID the user uses to log into the AlertFind system. If no
existing user in the system has the given ID, this method throws
NoSuchUserException, unless Create on Update option is set in this
customer's web services configuration. If Create on update is set, this method tries
to create a new user for this customer using the given data.

UserDetails is a representation of the users in our system and contains the
fields that will be updated for this user. By setting values to different fields like
emailAddress, usernames, devices, timezone, displayName,
description etc., and many others in this object, users in the system can be
updated. By setting only the fields (in UserDetails) you want to change in the
user and ignoring other fields (that is, they are null), you can make selective
updates to the user.

There are two kinds of fields in user data (and correspondingly in UserDetails):

o Scalar fields (for example, displayName, description, and emailAd-
dress) that have only one data element.

o Array fields (for example, devices, escalationRules, and usernames)
that can have zero, or one or more elements (for example, a user can have
four different usernames that he/she can use to log in).

Non-null fields in UserDetails are used to completely rewrite corresponding
fields of the user. While this works as expected with scalar fields, the way it works
with array fields may be unexpected. Array fields are also completely rewritten to
the new value in the request. For example, you may expect that a usernames field
with an array of one new username should be added to the existing list of
usernames, but its actual effect may be that the user will be left with only one
username. The user's original usernames are deleted and only a specific
username remains. That is, this APl completely rewrites the values even for array
fields.

NOTE

There's no direct way to delete just one single element in array fields (for example,
removing a single device or removing a single username). You must set the field to
an array of existing data minus the element to be removed.

With respect to updating user devices, devices field is an array of
DeviceDetails objects where, each object contains information to create or
update one device. Similar to the UserDetails object, any field ignored (value
set to null) is left unchanged in the device, with an exception of address and
type fields. type field must be set for each device entry, else it leads to an
exception. If the address field is set to an empty string or null, the device is left
unchanged, even if other fields are set.

NOTE

Devices of the type mobile app cannot be deleted by this API. They are deleted
from the database only when the user unregisters from the application itself.

The syntax of the updateUser method is:
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public void updateUser (
string userId,
string user
) throws PermissionDeniedException,
NoSuchUserException,
InvalidArgumentException,
DuplicateUserException;
where:

e userId is the user name or user ID of the user you want to modify.
« user provides the changes you want made to the user details.
NOTE

If you try to update a user that does not exist, the method throws a
NoSuchUserException. If you use the “Create on Update” web services feature,
you can create a new user using this method.

For more information on the definition of users, see the UserDetails class.
deleteUser
The deleteUser method deletes an existing user from AlertFind.
The syntax of the deleteUser method is:

public void deleteUser (

String userId
) throws PermissionDeniedException
NoSuchUserException;
where:
e userId is the user name or user ID of the user you want to delete.

CustomFieldDetails

The CustomFieldDetails class defines the name, value pairs used to set a
single user’s Custom Field. Each device is owned by a single user and has a
unique name. Your company settings specify the Custom Field names used for all
users.

The syntax of the CustomFieldDetails class is:
class CustomFieldDetails {

string name;
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string wvalue;

}
where:
« name is the name of the custom field property.
« value is the value to be assigned to the custom field property.

To set more than one CustomField for a user, you must create an array of
CustomFieldDetails and setthe UserDetails.customFields member
using the setCustomFields method.

Device Details

The DeviceDetails class defines the name, type, and address information for
devices owned by AlertFind users. Each device is owned by a single user and has
a unique name. Your company settings specify common device names that exist as
defaults for all users.

The syntax of the DeviceDetails class is:
class DeviceDetails {
string name;
string type;
string address;
string description;
boolean enabled;

string properties;

where:

« name is the name of the device.

« type is the type of device and is a required field. Possible device types are:
phome
pager
SMsSe
fax e

e address is the address (email, phone number) of the device:

For phone devices, this works with the phone number, beginning with
the country code (if one is needed). Possible types of phone devices
include:

phone .
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pager e«
SMS e
fax o

For email devices, this works with a email address string; for example,
jdoe@genericorp.com

Addsess can be set to empty string or null to make the API ignore this
device. This is used to keep the user device(s) unchanged.

e description is user-supplied description of the device.

e enabled is the device’s status.

e« properties is the array containing the special properties for the device.
NOTE

You should contact the Aurea support team to identify exactly what should be
included in the property field for each device.

EscalationDetails

The EscalationDetails class represents a named list of escalation steps for
an AlertFind user. Each escalation is owned by a single user and must match one
of the unique escalation labels defined in the company settings.

Syntax of the EscalationDetails class is:
class EscalationDetails {
string name;
EscalationStep[ ] steps;
}
where:

« name is one of the escalation labels defined in the company settings.
e steps isthe array EscalationStep.

EscalationStep

The EscalationStep class defines the individual steps in an escalation. Each
object can be owned by only one escalation.

Syntax of the EscalationStep class is:
class EscalationStep {
string deviceName;

long timeout;

where:
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e deviceName is the name of the device to which AlertFind sends the noti-
fication in this step of the escalation. The deviceName can be one of the
default devices or a custom device defined in the user’s profile.

e timeout is the time in minutes.

UserDetails

The UserDetails class defines the parameters of a user’s profile.

Syntax of the UserDetails class is:

class UserDetails {

}

where:

string businessHoursEnd;

string businessHoursStart;

string defaultHotlinePhoneNumberLabel;
string description;

anyTypel[ ] deviceIdsToNotUpdate
DeviceDetails[ ] devices;

string displayName;

string emailAddress;

boolean enabled;
EscalationDetails[ ] escalations;
string externalKey;

string ivrLabel;

string password;

string pin;

string timezone;

string[ ] usernames;

string weekendDays;

CustomFieldDetails[] customFields;

e businessHoursEnd can be:

Nully which sets the time to the default standard business end time
defined in the company settings.
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A time of day in the format HH:MM where:
HH is the hour (00-24).
MM is the minutes, in 15 minute increments (00, 15, 30, 45).
e businessHoursStart can be:

Nullse which sets the time to the default standard business start time
defined in the company settings.

A time of day in the format HH:MM where:
HH is the hour (00-24).
MM is the minutes, in 15 minute increments (00, 15, 30, 45).

e defaultHotlinePhoneNumberLabel allows assignment of an IVR num-
ber to a user.

e deviceIdsToNotUpdate is an array of device IDs, which should not be
updated.

e description is the description string that should be displayed.

e Devices is an array of device definitions defined by the called DeviceDe-
tails class. If Devices is unset (thatis, itis null), then the user's devices
are not updated by this call. However, if Devices is not null and if any of the
existing devices are missing from this array, then those missing devices are
deleted. To update only some devices and ignore the rest, include all devices
in the Devices array and set addresses to blank or null for those devices
you want to ignore.

e displayName is the user’s name.
e emailAddress is the primary email address for the specified user.

e enabled is the status to which you want to set this user. Null defaults to true
= enabled.

e« escalations is the escalation information array defined by the called
EscalationDetails class. If null, the default company settings are used.

e« externalKey is the arbitrary external key. If no key is required, set this to
null.

e ivrLabel allows assignment of an IVR number to a user.

e password is the user’s password. When set to null, the default password set
in the company settings is used.

NOTE

After you have set the default password to anything other than null you cannot
change it back to null.

e pin is the PIN or other employee code (4 to 10 digit number) used by your
organization to authorize receipt of authenticated messages. When set to
null, the default PIN set in the company settings is used.
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« timezone is the time zone of the user’s geographical location, specified in
the format TimeZone.getTimeZone (String). When set to null the default
defined in the company settings is used.

NOTE

Available time zones are shown in the AlertFind Ul. The format is region/city (for
example, America/Chicago). These time zones take daylight savings time into
consideration.

« usernames is the array of user names associated with this user.

« weekendDays is the set of nonworking days defined using a consecutive
string of digits where:

1 = Sunday

2 = Monday

3 = Tuesday

4 = Wednesday
5 = Thursday

6 = Friday

7 = Saturday

For example, 17 indicates weekend days of Sunday and Saturday.

Nulleuses the default weekend days specified in the company settings.

e customFields is an array of CustomFieldDetails name-value pairs
used to set a user’s custom fields. When this field is updated, Smart Teams
will begin recalculating user membership 5 minutes after the last update has
occurred, and will be postponed five minutes more for as long as updates are
occurring. When a custom field is mapped from a string to a date, use this
format, which is a variant of ISO-8601. All fields are required, and there can
be no spaces between fields. YYYY-MM-DDThh:mm:ssTzDwhere:

YYY& is the four-digit year.

MM ig the two-digit month (01=January, and so on).

DD ie the two-digit day of month (01 through 31).

hh ie the two-digit hour (00 through 23). Do not use AM or PM.
mm i the two-digit minute (00 through 59).

ss ie the two-digits second (00 through 59).

TZDeis the time zone designator (z, +hh :mm, or —hh :mm), or the TZD
format described here: http://-
java.sun.com/j2se/1.4.2/docs/apil/javal/util/TimeZone.html.
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Incident API

The AlertFind Incident AP| allows you to perform external operations on the
Incident template and Incidents. It enables you to:

o Find a list of Incident templates based on your search criteria.

« Open an Incident based on an already created Incident template.

o (Optional) Override the message content of an Incident template task.
IMPORTANT

In the previous releases of AlertFind, opening an incident was done using the
Notification API (via the sendScenario method). While this method is usable in
the Notification API, itis now deprecated.

Classes included in the Incident APl include:

e AlertFindIncidentService

NotificationTask

SearchConstraintUI

IncidentTemplateSearchOptions

e IncidentTemplate

AlertFindIncident

The AlertFindIncident class includes the following methods:
e openlIncidentByQuickLaunchID
e openIncidentByTemplatelID
e findTemplate
e countTemplate

openIncidentByQuickLaunchID

The openIncidentByQuickLaunchID method launches an incident based on
the given quick launch ID. A user can optionally specify a list of notification tasks
to this method, which defines any overrides to the subject and/or body of a
NotificationTask defined for the Incident. Overrides can specify a new
subject, and new body, or both. These overrides are only for the specific incident
being launched and will not be applied to the incident template itself.

For this to work, overriding tasks must specify the correct NotificationTask ID
to override. Also, note that overrides can only be specified in the default language
of the APl user.

The syntax of the openIncidentByQuickLaunchID method is:
public void openIncidentByQuickLaunchID (

String gquickLaunchID,
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NotificationTask][] overrides

)
where:

e quickLaunchID is the launch ID of the incident to be launched.

e« overrides is an array of NotificationTask instance. Optionally, it over-
rides the subject and body of any matching NotificationTask defined in
the incident template.

openIncidentByTemplateID

The openIncidentByTemplateID method launches an incident based on the
given Incident template ID. A user can optionally specify a list of
NotificationTasks to this method, which defines any overrides to the subject
and/or body of a Notification Task defined for the Incident. Overrides can specify a
new subject, and new body, or both. These overrides are only for the specific
incident being launched and will not be applied to the incident template itself.

For this to work, overriding tasks must specify the correct NotificationTask ID
to override. Also, note that overrides can only be specified in the default language
of the API user.

The syntax of the openIncidentByTemplateID method is:
public long openIncidentByTemplateID (
Long templatelD,

NotificationTask|[] overrides

)
where:

e« templateID is the incident template ID of the incident to be launched.

e« overrides is an array of NotificationTask instance. Optionally, it over-
rides the subject and body of any matching NotificationTask defined in
the incident template.

findTemplate

The findTemplate method retrieves a list of Incident templates based on a
search criteria. It accepts a single parameter options that defines the search
criteria. If the parameter options is defined, results are scoped on the role of the
APl user. Following are the various criteria options available:

e teamName searches for incident templates on this team. If undefined, results
are scoped based on the role of the API user.

e includeSubTeams includes sub-teams in the search if teamName is
defined. If undefined, defaults to a value of false.
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o 1d retrieves a specific incident template by ID.
e name retrieves a specific incident template by name.
The syntax of the findTemplate method is:
public IncidentTemplate[] findTemplate (
final IncidentTemplateSearchOptions options
) throws PermissionDeniedException,
InvalidArgumentException;
where:

e options is a specific search criteria.
NOTE

Results of the this method are scoped based on the security model, which takes
into account the specific role of the APl user. Following are the results of querying
findTemplate method:

« As an administrator, you can access all incident templates defined in the
customer's instance.

o« A team leader can access all Incident templates defined in his or her team
and sub-teams.

« A normal user do not have access to incident templates, and cannot retrieve
results.

countTemplate

The countTemplate counts the number of Incident Templates based on a search
criteria.

The syntax of the openIncidentByTemplateID method is:
public int openIncidentByTemplateID (
final IncidentTemplateSearchOptions options
) throws PermissionDeniedException,
InvalidArgumentException;
where:
e IncidentTemplateSearchOptions is the specific search criteria option.

NotificationTask

The NotificationTask objectused inthe AlertFindIncident class
provides a list of notification tasks.

The syntax of the NotificationTask class is:

public void NotificationTask {
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Long 1id,
String subject,
String body
}
where:

« i1d is the notification task ID.
e subject is the subject of the notification.
e« body is the body of the notification.

SearchConstraintUI

The SearchConstraintUI class objectused inthe AlertFindIncident class
allows you to edit the search criteria to filter and find a list of incident templates
based on the criteria set.

The syntax of the SearchConstraintUI class is:
public void SearchConstraintUI (
String operator,
String property,
String value
)
where:

e Ooperator provides a list of filtering options.
e property is the custom field name.

e value is the value to be used along with the filtering option to sort the incid-
ent templates.

IncidentTemplateSearchOptions

The IncidentTemplateSearchOptions class opens an incident template
based on a search criteria.

The syntax of the ITncidentTemplateSearchOptions class is:
public void IncidentTemplateSearchOptions {
Boolean isShowSubTeamIncidentTemplates;
String teamName;
String[] sort;

Integer start;
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Integer limit;
SearchConstraintUI[] constraints;

}
where:

e isShowSubTeamIncidentTemplates includes sub-teams incident tem-
plates in the search if teamName is defined. If undefined, defaults to a value
of false.

« teamName searches for incident templates on this team. If undefined, results
are scoped based on the role of the API user.

e sort is an array of String. It sorts the incident templates based on the
search criteria.

e start starts the sorting of templates.

« 1limit narrows the search constraint to refine the list of incident templates
displayed.

e constraints is an array of SearchConstraintUI array. Itis the filtering
option to be used for searching the template.

IncidentTemplate

The IncidentTemplate objectused inthe AlertFindIncident class opens
an Incident based on an already created Incident template.

The syntax of the IncidentTemplate class is:
public void IncidentTemplate {
long id;
String name;
String description;
String gquickLaunchId;
String teamName;
NotificationTask[] notificationTasks;
}
where:

e« id is the incident template ID.
« name is the name of the incident template.
e description is the description of the incident template.

e quickLaunchId is the quick launch ID of the incident template to be
launched.
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« teamName searches for incident templates on this team. If undefined, results
are scoped based on the role of the API user.

e notificationTasks is an array of NotificationTask.
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Web Services Configuration

You can change the configuration of the web services in relation to the APIs. For
the notification API, you can enable, disable or specify the version number of the
API. For the data management API, you can select the version and select two
settings:

e SelectCreate on update to enable creation of new users using the
updateUser method

o Select the method to find users
o« Select Username only to specify a user by user name.

« SelectExternal key only to specify a user by the external key
provided by the information source.

e SelectExternal key then User name to specify a user by either
user name or external key.
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Debugging
Use the web services information when debugging API-based requests:

1. Click Web Services in the navigation bar. The Web Services Console page
appears.

If there is web service activity, it appears in the Log Entries section of the page.

2. Click a call log entry to view details in the Log Details section of the page.
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WSDL Code

You can download the WSDL code from your web services SOAP URL or obtain it
from Support. The WSDL file for AlertFind is located at:

https://BACKEND URL/soap-api/notification?WSDL

where, BACKEND URL is your AlertFind URL.
You can also locate it on the Settings page by following the these steps.
To locate your SOAP URL:

1. Click Settings on the navigation bar. The Settings page appears.

2. Locate the Web Services Settings panel at the bottom of the page.

3. Select and copy the SOAP Address URL for any API.

4. Paste this address into a browser window and add ?wsd1l to the end.

The WSDL code appears in the browser window. You might be prompted to log in
to AlertFind, depending on your status.
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Disaster Recovery Plan

This section covers instructions to be followed in the event of a catastrophic
service interruption or critical service degradation impacting AlertFind.

Prerequisite Configuration Settings

You must ensure that all location-specific settings provided by Support have been
configured, such as white-listing the MTA host names and IP addresses. For your
location specific settings, refer to:

« Chicago Data Center
e London Data Center
« Plano Data Center

These settings ensure that AlertFind will work even during catastrophic service
interruptions or critical service degradation issues.

Actions

In the event of a catastrophic service interruption or critical service degradation
issue, these steps should be followed:

1. Each organization will receive a communication from Support stating that
their primary AlertFind web address is unavailable and will not be coming
back up. Support will send this communication to AlertFind customer contacts
through the standard notification process.

2. Each organization’s users will need to login to their AlertFind backup web
address to obtain access to the AlertFind application.

3. If the SOAP APl is being used for contact data management or notification
sending, the URL used to access SOAP API will need to be changed to the
backup SOAP API configuration.

4. AlertFindSupport will move each organization’s Hotlines to their backup
instance of AlertFind.

Once these steps have been completed, AlertFind can immediately be used to
send out notifications.
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Chapter 5: Getting Support

If you encounter a problem while using an Aurea product or require assistance with
downloading the software or upgrading a product release, please open a ticket on
Aurea Support Central.

Preferably, search the articles on the Aurea Knowledge Base for solutions to your
issues before opening a ticket.

Information about the support organization is available on Support Central, as are
the Support Guide and Escalation Guide. The product documentation, other
product-related information, and setup files are also available on Support Central.

For information about purchasing an upgrade or professional services, contact
your account executive. If you do not know who your account executive is, or for
other queries, contact us through our website.

AUREA CONFIDENTIAL 498


https://support.aurea.com/
https://support.aurea.com/portal/KBSearch
https://support.aurea.com/portal/CX_support_guide
https://support.aurea.com/portal/CX_escalation_guide
https://go.aurea.com/contact-us
https://www.aurea.com/

AlertFind Administrator Guide

Chapter 6: Glossary

A

ad hoc group
A special type of Smart Group created during the composition of a noti-
fication. Ad hoc groups are most often used to send follow-up notifications.

administrator
The AlertFind user role that grants the user the ability to manage company
settings, add users, and administer the application for team leader and user
accounts.

Alert Console
The Alert Console is an AlertFind interface that works on any device
(desktop, smartphone, or tablet). Use the Alert Console to quickly compose
notifications without advanced options, to review and send notifications from
notification templates, and to check notification responses, You can go back
and forth between the Alert Console interface and the AlertFind desktop
interface.

AnswerOnMedia
A custom conference call provider setting in the Response Editor that
enables AlertFind to connect the user to the conference call bridge the
moment the initial ring is heard, rather than wait for the bridge to pick up.
This means a user will hear the ringing tones once he or she selects the
transfer option. Use this feature only when a conference call bridge has a
habit of not connecting a call when it picks up the transfer. For more inform-
ation, see "Create additional responses from the Notification Editor:" on
page 108.

authenticated notification
A notification that requires recipients to identify themselves with a PIN or
external key to listen to it or to view it.

B

broadcast group
A group composed of users to whom you want to broadcast a message.
Broadcast groups can contain other broadcast groups, but cannot contain
escalation groups.
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C

clone
An AlertFind feature that enables you to create multiple notifications with
identical information, typically used to create a notification for multiple escal-
ation groups from which you need the first responder for each. Available for
notifications within a notification template.

custom device
A customized device configuration that can be added for an individual user
account. After a customized device is added to the user account, it must be
included in a personal escalation before it can receive notifications.

custom escalation
A specific escalation defined by the sender of a notification. If a custom
escalation is defined for a notification, it overrides any personal escalations
for individual users and the default escalation in effect for the organization.

custom fields
Organization-specific properties that can be used be used to describe users,
such as department, title, or other identifying properties. The custom fields
available to your organization are defined by Support during provisioning
and are based on fields imported from your system of record.

D

default escalation
A standard escalation available to all user accounts. A default escalation is
used to deliver a notification when there is no custom escalation defined for
a notification and when there is no personal escalation defined for a user.

device
A phone number, email address, fax number, SMS device, pager, or any
other communication method through which AlertFind can contact you. Sup-
port provisions your instance of AlertFind with a set of standard devices.
Users with necessary permissions can add custom devices for individual
user accounts.

Dictionary
An XML file that contains the phonetic pronunciation of a word that enables
AlertFind to pronounce it correctly. You can customize a dictionary file for
each language pack your organization has purchased.

E

escalation
A set of rules and conditions that determine how a notification is delivered,
including which devices are contacted, in what order, and how many minutes
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can pass before the notification is sent to the next device in the list.

escalation group
A group that includes escalation information, such as the order in which
users should be contacted as well as any delay between attempts to contact
them. Escalation groups can contain broadcast groups and other escalation
groups.

external key
A secret number, similar to a PIN, that notification recipients use to authen-
ticate themselves for an authenticated notification. Employee ID numbers or
badge numbers can be used as external keys.

G

Global Team
The highest level team in AlertFind. All other teams are considered sub-
teams of the Global Team. Only administrators and others given explicit per-
missions can perform certain team functions in the Global team context.

group

A collection of users, or a combination of users and groups, to which noti-
fications can be sent. In AlertFind, there are broadcast groups, escalation
groups, Smart Groups, and ad hoc groups.

H

hierarchy
An ordered structure with higher and lower levels. In AlertFind, teams and
groups are hierarchical. At the top level is the Global Team; all other groups
and teams are children of the Global Team.

Hotline
A phone number that notification recipients can call to hear announcements
or listen to messages. Administrators and team leaders with necessary per-
missions can also send notifications from the Hotline.

Hotline Pro
An optional, customizable version of Hotline through which administrators
and team leaders can create polls, send announcements, and collect inform-
ation from users. Administrators and team leaders with necessary per-
missions can also send notifications from Hotline Pro.

I

import

A process by which Support propagates user information from your enter-
prise system of record into AlertFind.
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incident
An event for which there may be notifications and attachments that you want
to log and share among users. Documents related to an incident can be
shared using the Document Library. Information about incidents can be
tracked in the Incident Collaboration Log (ICL).

N

notification
A message that is sent using AlertFind. Notifications can be sent to indi-
vidual recipients or to groups of recipients and can be delivered by phone,
emails, fax, pager, or SMS.

notification email address
An email address used for receiving email notifications. This address may
be the same as the primary email address. A user account can contain mul-
tiple notification email addresses.

notification profile
A standard escalation, defined by default at the organization level, and avail-
able to all users, that defines which of a user’s devices are contacted, and in
which order, during a notification.

notification rule
A rule that determines which notification profile should be used at the time a
notification is sent (such as during business hours or a holiday).

notification template
A preconfigured incident that you can reuse to launch incidents that you may
need frequently.

P

permissions
Permissions control what information and actions are available to team lead-
ers. Administrators and team leaders (with appropriate permissions) can
manage permissions for other team leaders.

personal escalation
A customized escalation for an individual user.

PIN
A secret number of 4-12 numeric digits used to access authenticated noti-
fications.

primary email address
The email address used for all password resets or reminders for a user
account. The primary email address is required for all user accounts.
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private data
Information that is available only to AlertFind users with necessary per-
missions. The types of data that are considered are private are defined when
Support provisions AlertFind for your company.

properties files
Plain text files that contain field labels, values, and variables used in the
AlertFind user interface. By editing properties files, administrators can cus-
tomize constants, date and time formats, and prompts.

public data
Information that is available to any AlertFind user with View Public Data per-
mission. Users can always view their own personal account information.
Additional permissions are required to change public data. Public inform-
ation is defined when Support provisions AlertFind for your organization.

Q
Quick Launch ID

A numeric identifier that can be assigned to broadcast groups, escalation
groups, and incidents. Users can then use the Quick Launch ID to access the
group or incident through the voice/telephone interface.

R

roster
A list of users and user information imported from a third-party system of
record.

S

Smart Group
A group created based on user properties (custom fields) imported from the
system of record.

SMS
Acronym for Short Message System, the service that supports text mes-
saging to cell phones and other devices.

standard devices
The standard list of devices available to all user accounts. The standard
devices list is defined by Support when AlertFind is provisioned and typ-
ically contains one or more email addresses and telephone numbers. The
standard devices list cannot be changed, but administrators or team leaders
with necessary permissions can add custom devices for individual users.
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sub-team
Any team created as a child of another team.

T

team
A group of users that can also contain other groups or sub-teams. Usually,
the members of a team have something in common, such as location, job
function, or role.

team context
The currently active team for an AlertFind team leader or administrator. The
functions a team leader can perform depends on the permissions granted to
the leader for the currently active team.

team leader
An AlertFind user account that has been granted team permissions that
enable the user to perform additional functions within a specific team context
A user account given specific team leader permissions still maintains the
role user.

Text-to-Speech (TTS)
The technology that enables AlertFind to speak text typed for notifications or
customizable prompts.

U

user
An AlertFind user role that grants the user the ability to use the system to
send or respond to notifications. A user account given specific team leader
permissions still maintains the role user.

W

web interface
The AlertFind user interface that can be accessed through a web address. If
your organization uses imported data, the Allow Web Administration com-
pany setting must be enabled for you to use the web interface. If you cannot
use the web interface, contact Support.
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Hotline 317, 336
Hotline Pro 321
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PIN 63
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defined 43, 127

for Hotline notifications 318
browsers

See web browsers 8
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defining default 309

setting for a user 67
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defining default 309

setting for a user 67

C

call-to-record 194, 199, 326, 328,
335, 376

Call Retry Count field 38
Call Retry Delay field 38
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Cancel Notification
permission 102
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Chrome
supported versions 8
Clone feature 262

CN, See Cancel Notification per-
mission 102

company settings
data management settings 453
date and time formats 296
for Hotline Pro 321
logo 286
message storage 326
outbound greeting 290

password options 37

storage of Hotline messages 317
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Conference Call Suffix field 39
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prefix settings 39
suffix settings 39
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overview 453
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date and time formats 296
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email notifications 389
logo 286
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notification text 285
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pager notifications 403
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voice notifications 414
web interface 383

D

data management settings 453

date format 296

defaults

time zone 68
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Device Retry field 196, 199
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delay 312
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deleting from user account 77
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reports 376
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about 497
downloading
notification reports 234
team information 120
E
enable editing
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for Hotline notifications 318
escalation profiles
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changing order 315
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overriding 194, 198, 209
event log
Summary Report 353
Event Log Summary Report 353
F
Firefox, supported versions 8
First Responders
bridged to a conference call 262
templates 197
follow-up notifications 222
forgotten password 31
From Email Address field 36
G
Global Team
creating sub-teams 108
Global Team Report 121
Global.csv 121

overview 108
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See Also teams 108
team leaders 108
Google Chrome
supported versions 8
greetings, customizing 290
customize team greeting 118
reset team greeting 119

Group Management Settings sec-
tion 457

groups
adding users to 114
disabling 140
editing 139
enabling 141
group management settings 457
groups vs. teams vs. sites 43
locate 136
managing membership 138
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See Also broadcast groups 127
See Also escalation groups 127
See Also Smart Groups 127
types of 127
user membership 59
viewing disabled 140
viewing membership 137

H
help 33
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activating 336-337

adding conference call
option 331

adding to notifications 196
archived 337, 347
authentication 336

composing notifications 318,
323

with Quick Launch ID 319
creating 322
editing 337

enabling for your
organization 38

language setting 63
main menu 317
messages 325

multiple languages 324
notifications 198
numeric capture 324
options 337

overview and definition 316-317
permissions 102

phone numbers 336

PIN 336

poll options 328

polls 323, 328

Quick Launch IDs 126
reactivating 347

reports 357-359

See Also Hotline Pro 330

AlertFind

See Also polls 330

storing messages 317

transfer options 323, 332
Hotline Call Back Editor 196
Hotline Editor 322
Hotline Option Editor 328
Hotline Poll Details Report 358

Hotline Poll Non-Responders
Report 358

Hotline Pro 320
adding options 324
available features 320
customizing notifications 322
overview and definition 320
Quick Launch IDs 337
See Also Hotline 330

Hotline Pro Call Details
Report 357

Hotline Summary Report 359
HotlinePro 320
I

Import Source (data management
setting) 453

importing users 61, 453
incident notifications 272
Incident Summary Report 359
incident templates
and Quick Launch IDs 319, 337
launching from SMS device 261

permissions 102
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with no tasks 320
incidents
archiving 282
creating new 278
editing 280
for Hotline notifications 318
incident notification reports 276
notifications 272
permissions 278
reports
create incident report 281
Incident Summary Report 359
searching by description 283
searching for 269

searching for an incident noti-
fication 277

unarchiving 283
viewing list of 267
viewing one 270
working with 266
incidents page
tool bar optons 268
Internet Explorer
supported versions 8
J
JavaScript 8
L
language support 198, 210, 322
leaders

See team leaders 97

AlertFind

locale 198, 210, 322
location preference 59
logging in 31
logo
customizing 286
size 286
M

MA, See Manage Access per-
mission 101

Manage Access permission 101
Manage Groups permission 101
Manage Hotline permission 102

Manage Private User Data per-
mission 101

Manage Public User Data per-
mission 101

Manage Sub-Teams
permissions 101

Manage Templates
permission 102, 278

manually confirm a notification 220
Meeting ID field 39
messages

company settings for
storage 326

Hotline 325

MG, See Manage Groups per-
mission 101

MH, See Manage Hotline per-
mission 102

mobile

supported systems 26
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Mozilla Firefox, supported
versions 8

MP, See Manage Private User Data
permission 101

MS, See Manage Templates per-
mission 278

MT, See Manage Sub-Team per-
mission 101

MU, See Manage Public User Data
permission 101

multiple language support 198,
210, 322

My Reports

configure & save 372

N

navigation

menu and buttons 34
Notification Details page 215
Notification Inbox 326
notification templates

adding a notification to 249

clone to team(s) 260

complex 262

create incident 247

creating 254

defined 265

delete 259

editing 256

enable editing 246

icons 244

launch options 246

manage templates

AlertFind

permission 237
opening display 252
saving a notification as one 258
saving an incident as one 257

saving multiple notifications
for 249

sending one from an SMS
device 261

tool bar 241
viewing list of 239
viewing one 243

NotificationRecipients.csv 230,
232

NotificationResponses.csv 230
notifications
adding delays 205
adding Hotline 196
archived 226
as part of incidents 265
attachments 198, 208
cancelling 224
cloning 262
completed 230
composing 192, 194, 318, 323
customizing 285, 322
email 389
follow-up 222
Hotline 198

launching with Quick Launch
ID 319-320, 338
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manually confirm 220
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overriding escalation rules 194,
198, 209

pager 403
permissions 100-102
PIN 196, 198
priority 195, 198
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creating 311
deleting 312
quick compose 171, 192
recipients 205, 215
reports
downloading 198
downloading details 234
results 230
resend to non-responders 219
respond on behalf of 220
responding to 199, 317, 376
rules
changing order 315
creating 313
defined 313
deleting 314
overriding 194, 198, 209
scheduling 196, 198
sending manually 218
sending to groups 205
sent 213

AlertFind

SMS 404, 412
templates 197
unarchiving 228
valid variables 201
viewing
details 214
history 213
scheduled 217
status 214
viewing response time 215
voice 414

NotificationTimeHistogram.csv
230-231
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Ol, See Open from Template per-
mission 102

online help 33

Open Incident from Incident Tem-
plate permission 102

P

pager notifications
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password

allow sequencing 37

changing 68

forgotten 31, 68

minimum length 37

password options 37
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Cancel Notification 102 setting default 310
changing 106 setting for a user 63, 68
defined 100
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groups 101 adding Hotline options 328
incident 278 authentication 328
incident templates 102 creating in Hotline 323, 328
Manage Access 101 defined 328

Manage Groups 101 recurring 330

Manage Hotline 102 reports 329

Manage Private User Data 101 scheduling 330

Manage Public User Data 101 templates 197

Manage Sub-Teams 101 viewing results 330

Manage Templates 102, 278 prefixes

notification 100 See dialing prefixes 39

Open from Template 102 private data

Send Notification 101 permissions 101

Set Permissions 101 setting 457

team 100-101 privileges, See permissions 100

team leaders 103 pronunciation 62, 66

users 106 customizing 298

View Notification 102 public data

View Private User Data 101 permissions 101

View Templates 102 setting 457

View Web Reports 102 Q

viewing 104 Quick Compose 171, 192
PIN create notification 171

for Hotline Pro 321 Quick Launch IDs

Hotline 336

assigning to broadcast
notifications 196, 198 group 128, 131
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for Hotline notifications 318
Hotline Pro 337

send notification template 246,
261

sending all notifications 184

using for notifications 319-320,
338

using with broadcast
groups 319, 337

using with escalation
groups 319, 337

using with incident
templates 319, 337

using with Smart Groups 319,
337

voice prompt 428, 437-438
R
Recipient Editor 205
Recipients tab 215
reminders 377
valid variables 378
reports
advanced options 350, 374
notification options 374
scheduling 374
Audit Trails Reports 352
Event Log Summary 353

User Authentication
Summary 354

create a report 348
define time period 351

device 376

AlertFind

Devices Report
send reminders 377
field settings 350
filter options 350
general instructions 348
generate report as 349
Hotline Reports 357
Hotline Poll Details 358

Hotline Poll Non-
Responders 358

Hotline Pro Call Details 357
Hotline Summary 359
Incident Reports 359
Incident Summary Report 359
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pending & completed 352
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downloading details 234
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overview 347
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permissions 102
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report templates 348
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Global Team Report 121
My Teams Report 122
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Team Reports 364
Team Summary 364-365
Usage Details Reports 367
Usage Reports 365
Team Usage Summary 366
Usage Summary 365
User Reports
User List 371
resend notification 219

respond on-behalf-of options set-
ting 36

respond on behalf of 220
Response Editor 194
Response Limit field 203
Response Limit Handling field 130
responses
creating 199, 376
editing 194
limiting 203
through Hotline 317
viewing
response time 215
status 215
Responses tab 215, 329
roles
administrator 63
assigning for
team leaders 63
users 63

editing 63

AlertFind

user 64

Safari

supported versions 8
Scheduled Notifications page 218
send all notifications

notification template launch
option 246

Send Notification permission 101

Sent Notifications Page 213-214,
234

Set Permissions permission 101
sign in page 31
Site Management Settings 457
sites
about 142
administering
administrators 143
team leaders 143
create 146
delete 149
edit 148
groups vs. teams vs. sites 43
number currently selected 183

select geographic location 181,
193

share with global 147
site management setting 457
using 151

view list 144

Index | 515



Smart Groups
and Quick Launch IDs 337
creating 133
defined 43, 127, 133

See Also Ad Hoc Groups 43,
134

SMS device

launching incident template
from 261

SMS notifications
variables 404, 412

SN, See Send Notification per-
mission 101

SP, See Set Permissions 101
sub-teams

See Global Team 108

See teams 108
suffixes

See dialing suffixes 39
survey templates 197
system name field 37
system name fields

Voice Customer System Name
field 38

T
tasks

required for incident
templates 320

team context
defined 99, 170
finding 99

AlertFind

team leaders
assigning roles 63
creating 103
Global Team 108
permissions 100, 103
team context 99, 170

Team Management Settings
section 457

Team Summary Report 364-365
Team Usage Summary Report 366
teams
adding users 114
AlertFind Teams.csv 122
context 99, 170
creating on Global Team 108
creating sub-teams 111
deleting 116

downloading team
information 120

editing 112
Global 108
greeting
customize 118
reset 119
groups vs. teams vs. sites 43
hierarchy
explained 97
overview 97

permissions 100-101, 103
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reports

general 123 User Management Settings
Team Summary Report 364- section 457

365 user name
Team Usage Summary 366 creating 62

user membership 59 pronunciation 62, 66

viewing user names
incidents for 267 defined 31

teamsteam management
settings 457

users

account page 58
templates

adding to
announcements 197

groups 114
conference calls 197

. teams 114
First Responder 197

e L adding with API 64
notification 197

e administrators 63
notification templates 236

s 197 assigning roles 63
polls

creating 61
surveys 197

data permissions 101
text-to-speech

defining default personal inform-

customizing pronunciation 298 ation for 308
time format 296 deleting 81, 83
Time Summary tab 215 devices 71
time zone, setting 68 disabling 81
time zones, defining default 309 editing 63
TTS engine 199, 325-328, 331, account information 65

333-334, 375
U after import 65

enabling 81
Usage Summary Report 365

. . group membership 59
User Authentication Summary
Report 354 importing 61, 453

User List Report 371 permissions 100-101, 103, 106
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PIN 68
pronunciation 62, 66
reports

User Authentication
Summary 354

User List Report 371
searching for 58

team membership 59

voice notifications
variables 414

VP, See View Private User Data
permission 101

VW, See View Web Reports per-
mission 102

w

WAV file requirements 201, 211,

user management settings 457
290, 326, 329, 335

user names 62
Web Administration (data man-

\' agement setting) 453

variables web browsers

email notification 389 adjust text size 32

overview 380 media player 8
overview and definition 289 mobile support 26

pager 403
SMS 404, 412

Android 26

apple 26

voice 414 session timeout 31

web confirmation 383 supported versions 8

VI, See View Template Chrome 8

permission 102
Firefox 8
View Notification permission 102
Internet Explorer 8
View Private User Data

permission 101 Safari 8

View Templates permission 102 view help 33

View Web Reports permission 102 web interface 34

viewing incidents page web interface variables 383

tool bar optons 271 web reports

VN, See View Notification per- See reports 102

mission 102 web services settings 458

Voice Customer System Name
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defining default 309
setting for a user 67
work hours
defining default 309

setting for a user 67
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